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1 Starting up - Working with the wizard for new users

If you wish to logon to the program for the first time with your newly set up user name, you have to start this
first using the respective entry in the start menu or via shortcut icon on the desktop.

Next you enter the user name and password issued by your system administrator. Please make sure to use
small or capital letters (see Core module Chapter 4.4: User Validation).

B Logon lmlﬁlﬁ]

MName ||

Passwaord |

Help

Confirm your entries by pressing [OK].

After having finished the First Logon Wizard (see next page), you are prompted to change your initial

password.
Note 1502 |

l X The password must be renewed

] 4

For this, enter the given (= old) password in the following dialog. Then you move to the next field using the
TAB-key and enter your own (=new) password.

[ B | Mew password l = | (=] |_ihr

Qld password ||
Mew password |
Repeat |

Since password entry is concealed, i.e. each key stroke is represented by an * (asterisk) on the screen, you
are prompted to repeat the new password entry to ensure that it has been entered properly.
Subsequently, confirm with <Return> or by clicking on [OK] (see Chapter 5.2 of Core module: Assign new

password).
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After the logon the First Logon Wizard will start. This wizard will assist you in making the necessary
program settings (Comms. access, set up Electronic Signature etc.). You can close the wizard at any time
using the close button and return to the same point, the next time that you start the program. If you do not
wish the assistance of the wizard, please click on [Without Wizard].

First logon by a new user [t S

o General infformation an the First Logon Wizard

This user is logging on for the first time . You have the option to
make some important program settings with a wizard.

You can cancel the wizard at any point and continue at the same
point the next time you log on to the program.

if you do not want to use the wizard, then please ' '
press Without wizard'. Without Wizard

If you have received a disk from your bank for EFFT/MCFT with new
bank parameter files (BPD). you can impart these to the program here.

This page remains active when the import has been completed. You
can import Bank parameter files from other disks, as long as the
checkbox “Import Bank parameter file(s) from disk(s)’ remains active.

I Import Bank parameter file(s)

| Weiter = | Help

If you accept the assistance of the wizard, it will guide you through the steps necessary at the logon of a
new user:

1

Import bank parameter file(s) (only with EPFT/MCFT)

In the case of a bank access via EBICS procedure you have to deactivate the "Import bank
parameter file(s)" check box, in order to continue directly with step 2 using [Next >]. With EBICS no
bank parameter file is imported, but an appropriate bank parameter file need to be set up before by
the system administrator or by yourself according to bank information (see Comms. Chapter 3.5:
EBICS)

If you received bank parameter files from your bank with bank parameter files (for the EPFT or MCFT
procedure) for the new user, you can import these at this point. This page remains active as long as
the "Import bank parameter file(s) " check box is ticked.

If you want to import a bank parameter file, click on the [Next >] button.

Insert a data medium with the bank parameter file(s) or select an appropriate directory, where the
bank parameter file(s) can be found.
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P "

Browse for Folder @

Bank parameter file import

1M& Computer
> | Floppy Disk Drive {A:)
s ‘:; Local Disk {C:)
> & DVD Drive (D:)

Ok ] [ Cancel

After confirming with [OK], a selection list of all bank parameter files on the medium or in the chosen
directory is shown.

Import MCFT-BPD = 23

Bank parameter files on digk

Help | ok |

Select the required file(s) by mouse click and confirm with [OK].

If you are importing an EPFT BPD, the process is now complete (for further details, please see
Comms. Chapter 3.1: Create BPD).

If you are importing a MCFT BPD, the user number (“external name*) is now allocated to your
internal user name. Confirm this by pressing the [Accept] button.
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-

Internal User

=)

IJzer no.

[nternal Mame

Help | | Accept |

| 10001001

ER -

Do Mot accept |

If there are other users available in the system, this process will be repeated until all users from the

selection list have been allocated to internal user names. If there is a user that you do not wish to

import, press the button [Do Not accept] (for further details see Comms. Chapter 3.2.1: Import MCFT

bank parameter file).

If you do not wish to import any more bank parameter file(s), deactivate the check box "Import bank

parameter file(s) " and click on [Next >].

2 Setting up the Electronic Signature

At this point, you can prepare the Electronic Signature (ES). In the process, a key-pair will be
generated and the appropriate message will be sent to the bank to set up your key at the bank. To set
up the Electronic Signature, keep the checked box "Set up Electronic Signature" activated and click

on [Next >] then.

Set up electronic signature

LX)

fou can now prepare your user for electronic signature.

In this process, a key pairis generated for the ‘electronic signature”’ and
the comesponding communication jobs can be sent to the bank in order
to configure your key on the bank.

v Set up electronic signature

< Funick | Weiter = |

Help

Initialize ES medium

In the first step you are prompted to insert the selected ES medium (e.g. a diskette, an USB stick).

Confirm the appropriate message box with [OK] after insert.
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If the ES medium is new (i.e. empty), the assignment of an ES password (ES PIN) for the access to
the ES medium follows.

Entry of the characters is concealed, i.e. each character you enter is represented by an * (asterisk).
You must then repeat the entry of the new ES password for your own protection.

| 2% |

Initialize ES medium |

Y'ou have inzerted a new ES medium. This haz to be prepared for uzing electronic Signature.

Pleaze enter a new pazzword for electronic signature.

Mew ES paszword

Pleaze repeat vour new ES password for validation.

Repeat

Help

Generate Key Pair

The field "Generate new Key Pair" is already marked in the next dialog. You have to enter a
character string of your choice consisting of exactly 32 characters. The character string is a random
combination of 32 letters, numbers and special characters. Entry of the characters is concealed, i.e.
each character you enter is represented by an * (asterisk). This random character string forms the
basis for generating the keypair.

Confirm your entry by clicking on [Next] after the input of the 32 characters (just fill it up to the end).

Generate key pair Iﬁ
- Do you wish to generate a new key pair for electronic signature, send
the existing key pair to the bankiz) or import key pair from existing medium
irto your system 7
[

To generate the key pair, please enter exacthy 32 arbitrany characters |
These characters should be chosen as mndomly as possibhy.

| Help
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Next a new key pair is generated, which is stored on the ES medium. For starting the key generation
click on [Finish].

Start Comms. | & |

Communication jobs are generated from your details. These can now
be started automatically. if you want to execute the Comms. later, then
please deactivate the following entry.

v Start Comms. now
On worlstation: I':'Wl'l ;I

The Init. letters for each selected bank are now being printed. Please
sent these signed for releasing by the bank.

A new key pair for electronic Signature is being generated or your
topical key is imported.

Stare this in a secure environment.

< Junick Fertig stellen Help

You can also import keys already existing on an ES medium into the system.
Further details can be found in Chapter 6.1 on Communication: Generate / Send ES key pair.

LE™ please note:
Always keep the ES medium in a secure place.
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3 Setting up initialization requests for banks
To have the bank enable your access to their system, you can generate and directly send the
necessary initialization request at this point. To set up the initialization request, let the "Set up
initialization orders" box checked and click on [Next >] then.

Set up Initialisation orders for banks u

You can now generate the instructions required by some Comms.
procedures for setting up the user with the bank and send these
instructions to the bank.

This is required to release your access to the bank system.

¥ Set up Initiglisation onders

« Zuriick | Weiter | Help
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Select the bank(s)
Click to select the bank(s) from the list for which first initialization is to be carried out. A first

initialization is necessary, for example, for EPFT/MCFT when you have received a new bank diskette
from your bank. Then press the [Next >] button.

First initialisation (INI) ||

Select the bank for which you want to make the first inttialisation. A first
inttialisation is required, for example, for EFFT/MCFT, f you receive a
new bank diskette from your banl;.

__EBICS to omikron test bank__ (OMIEBICS)
DEDC =
Die Bank: fir die Dokumentation (ZVDF)
EEICS (EBICS)

EBICS to the omikron test bank (KSKKOELM)
EBIXBANK

ETEBAC3 (ETEBAC3) £
FTAMBAMNEK (BAMKFTAM)

FTAMBAMK (FTAMMATF)

FTAMBAMNE (MATF)

FTAMBAMK nun ebenso auf ADD4 (FTAM)

FTAMMEW -

13

m

First initialisation for the fallowing banks isnt possible:

< Zurick I Weiter = I Help
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Enter current and new password (not with EBICS)

Three mandatory boxes now appear below the selected bank(s). Enter your current Comms.
password in the "Current password" box. This is needed by the bank to verify the first initialization.
Use the current password contained in the PIN letter should you have received such a letter from your
bank. Should you not have received such a letter, initial password is usually "start".

Use the TAB key to jump to the next box and then enter the new password under "New password"
This will be used for future communication sessions after it has been successfully sent to the bank.

Because password definition is concealed, i.e. when you press a key you only see an * (asterisk) on
the screen, you must repeat the new password in the appropriate field for your own protection.

[E~ please note:
In contrast to normal practice, entries are not converted into capitals when you enter the
password. A differentiation is thus made between upper case and lower case entries. Please
remember this when entering and then using the password.

Close password definition by clicking on the [Next >] button.

Enter previous and new password S

Bank(g)  [Omikron Test INTERN

— Previous password

Please enter your actual password.

if this iz the first time you wish to initialize and you have received a PIN letter
from your bank, you will find the first password in this letter, otherwise the
password is start’.

Password Il

— Mew password

Please enter the new Comms. password of your choice. Once successfully
sent to the bank, this password will be needed for all future communication.

Mew password I

Please confim by repeating the password in the field provided.

Please repeat I

<Zurick | weiter> | Help
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Print initialization letter(s)

You will have to send a signed initialization letter to your bank (or several banks) to confirm the new
keypair. Access will normally not be released by the bank until such time as the initialization letter has
been received. If you would like the initialization letters to be printed, leave the default box "Print

intialisation letter(s)" checked.

Together with the INI letters a cover letter is generated for each bank automatically. Address data is
taken from the entries on the Banks property page (see Chapter 7.1.1 of Core module) and on the
Contacts property page (see Chapter 5.4.4 of Core module).

Frint initialization letter(s) ||

Bankis) Omitcron Test INTERN

You have not yet generated a key pair for the electronic signature.  you press
Continue”, then the wizard will be started to  generate your personal key pair.

To confirm the key pair, an intiglisation letter signed by you must be sent to the
bank.

Without this intialisation letter, the bank will not nomalby release the new key.

[V Prirt initialisation letter(s)

[ Initialisation letter(s) without preshest

< Zurick I Weiter = I Help

If the cover sheet should not be printed each time for the same bank at the first initialization of several
users, you can suppress the generation by ticking the "Initialization letter(s) without presheet”
check box additionally.

Then click on the [Next >] button.

Further details can be found in Chapter 4.2 on Communication: First initialization of bank access
(Sessiontyp INI).
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With the EBICS procedure further special steps follow:

4 Generate EBICS authentication keys (only with EBICS, if the wizard is executed the first time)

If you execute the wizard for the first time, a user-related authentication key is generated for you one-
time. This key is required only for the EBICS communication.

Please enter in the field "Comms. password" your currently valid Comms. password also as new
password for the authentication key. Since the password entry is made concealed, i. e. each
keystroke is displayed by an * (asterisk), you must please repeat the password entry for security in
the field planned for this.

To generate the key pair, please enter exactly 32 random characters. This character string is an
arbitrary combination of characters, numbers and special characters. The entry is made concealed,
i.e. each entered character is displayed by an * (asterisk).

X

Generate EBICS authentication keys

Banki(z) EBIXBANK

Do you want to generate a new EBICS authentication key or send the existing key pair to the banki(s) #

v

Mow, new keys are generated. Please allocate a new password for the access to these keys. |t is later used as Tomms.
password'.

Comms. password |

Please repeat |

Tao generate the key pair, please enter exacthy 32 arbitrany characters | These characters should be chosen as randomby as
possibhy.

< Zurick Help |

Press finally the [Next >] button.
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5 Enter the hash values of the bank keys (only with EBICS)

To ensure that you actually communicate with the correct partner -i.e. your bank-, the validity of the
bank keys which are collected at the end of this wizard should be verified. This is made automatically
after the retrieval of the keys.

Please enter for this the hash values of the bank keys in the planned fields (Authentication hash of
the bank (X0??) / Encryption hash of the bank (E0??)). These hash values are notified to you by
the bank or you can view the hash values on the Internet page of the bank.

You need not to enter all values. Normally a few digits are sufficient for the authentication. All values
entered by you are reconciled with the transmitted values.
The values in the respectively first field are mandatory if they deviate from "00".

Enter hash values of bank keys

Bankis) EBIXBANK

To ensure that you actually communicate with the dght Partner -i. . your bank -, the validity of the bank keys should be
verfied.

This iz made automatically after calling the keys, if you enter some values below.

For this, please enter here the hash values of the bank keys. These hash values are notified to you by your bank or you
can view the hash values on the Intemet site of the bank.

You need not to enter all values. Normally, a few digits are sufficient for the authentication, all digits entered by you are
reconciled with the transmitted values.

ff you do not enter values, bank access will be activated automatically without any verfication.

Bank: [EBIXBANK
Authentication hash of the bank (X077
Digits 1-8: l_ l_ l_ l_ l_
Digits 3-16: [
Digts 1724 | | |
Digts 2532 [ [ [

Encryption hash of the bank (E077

T DT

TTTH TTT
T
BEERIEEER

T

Diigits 1-8: I_ I_ I_
Digits 9-16: |_ |_ |_
Dgts 1724 [ [ [
Dats 2532 | [ [

< Funichk | Weiter = Help |

You can check the status of the bank keys in menu item -Communication- / -Bank parameter files- in
the bank parameter file and repeat the verification later by entering and saving the hash values using
the [Hash values of bank] button (see Chapter 3.5: EBICS).

Press then the [Next >] button.
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6 Start communication
A Commes. session file is generated from your entries (MCFT: INI / EBICS several: INI, HIA and HPB).
Comms. can be started automatically during this last step if you confirm the "Start Comms Now"
default entry using the [Finish] button.
If you do not wish to start the Comms. immediately, you have to deactivate the entry.
A message is shown then, under which ID group you can find the Comms. batch in the File Manager
for further processing. Confirm this message with [OK].

If working in a network, you can select a computer which may have been specially designated for
Communication sessions by selecting the list box "On workstation:" and start communication there.

Start Comms. | 28 |

[ Communication jobs are generated from your details. These can now be started
automatically. f you want to execute the Comms. later, then please deactivate
the following entry.

I Start Comms. now

On worlstation: Cwn j

The Init. letters for each selected bank are now being prrted. Please sent these
signed for releasing by the banl;.

< Zmiick | Ferig stellen Help

With "Start Comms. now" the Comms. batches are executed immediately. After successful
transmission, close the appearing message box with [OK].

With EBICS the bank keys can only be received if you were released on bank side. Therefore the
HPB request is entered by the wizard with the status "Pending Comms." in the file manager, so that it
can simply be executed there, after you were released by the bank. Confirm the appropriate message
with [OK].

In the lower part of the Comms. dialog box information on the status of processing is displayed.
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Complete the first initialization by finally clicking the [Finish] button.

The printed initialization letter(s) have to be signed and sent to the bank for the release.

7 Complete the wizard

All of the wizard's steps were completed. When you click on [Finish], the wizard will be closed and will
not be started again.

End wizard Iﬁ

You have executed now all functions of the wizard. Press Complete’,
then the wizard will be closed and will no longer be started.

If you have not yet executed some functions in the wizard and want to
start these later again with the help of the wizard, then please close the
wizard window without pressing Complete”,

At nead logon, the wizard will be started again and you can make the
missing settings.

< Zurick | Fertig stellen | Help

If there are still some functions that you have not configured using the wizard and you wish to have

the assistance of the wizard to complete these later, please close this window via close button and

without clicking on [Finish]. In this case, the wizard will be started again the next time you start the
program and you can configure the sections that have not yet been completed.

By clicking on [< Back], you can step back through the individual steps to make any changes that are
needed.

LE™ please note for EBICS:
After release by your bank you still have to execute the HPB request in the file manager.

If you want to add another bank later, or add an FTAM-Bank, please refer to the -Communication- menu,
where you will find the options —Bank Parameter Files- (with the button [New BPD]) and —First
Initialization-. Wizards will walk you through these functions as well.
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2 How to collect account information?

2.1 Define single collection order in File Manager

1 Open File Manager via -Communication- / -File Manager-
Choose the -Show collection orders- option from the pull-down menu (1.). Then click on the [New

order] button (2.).

ﬁ File manager

Signatures

1.

Period

Time

|Sh0w collaction orders

[T Only show files pending ES

j | Current

[T Do not show successfulty sent files

[T Do not show files signed by yourselves

Session type | ONo | Status | Original file name | Bank name | Cumency Amount | Total number of payments

Attributes | ES made

| D-Growp

‘Comms. date | ‘Gomms. Time |

Mo record available

2.1

< |

m

Fe) o o |p re o e |p o | re o
Execute order | Execute all due orders | Mew entry from favourite Drelete signature Sign |
A 4
Select Print Collect data from several banks Wiew file Help | Mew order |
© 2012 Omikron Systemhaus GmbH & Co. KG 17/38
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2 Select bank
Now you have to specify the bank, which should be addressed by the order to be created.

r B
File manager E@ﬂ

Select Banlk | Session type I Attributes I Select file | Password and execution data I

Select bank for the new Comms. batch

DEDC

Die Bank fir die Dokumentation (ZVDFO)
EBIXBAMNK

FTAMBAME

FTPSBAME

J.P Margan (JPMORGAM)

La Caixa Uber EDkran (EDITRAN)
MCFTBAMEK

SWIFT-Anbindung der Testbank (SWIFTBPD)

Help Nest i‘

Choose the desired bank by double-clicking on the respective entry. Immediately the program
switches to the next property page.
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3 Choose session type
The STA (Swift daily statement) session type is used for the collection of account information. Select
the session type by double-clicking on it.

. y

File manager = | B |t

Select Bank  Session type l.-'i'-ttril:u.rtes ] Select file | Password and execution data ]

Bark  |EBIXBANK  [EBIXBANK User YOU

Flease select session type

ACK G EBICS logfile (PSR)
AKA G Receive Import LC F
AKD G Receive Doc-Transaction Impaort LC

ATE G Austia V3 retum delivery

ATR G Austia V2 retum delivery

BPD G Collect Bank parameter file

CBA G Cument Balance

CBC G SEPA Status Repart Direct Debit Cortain.
CRC G SEPA Status Report Credit Cortainer

DKl G Bxchange rates invers

DKL G Receive exchange rates

DTl G Receive domestic payment file

EAB G Receive Export LC

EAD G Receive Doc-Transaction Bxpart LC

EIB G Receive Bxport collections (EIB) B
ESG G Get file for distributed Signature

FTE G Receive free test file

GFE G Receive Guarantees additional messages

GPD G GENO pay direct settlement

GUB G Receive Guarantees messages

HAA G Retievable session types

HEV G Supported EBICS versions

HKD G Customer- and user information

HFD G Bank parameter data

HTD G Userinformation

IB G Receive Import collections {IIE)

PTK G Receive log file

QE2 G DTALUS im Bundesbanldomat

OF% G GR-Natei Prinr herweiz von Kreditinst il

*

m

Help Mext

The program switches after the "Attributes" property page (not with MCFT), where you have to enter
nothing (just to click on [Next]), to the last property page.
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4 Enter Comms. password

As final step enter your Comms. password (1.) (if not saved in the BPD) and complete the order

creation with [Save] (2.).

-
File manager

= | B e

Select Bank I Session type I Attributes I Select file  Password and execution data |

© 2012

v

Passwaord -

— Cither

Bank  [OMIEBICS | _EBICS to omikron test bank__ User  [mkatoomr
Session IST;’-‘-. IHeceive account data Ireceiue LI
File Type IDriginaI file: without signature LI

| Encryption (Hybrid DES/RSA) ~]
File |E\_323\MCCWIN\BWMDAD40.STA
— Password

| DHGroup ﬂl

Access class l”— I

[T For thiz file, plan data shall be generated additionally in a new way

— BExecution
Repetition IOnce ;I Time
Pause in minutes before repetition? I[:I 1. Comms E‘I D.DE!.EDL';I I
Execute on workstation:  |Oin '~ Last Date [Frooszon~] |

— Period
[™ Collect data from/to From

Omikron Systemhaus GmbH & Co. KG
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5 Execute order

The collection order now is created in the file manager. By clicking the [Execute order] button (=)
you start the transmission of your order to your bank.

a File manager =NACH X
Signatures Time
i
Period
|Show collection orders ﬂ |Eurrent ﬂ
[T Do not show successfully sent files
[~ Onty show files pending ES
[T Do not show files signed by yourselves »

Sesszion type | ONo | Status Original file name Bank name Currency Amount | Total number of payments | Attributes | ES made ES required | 10-G
Pending Comms. EL \MCCWIN\BWMDAO40.5TA _ EBICS ..
Qwn
1 | 1 3
I p P e I L 2 p e e
Execute order | Execute all due orders | Mew entry from favaourite | | |

Select FErrint Collect data from zeveral banks | Wi file | Help | Mew order |

The transmission progress can be observed in the so-called Comms. bar:

a | | (1,00 OK: Order successfully terminated | Iy Bank. | CHZMCTEST 1Sy MCCOWINBWMDAOFZ STA

| Z

6 Display received files
After successful transmission the single collection order disappears from the collection orders display.

By selecting the "Display received files" option (=) the receipt of an appropriate file with account
information can be controlled.

—)' Digplay received files j

I_ Do not show successfully sent files

[~ Only show files pending ES

I_ Do not shaw files signed by yoursahies L LI

Sezsion type | OMNo File name Bank name 10- Group Comms. date Commz. Time

ADDD  Collecti WDADDDSTA | MCFTBAMEK 11.09.09
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If you configured the system already so far that the collected account information is imported
automatically (cf. Chapter 6.1.4 of the Core module: Maintain autoroutine property page),

e

System parameters

P

Blectronic signature # File manager
Mandatory fields / Fonts

General Program

Mark the modules to be executed in the autoroutine

] Color settings
] File encryption

Password administration

Maintain autoroutine

Execute comms [
Import account data v
bBxpon autorouting (V) [580-=[A1) I

Plan data reconciliation [
Automat in Web server [
Comms in Web server [

You can now display these information using different reporting functions as balances, statements,
value-dated balances etc. (for further information see the Chapters regarding Cash Management).

ﬁ Transactions

= | B i)

Alc. name Fariod Currency Statement date Statement
| 370050 7 1234567850 / | |curent | EUR 040712 1
Bank Alc. number Group
37010050 1234567390 0 Opening bal -609.458,00
37010050 - 0,00
Description 0,00

-609.458,00
IBAN-A/c. number BIC

[ Show transactions. [ Show preposted items.
Ord Farty/Receiver TIGC  Text code Bank reference [ Show advices [ Show in EURO
Customer reference
Ord. party bank ord. party e SEET
Further Info
Ord. party IBAN Creditor D
Crdaring party BIC Mandate D
Status | Value date Entry Details Entry test Crd Party/Recsiver Customer refersnce Currency Amount | Creditor D
4| 1 F
» = » = » » » »
Ord Party/Receiver | Details |
Select | Frint Frint corresponding statement ‘ Help
© 2012 Omikron Systemhaus GmbH & Co. KG 22/38
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2.2 Define Autodial function

You can collect relevant information like statements, exchange rates, pre-posted items, FTAM logs etc. fully
automatically via mouse-click from all your banks (so-called autodial function see Chapter 5.2 on
Communication: Wizard for the collection of data from several banks / Autodial function).

To define or to change collection orders please choose the menu item -Collecting data from several
banks- from the -Communications- menu.

A wizard will guide you through the steps that need to be taken to define collection orders from several
banks.

1 Select the banks / Session types

Choose the bank from which you want to collect data by mouse-click from the list of banks (&2).
Select the download session type STA. By pressing the [Add session type] you will add the
selected session type to the list of pre-defined collection orders.

The orders defined by you are shown in each case in the list below the bank (7).
Repeat this process for each of the banks from which you want to collect data.

For the autodial function Comms. batches will be generated from the given information, which start the
transmission automatically at the specified time.

The automatic data collection is made for all banks at the same time if you leave the predefined
highlight of the checkbox "Use the same execution frequency for all collection orders "
unchanged. If you want to start automatical data collections for different banks at different times or
define several automatical data collections daily, you have to remove the highlight and enter an
execution frequency separately for each collection order. Then press the [Next >] button.

Callect data from several kanks lé

Pre-defined collection order ta your banks Abbreviation of batch order

Bank / Session type Compression Encryption: AUTOMAT J

123-Bank (123)

153 FRICS mit Bankdaten (EBC323KK) Auvailable session types for bank

; HTD G Userinformation -
STAG RBC.BIVB account data Yes Yes IIB G Receive Import collections {|IB)
8 __EBICS to omikron test bank__ (OMIEBICS) PTK G Recsive log file

GQE2 G DTAUS im Bundesbankformat

QG2 G MT103 im Bundesbankformat

ROT G Direct debit returm to customer (DTALUSE)

SAM G Collect batch files

5T1 G Accourt statements SWIFT (FR)non EUR =
ST2 G Account statements CFONE (FR) Pooled

ST3 G Account statements CRONE (FR) individual

STF G Receive CFONB account data

Add session type |

- - ‘
Bxecution frequency
Comms. batches will be created from your details. These are nomally configured so that the Comms. I¥ Use the same exscution frequency for all collection orders
batch is started automatically on the comesponding due date.

Repetition Once j
Or you use the menu tem to manually start all of these orders when you wish to do so. How many minutes pause before a repettion? -

1. Transmission ﬂ |ﬂﬂ:ﬂﬂ
[ Start Comms. manualty Last date ~| Joo:00

Help
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2 Enter Comms. password
Enter your current Comms. password (if not stored in the BPD). This is needed by the bank to verify

the Comms. session.
The password definition is concealed, i.e. when you press a key you only see an * (asterisk) on the

screen.

If you use the same comms password for all selected banks you can check the corresponding check
box "Use the same password for all banks". This way, you will need to enter the password only

once.
Enter password |22 |
Bankis) J.P Morgan
-
Comms. password

J.P Morgan

Please enter your valid password. This is used for validation of the communication access with the bank.

Password ]

< Zunick | Weiter = | Help

Your session will be saved. Step 2 is no longer required the next time you contact your bank. You will
only be required to enter your Comms. password for verification if you add further session types.

Close password definition by clicking on [Next >].
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3 Complete definition of collection orders

Under the option "On workstation:" you define a computer within a network which should process the

Comms jobs.

You can return to previous steps and make any necessary alterations using the [< Back] button

Start Comms.

E

Please define a workstation, on which the Comms. batches shall be processed.

Onvokszton: [

< Zunick | Fertig stellen |

Help

Using the [Finish] button the communication jobs are generated from your data. You can view these
jobs in the "File Manager" and process them. Den entsprechenden Hinweis darauf bestatigen Sie mit

[OK]:

MccWin

LX)

I'-\_____,-'I ID-Group were generated: AUTOMAT

@EW For the further processing by you, Comms, batches with the following

oK
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You will find prepared orders with the ID-Group "AUTOMAT" in the File Manager then.

ﬁ File manager !! Updating view possible (F3) !!

Signatures Time

Period
;I IEurrent ;I
[~ Do not show successfully sent files
|_ Only show files pending ES
[~ Do not show files signed by yourselves

IShow collection orders

ID-Group

Session type | ONo Original file name

EL.\MCCWIN\BWMDAO50.STA  EBICS ..
(27,0) Exc. (IEBICSClientCant...
E_EBICSCLIENT_INVALID_BA...

s -
< 1 |
EEEENS 2 R PR R RIS
Execute order | Execute all due orders | Mew entry from favourite | [Dielete signature | Sign |
Select | Print | Callzct data from zeveral banks | Wiew file | Help | Mew arder |

With activated Commes. bar (-View- menu) the collection process starts automatically on reaching the

execution date defined before.

@ D IOwn j| . |

STA ADEO D 16.09.09 15:00

Execution date

o | |

Mesxt Comms. batch pending For execution

4
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3 How to edit and send a payment?

In order to use this feature it is necessary that you have installed the Electronic Banking system
components (see Chapter 2.2 of the manual for the Core Module), successfully started the program for the
first time and properly configured the program system. The PC is normally set up by an administrator.

Start the payments module by clicking the relevant icon within the core module:

e.g.

To create payment orders and send them to the bank(s), please follow the following steps:

1 Entering a payment order

To enter a payment order, select the symbol Enter Payments. If you have not yet entered payment
orders, you will see an empty overview screen, which would normally contain a list of pending single
orders. If you want to view another type of order than single orders, you must pre-select this using the
list-box "Show order type". After this, you can move to the screen for entering new orders with the
button [New Order].

L] Payment orders = | (B |
Order no. / End-To-End Order form Type Ordering party Fartner Currency Amount | Due date Approvals | from
MCCT120910000001 Single order Credit transfer Aufraggebername Partnername 1.234 567,89 100912 1
E2EC120910000001 POBADEFF POBADEFF El

DEGO700517550000007229 | DEGOT00517550000007229 m
MCDD120621000001 Single order Direct debit Aufiraggebername Partnername EUR 1234500 | 04.0912 |0 1
E2ED120621000001 POBADEFF COLSDE33X00K
DEG0700517550000007229 | DE97370501980033633322
MCDD120621000003 | Single order Direct debit Auftraggebername Partnername EUR 1.000,00 | 04.0812 |0 1
E2ED120621000002 POBADEFF COLSDE33X00K -
4| 1 k
= = |2 o oo o o
Display incomplete orders | Show arder type Mew order fram template ‘
Select | Frint | Details | All orders j Help | Mew arder ‘
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If "All orders" have been displayed, you can select the wanted order form now.

-

B " Crder form l = | (=] |_iv'3-]1

Please choose the order form

Sngleoder [

You now see a form for keying payments (in this case SEPA Payments).
Within this you can determine right above the exact type of the payment, e.g. credit transfer, direct
debit etc. Here you can enter

e Account, ordrering party and partner,
e (currency and) amount and
e details of your payment

If you have details available in your reference tables (especially the bank parameter files described
in chapter 1 must have been allocated to the banks), you can access these by clicking on the [?]-
Button in the relevant place in the overview, which allows you to accept the full data by mouse-click.
Further details on your payment can be added on the relevant Register cards. All details which must
be entered for the payment to be fully prepared are highlighted with a special background colour.

The field "Earliest transmission" allows you to determine when the payment should be sent to the
bank. By default, the current date is entered here.

If you want to use the payment you have entered also as a template for keying further payment
orders, you select the button [Save and store as Standard]. Otherwise you complete the entry by
pressing the button [Save].
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-
Mew entry Single crders

=lE

Additional information I Direct debit additional I LDGR data I Times
Payments | Partner I Ordering party / Intemal I Ultimate parties
Order number IMCCT'IZ'I}‘:'I'H]'I}I]'I]'I]'I}Z ISingIe order j

End-To-End reference [E2EC120810000002 I [Cred transfer

=]

Access class

2l

Alc. code Swift address

IBAM

2 |BN  [FoBADEFF

Ord. party Ord. party name

I DEGDY0D517550000007229

Ultimate orderning party

ll- IOrdering party name

2]l |

Dietails
Approvals [0 of [T Due date [I¥ 10.09.2012 ~ | Earliest transmission  [10.09.12
Save and store as template Help Save i‘

After payments entry close the database overview showing all payment orders using the close
button [x]. Further details on working with payment orders can be found in Chapter 4 of the manual for
the payments module.
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2 Approving a payment order
After you have entered your payment(s), these have to be approved. Please select the button Single
Approval. An overview of payments pending approval is displayed.
B Single approval Single orders E@g‘
PLEASE MOTE: If required, the due date of the direct debit collections is adapted according to the SEPA policies!
Order no. / End-To-End Order form Type Ordering party Partner Currency Amount | Due date Approvals | from -
Single order  Credittransfer  Ordering party name Partner name L
E2EC120910000002 POBADEFF POBADEFF —
DEB0700517550000007229 | DEG0700517550000007229 4
MCDD120621000001 | Single order | Direct debit Auftraggebername Partnername EUR 12.345,00 | 04.0812 |0 1
E2ED120621000001 POBADEFF COLSDE330X
I NFRO7ONS17550000007229 | NDFA7370501980033R33322 | %
4 n 3
» » » » R R
Select | Frint | Details | Do ot digplay approved ones | ‘ Show order type IS\ngIe orders j Help |
Mark the required payment with a double click. Then you will see full details of the payment and can
approve it using the [Approval] button.
Single approval Single crders E‘Elﬂ
Additional information I Direct debit additional I LDGR data I Times
Payments | Partner Ordering party / Intemal I Ukimate parties
Order number IMCCT12D51 LR ISingIe order ;I
End-To-End reference  |E2EC120310000002 |Credit transfer =]
Access class I I
Ac. code Swift address IBAN
|2 |POBADEFF |DEBO700517550000007229
Ordering party Ordering party namse
IB IOrdering party name
Ultimate ordering party
Payment punposs
Partner Partner nams
I Partner name
IBAM Swift address Country
|DEED?DD51 7550000007229 FOBADEFF
Currency Amaunt
[EUR | 1.234 567.89
Dstails
Approvals [0 of [T Dusdate [§°110.09.2012 = Earliest transmission ~ [10.05.12
ﬂ ﬂ Print | Help I-I Approval I-
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Alternatively you can make the approval also directly in the database overview by selecting menu item
-Approval- with the right mouse button. Then close the approval database overview using the close
button [x].

If a second approval is required, this can only be made if the module is closed and a new user with an
authorization for approval logs on.

Larger numbers of payment orders can be approved more easily using the function Approval per
account.

-
i | Approval by account E@g

MOTE: Marked entries will be approved. (Mark with mouse or space-bar)

With double-click you can view details of the order

PLEASE MOTE: If required, the due date of the direct debit collections is adapted according to the SEPA policies!
Acocount / Swift address / IBAM / Afc. cumency

I 1./ COLSDE33X / DES7370501980033633322 F EUR ;I
Value-dated balance incleding approved reconds Total of non-approved records Total of approved records

| -4.000,00 | -12.345.00 | 9.880.543.21
Order form | Order number | Ordering party | Partner | Currencyl Amounrt | Due date
W Single order... MCCT120828000003 OPDRACHTGEVER MAAM  PARTMER NAAM EUR 4.000,00 2830812

Single order... MCDD120625000001 ORDERING PARTY NAME ~ PARTMNER WITH COUNTRY EUR 1234500 04.05.12

Highlight all Delete highiightis) Hep || Aoproveorders |

Further details on approving payment orders can be found in Chapter 5 of the manual for your
payments module.
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3 Creating a payment file (multi-bank oriented, without preview dialogs)

After selecting the function Create payment order files, a screen opens, allowing you to specify the
payment file to be created. Close the window, if necessary after the input of data, by clicking on [OK].

-
B ' Create payment order file(s)

= | 5 | |

To execution date

Orders to execute
Prirt short list
Print cover note
Print medium
|D-4Groups

Supplementary 10-Groups

All orders

Help| ok |

Further details on creating payment files can be found in Chapter 6 of the manual for your payment

module.
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4

Prepare payments for sending (including signature)

Enter the Comms. password in the appropriate field, if not stored in the BPD and already entered
here.

B ' Include in Comms. batch l = | (=] |_ihl

Comms. password [

with Blectronic signature v
-
Sign file(s) immediztety [
=
=
Start Comms. now [

On worlstation

Chwn ﬂ
Help || oK |

If you mark the field "Sign file(s) immediately", you can enter the "ES password". The
accomplishment of the signature then follows directly. Otherwise, the file will be entered first in the File
Manager, from where you can add signature(s) later (continue with step 6).

Close the dialog box after the entry of the ES password by pressing [OK].

Sign file ||

Please insert the ES medium

QK Abbrechen

After inserting the ES medium confirm with [OK].
Now the signature file associated with the original file is created.
You finish the entry of further signatures by answering the prompt for further signatures with [No].

Answer the concluding question for completeness with [Yes]. Then the file is entered with the status:
"Pending Comms." in the file manager, where you have to execute it subsequently.
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5 Execute payment file immediately (i.e. send it directly)

If you mark the parameter "Start Comms. now" and confirm with [OK], the communication to the
bank is started at once.

-

Start Comms. now v

On workstation Own j

Help || oK |

6 Signing and sending payment file(s) later

After calling the File Manager in the core module, you will see a database overview with payment files
pending communication, with the newest files at the top.

If you wish to sign one or more files, select the relevant file and click on the [Sign] button.

ﬁ File manager

Signatures Time

Sum payments Currency

1 1 1.234.567,89  EUR
Summary information on all payments
Value date / Ordering

Type party Mumbar Amount Currency

Transfer 10,09.2012 1 1.234,567,89  EUR
POBADEFF DE60700517 550000007 229

Period

Ordering party name
|Display trangmit sessions j |Eurrent ﬂ

[T Do not show successfulty sent files

[T Onty show files pending ES

[T Do not show files signed by yourselves s

Session type | ONo Status Original file name Bank name

Cumency Amount | Total number ... | Attributes ES made | ES requi... | |D-Group

ADBOD PendingES  E\\SPAWINV12091001.CCT  __EBICS.. 1 1 i
[T CcCcT A0SO Pending ES | EL\SPAWINV12090301.CCT | EBICS m... | EUR 1T 1| SPA22840
[T INT ADZ20 Pending ES | EL.WMT100WINVIZ2090301.INT | _ EBICS... | EUR 1T 1| INT22484
lTl (s ¥4 Ancn [ N IO e 2t . \I71ﬂlr|l\|\4ﬂnn;;r'!n4 (i ¥ [ w1t 2 [t B | 4 b A I TAn A 4 .
R o o EEER e R
| Execute all due orders | Mew entry from favourite | |

Sign |

Select Print Collect data from several banks | Wiew file | Help | Mew order |

In an additional window which opens next to the file display, you are prompted to enter your "ES-
Password" and "ES-User".

An ES-User name only has to be entered if another user than the one currently logged on has to
make the signature. This “new" user can of course have his own ES-Password. If he enters this ES-

Password, the key disk should be held ready. If the signature is to be made by the user already
logged on, the field can remain unchanged.

The ES-Password is the password with which the key pair was encrypted on the key disk.
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Sign file [
General information about the file Ez\_323\SPAWIN\12091001.CCT o

Number of logical files Total number of payments Sum payments Currency

1 1 1.234.567,89 EUR

Type Value date / Ordering party Number Amount Currency

Transfer 10.09.2012 1 1.234.567,89 EUR
POBADEFF DE&GOD700517550000007 229

Ordering party name

-

Hash value User I2 ﬂl
5ECEFENT (CHEZ) ES password |

Following this, the procedure is according to the steps defined under step 4. You are prompted to
insert the ES medium and to confirm it with [OK].

File manager X

; I, Please insert the ES mediurm

QK Abbrechen

The following prompt for signature completeness is to be answered with [Yes] (Status in the file
manager: "Pending Comms.").

To send a file, select the file to be sent and press the [Execute order] button. You can send several
files at once (this function can also be used for signing), if you have activated several orders before
using check boxes in the session type column.

With active Comms. bar (to be started using the appropriate item in the -View- menu) the connection
to the bank computer is established immediately and the transmission starts.

& T Jown ~|ccTaoe  [EEcs |
o |M ‘%— | EBLABARK | DiY322EBI=1SPAWINIOI09 1401, CT
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After successful Comms., the status of the file is changed to "OK".

If an error occurs during transmission, the message "Defective" is shown; under the file name you will
see an error number and a short error text (e.g. (11/0) Transmission interrupted). Tips on what to do in
such situations are included in the manual on Communication, Chapter 5.4: Return codes, where the
error numbers of the various comms processes are listed and described.

With MCFT the reconciliation of status information concerning the ES check takes place immediately
within the transmission via so-called acknowledgement messages. In contrast to that with
FTAM/FTP/EBICS you have to start a log collection order after the transmission. This can be made
automatically, if it was stored in the respective bank parameter file accordingly:

EBICS - Bank parameter file (S|
Dezcription of the bank parameter file |_EEIC5 to omikron test bank__
Bank connection details Authentication statuz of the bank
? Address (URL) |htt|:|s:f'."el:uiu:s.rnuItiu:ash.cIe.-"EBIIZS,'l Check access ‘ |F|ead_|,| J
Information regarding the bank, Autornatic collection of PTE files
Custorner-D Host narme Operation mode EBICS-Praotocal version Haw many minutes after sending a file
(0=Never] ? 3
[Mk.410000 [EEICSSRY  |Standard ~| |Hooz ~| = :
Allocations Intemal uger and user no. at bank
Internal name | External name | Save Comms. password | Default user | Current ES version | EBICS status
SYSADMIN MEAT0004 Mo Mo AD04 Ready
2 MEA10002 Mo Mo Mew
10 MEAL0001 Mo Mo A004 Ready
1 MIKA10001 No Yes AD04 Ready
MEIER MEAL0001 Mo Mo AD04 Ready
4 m 3
M e uzer Change Commz. passward Hazh values of bank EBICS parameter | Help | Save |

With the status "ES check OK" in the file manager the payment transmission is completed.

Sesziontype | OMo Status Filz name Bark name Curmancy Amount | Atributes | ES made | |D-Group

9 B

© 2012 Omikron Systemhaus GmbH & Co. KG 36/38



MultiCash® 3.23 General Users Quick Reference

In the detailed view of the database record you can control the result of the transmission / the ES
check on the "ES log" property page:

File manager l = | (=] |_i‘£-]1
Communications  ES lag | F'u:ust-F'ru:u:essingI

Flename  |C'ZMETESTZINZVWINAT2032701 .12V

BFD fle name |OMIEBICS | _EBICS to omikran test bark_ [ES check DK ~]

File type Ilzl"r Domestic payments file [T Received Attribute Order number

&ccess class i“ ¥ Send IB_ I:’-‘«DKE

27.03.12 09:55:50 Interschrift zur Bank uebertragen =]
Hosthame : EBIC3SRY
haftrag 1 Inlandzahlungsverkehradatei IZV ADEL
Teilnehmer : MEAIOOOO MEEAIOO00] mka &
Ergebniz : Tebertracung in Ordnung [01]
27.03.12 09:55:50 Datei zur Bank uehertragen L
Hostname : EBICASRV
duftrag : Inland=zahlungsverkehrsdatei IZV ALOES
Teilnehmer : MEAIOOOO0 MEEAIOO00] mka &
Ergebnis i Uebertracqung in Ordnung [0L1]
27.03.12 09:55:51 Unterschriftspruefung [21]
Hoztname : EBICESRV
duftrag : Inlandzahlungsverkehrsdatei IZV ADOKS
Eunde : MEAlOQOOO
Teilnehmer : MEAIOOOO MEAIOOQ]L mka &
Ergebniz ¢ ET unwollstandig, Warten auf VET [35]
Dateiname : C:VEMCTESTZINIZVWING1Z203Z701.IZV
Bankleitzahl : 37050299 ;I

ﬂ Print Help

Further information on executing Comms. can be found in Communication-Chapter 5.
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7

Logs
All logs concerning Comms. and all other events in the system can be displayed in the Core module
using menu item -Logs- / -View system log -.

a System log (Log size: 2047 records) (Searching pauses) lilﬂlﬂ

File SPAWnd.cpp

Line 2022

Function C5PARWnd: : SpeichereStandardSatz
Number 2008

RC 4

Text

Template STANDARD 000005 was added to the database

-

1l |

E » oo o o e o o

Date Type User Text Return oode | BPD file | User ID | Sessiontype | Job number o
g 10.09.12 16:49:25:9588 System 2 MCC Database maintainance Sign and send files 0 =
g 10.09.12 16:49:23:739 System 2 SPA End SEPA Payments 0 l—‘
/A, 10.09.12 16:49:12:666 | Error 2 SPA Mo order found. 0
g 10.09.12 16:47.52:051 System 2 SPA Internal module Create payment order files 0
g 10.09.12 16:44.36:841 System 2 SPA Dialog Approval by account of payment orders 0
g 10.09.12 16:41:57:302 | System 2 SPA Database maintainance Single approval of payment orders 0
/i\ 10.09.12 16:4017:151 Error 2 SPA Partner has not yet been approved after change. 0
g 10.09.12 16:39:55:423 | System 2 SPA Database maintainance Enter, view and change payment orders 0
g 10.09.12 16:39:43:148 | System 2 SPA Database maintainance Enter, view and change Partners 0
(i 10.09.121 06:449 2 Template STANDARD 000005 was added to the database 4
g 10.09.12 16:36:47:297 | System 2 SPA Database maintainance Enter, view and change payment orders 0
R 10.09.12 16:36:44:552 | System 2 SPA Internal module Autoroutine 0
g 10.09.12 16:36:44:552 System 2 SPA Program start SEPA Payments 0
g 10.09.12 16:36:43:819 | System 2 MCC External Program . \SPAWINIPRGVSPAWING1.EXE 0 i

Select | Print | Archive | Additional infarmation |

More information regarding the logs can be found in Chapter 2.4 of your Payments module or in
Chapter 6.10 of the Core module.
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