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MultiCash® 3.23 Key changes to version 3.22

1 Preliminary remarks

This document describes the key enhancements of the product platform for version 3.23 (and some
functional enhancements of the last releases in generation 3.22) as overall concept.

It is addressed to

= Users

* Banks

=  Omikron Partners

= as well as the internal divisions at Omikron which accompany the development.

The document shall be used to explain to all parties involved in clear form the functional
enhancements.

In contrast, it shall not present all changes in their entirety. All changes (also details) are documented

in the Omikron Change Request database “Meldung@Web", which is used to create a complete list of
changes for each release.
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MultiCash® 3.23 Key changes to version 3.22

2 General information

2.1 Basics

The version 3.23 is based on the platform generation 3.20. The architecture has not been changed
basically so that furthermore additional modules of the generation 3.20 can be used with the new Core

module. For this reason, only the modules must be replaced apart from the Core module with version
3.23:

Electronic signature (all variants)
Communication module EBICS
Communication module BCS-FTAM
Communication module BCS-FTP
Limit module

Remark: As the changes in the area of the communication only concern the German procedures,
all other communication modules here not mentioned remain unchanged. This means
that in this case the modules of version 3.22 can be used under Core module 3.23.

2.2 Important remarks — please take notice!

2.2.1 Statistics module

The module has been internally restructured. For this reason, the user right must be reset in the
functional profile.

2.2.2 MultiCash WebEdition
By means of the integration of the TLS encryption (optional with server and client certificates) the

installation has been restructured compared to MultiCash@Web. Please observe the documentation
for the MultiCash WebEdition.

© 2012 Omikron Systemhaus GmbH & Co. KG 4/19



MultiCash® 3.23

Key changes to version 3.22

2.3 Technical changes

2.3.1 Help system converted

As starting from Windows Vista onwards the Microsoft WinHelp subsystem is no longer supported
by default, the MultiCash help has been converted to the Windows help system for “Compiled
HTML". In this process, the context-sensitive access from the program dialogs has been retained:

E? Help for, Core Module, Cash Management and Communications

=

e & -
Ausblenden  Zurlick Drucken  Ophionen
Y
irhalt | e | Suchen| 6.2.2 Value-dated Balances | Plan Data property page
B ] Overview of Core Module, Cash Management and Cor
@ 1 Requirements for program operation
% ; E::"ti":f” To imprave clarity, some parameters are grouped together, e.g.
4 Getting started
g 5 Uszer menu [Autharization prafiles) . Walue-dated balances
= ([ 6 Admiristation menu ¢ Plan data
@ B.1 Swyatem parameters
= QQ] 6.2 Cash Managerent parameters
7] B.21 Accounts / Statements / Transacth “Yalue-dated Repotts:
7 *alue-dated Balances / Plan data |
g gi Isnézsai’oioii‘:nager Saturday is value date?
@ 6.7 Dizplay test files . .
@ 58 Predsfined output orders Check thls pararneter if your hgnk also pnsts_
@ 53 Import 7 Export functions tran_sactmns oh Saturdays,_as iz the case Wlth_some
@ 7 Rsference tables menu fon_algn banks. Saturdays will then hn_a included in the
@ o Annex Fomat specifications various walue-dated balance calculations.
B () Cash Management: Overview
@ 1 Balances If you leave this box unchecked, the standard rule applies
@ 7 Statements that Saturdays and Sundays are not included in walue
@ 3 Transactions date calculations.
= ([ 4 Yalus-dated balances
[7) 41 Database overview for value-dated halar
(2] 4.2 Detals dislog bo for value-dated balanc: Division factor for value-dated balances
@ 4.3 Funds management [Ch+]
@ 4.4 Pooling / Netting [Additional module] lse this system parameter to improve the clarity of the
® 5 Flan data _ presentation of large amounts in value-dated balances.
= () & Additional functions in the Reparts menu
[7] 61 Plan data reconciliation . . . . . .
[2) 62 Manual plan data reconciliation [Chi-+) This parameter is of particular |mp0rta_nce in the foreign-
[2] 62 Reconcied plan data (CM+] CUFTENCY view whenevgr accounts are included that are
7 Portfolio statements [dditional module) kept in foreign currencies (e.g_. Forl_nt, Talar ete.) which
2 17 P wie skiowe: Muaroion have an exchange factar that is - with respect to the Euro
< k3 - guite high. 2
Remark: If there is no new help file (*.chm) available for a module, the old help is started.
© 2012 Omikron Systemhaus GmbH & Co. KG 5/19




MultiCash® 3.23 Key changes to version 3.22

2.3.2 System log: Storage in database

To ensure also an encryption for the system log, starting from release 3.23 this has been transferred
from a file to a database table. In this context, the following information has been added to separate
database fields to enable a specific selection:

Bank access
(external) User ID
Session type

Job number

Dialog Anmelduny eines heush Benutzers
a

Date Type User fpp. | Tt Re... | Org.. | BPD file User ID Ses... | dobn... | «|
g 101012 10:54:18:... | System 10 MCT | Database maintainance Yiew systern log a 1] [
G 101012 10:54:02.... | System 1 MCT | Dialog Anmeldung eines neuen Benuzers 0 1]

pg 101012 10:683:58 System 1 MCT | Datenbankpflege Erfassen, Ansehen und Andern von Benutzerstammdaten o o

g 101012 09:46:51.... | System 1 MCT | Datenbankpflege Ansehen des Systemprotokolls a 1]

pE 10,1012 09:46:40:... | System 1 MCT | Internas Modul Aktiva Uberwachungan 0 1)

g 101012 09:46:40:... | System 1 MCT | Internes Modul Automat 1} a

mg 101012 09:46:39.... | System MCT | Dialog Anmeldung eines neuen Benutzers 1] u]

g 101012 09:46:38:... | System MCT | Internes Madul Autamat 1] 1]

pE 10,1012 09:46:38... | System MCT | Programmstart MultiCash 3.2 0 1)

(o 101012 09:30:40 Processing 1 MCT | Aufirag 'Pruefung Bankverzeichnisse' (ID:99000001) geandert a 1]

g 101012 09:30:40:... | System 1 MCT | Erfassen, Anzeigen und Andern von Aufirgen : Datensatz 99000001 wurde gedndert. 1] u]

o 101012 09:30:300.. | Processing 1 MCT | Aufirag ‘Pruefung Bankverzeichnisse' (I0:99000001) gedndert 0 o

3 10.10.12 09:30:30.... | System 1 MCT | Erfassen, Anzeigen und Andern von Auftrdgen : Datensatz 99000001 wurde gesdndert. 0 ]

g 101012 09:30:21:... | System 1 MCT | Datenbankpflege Erfassen, Anzeigen und Andern von Auftrigen a 1]

g 101012 09:30:16:.. | System MTS | Internes Modul Monitor 1] u]

i 101012 09:3001 6. | System MTE | Internes Modul Automat 0 o

pg 101012 09:30:15 System MTS | Programmstart MultiCash Transfer Kommunikationsmanager o o

g 10012 09:30:14.. | Processing MTS | MultiCash Transfer Kommunikationsmanager gestartet a 1]

e 101012 09:30:13:.. | System 1 MCT | Internes Modul Aktive Uberwachungen a 1]

g 101012 09:30013.. | System 0 1]

0.1 n LI

[ [ [ ERERE [ £ e

Select | Frint Edditional infarmatian | Help
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MultiCash® 3.23 Key changes to version 3.22

2.3.3 System log: Syslog interface
Some corporates require a central log system for all hosted applications. To support this, system log

entries can be additionally transmitted using the standard procedure “syslog* (RFC 5424) to a
central server.

The transmission of the log entries to a syslog server is activated by the entry of its IP-Address and
the corresponding port in the CSUB.PRO configuration file:

SYSLOGPORT 514 (=Default syslog port)
SYSLOGIP nnn.nnn.nnn.nnn

The syslog server is registering then the following information for each entry:

° Time

. Server

. Application ID
° Text

The logon information in this process is highlighted with facility=4 (security/authorization), the system
log entries are highlighted with severity=6 (informational).

Example:

Aug 1 16:57:42 r-hkn4 MCC Das Passwort fir Benutzer HKNGB ist falsch

Aug 1 16:57:43 r-hkn4 MCC Das Passwort fir Benutzer HKNGB ist falsch

Aug 1 16:58:03 r-hkn4 MCC Interner Benutzer nicht registriert

Aug 2 11:51:24 r-hkn4 MCC Programmstart MultiCash 3.2

Aug 2 11:51:24 r-hkn4 MCC Internes Modul Automat

Aug 2 11:51:25 r-hkn4 MCC Dialog Anmeldung eines neuen Benutzers

Aug 2 11:51:25 r-hkn4 MCC Internes Modul Automat

Aug 2 11:51:25 r-hkn4 MCC Internes Modul

Aug 2 11:51:38 r-hkn4 MCC Datenbankpflege Ansehen des Systemprotokolls

Aug 2 11:51:45 r-hkn4 MCC Datenbankpflege Erfassen, Anzeigen und Andern von Planungsdaten
Aug 2 11:51:56 r-hkn4 MCC Erfassen, Anzeigen und Andern von Planungsdaten : Datensatz

SOGEFRPP / 1000200030005 / 02.08.11 / 1.212,00 wurde eingefigt.

Aug 2 11:52:00 r-hkn4 MCC Datenbankpflege Ansehen des Systemprotokolls

Aug 2 11:52:13 r-hkn4 MCC Datenbankpflege Auswertungen der valutarischen Salden

Aug 2 11:52:22 r-hkn4 MCC Externes Programm ..\IZVWIN\PRG\IZVWIN31.EXE

Aug 2 11:52:23 r-hkn4 12V Programmstart Inlandszahlungen

Aug 2 11:52:23 r-hkn4 1ZV Internes Modul Automat

Aug 2 11:52:26 r-hkn4 1ZV Datenbankpflege Erfassen, Ansehen und Andern von Konten

Aug 2 11:52:43 r-hkn4 MCC Datenbankpflege Ansehen des Systemprotokolls

Aug 2 11:53:01 r-hkn4 MCC Bitte beenden Sie erst folgende Modul: 12V

Aug 2 11:53:05 r-hkn4 12V Ende Inlandszahlungen

Aug 2 11:53:07 r-hkn4 MCC Datenbankpflege Ansehen des Systemprotokolls

Aug 2 11:54:22 r-hkn4 MCC Ende CashManagement

Aug 2 16:39:40 r-hkn4 MCC Programmstart WEB

Aug 2 16:39:50 r-hkn4 MCC Dialog Anmeldung eines neuen Benutzers

Aug 2 16:39:52 r-hkn4 MCC 2008 Blendet Info- und ProtokolImanager aus oder ein

Aug 2 16:40:31 r-hkn4 MCC Datenbankpflege Ansehen und Andern von Organisationseinheiten
Aug 2 16:43:39 r-hkn4 MCC Ansehen und Andern von Organisationseinheiten : Datensatz 11000001

wurde geandert.

Aug 2 16:49:21 r-hkn4 MCC Datenbankpflege Erfassen, Anzeigen und Andern von Kontostammdaten
Aug 2 16:49:34 r-hkn4 MCC Ende WEB

Aug 2 16:49:35 r-hkn4 MCC Programmstart WEB

Aug 3 11:42:06 r-hkn4 MCC Programmstart MultiCash 3.2

Aug 3 11:42:07 r-hkn4 MCC Internes Modul Automat

Aug 3 11:42:16 r-hkn4 MCC Dialog Anmeldung eines neuen Benutzers

Aug 3 11:43:31 r-hkn4 MCC Internes Modul Automat

Aug 3 11:43:33 r-hkn4 MCC Internes Modul

Aug 3 13:00:29 r-hkn4 MCC Datenbankpflege Unterschreiben und Versenden von Dateien

Aug 3 13:01:12 r-hkn4 MCC Unterschreiben und Versenden von Dateien : Datensatz 1ZV / AOY1l /

T wurde eingefugt.
Aug 3 13:01:21 r-hkn4 MCC Unterschreiben und Versenden von Dateien : Datensatz 1ZV / AOY1l /
T wurde geédndert.

Aug 3 13:01:32 r-hkn4 MCC 03.08.11 13:01-13:01 COBA Inlandzahlungsverkehrsdatei OK
Aug 3 13:01:32 r-hkn4 MCC Internes Modul Automat
Aug 3 13:02:44 r-hkn4 MCC 03.08.11 13:02-13:02 COBA Protokolldatei abholen positive

Quittung erhalten

© 2012 Omikron Systemhaus GmbH & Co. KG 7119



MultiCash® 3.23 Key changes to version 3.22

3 EBICS Communication

3.1 New protocol version HO04 (EBICS 2.5)

The new protocol version H004 is supported according to the EBICS specification version 2.5.
Instead, the signature versions A004-A006 can be continued to be used in an unchanged way. As the
deployment of EBICS 2.5 does not offer any key benefits, no automatic switch to the latest protocol
version is effected in this case.

The bank systems are signalling the support of the different procedures using the session types
HEV/HPD, which are automatically retrieved each month. You can check the status of the given bank
system in the bank parameter data using the EBICS parameter button:

EBICS protocol versions Authentification versions Encryption wergions ——— — Signature versions
W Hoot W Hoo4 ¥ x0m # E0M  a004
 Hooz ¥ o0z F# Eonz I 4005
M Hoo3 I 4006

If the protocol version HOO4 is supported by the respective bank, the access can be manually
switched to it in the bank parameters. Further actions are not required:

EBICS - Bank parameter file gj

Description of the bank parameter file |Cnmmerzbank
Bank connection details Authentication status of the bank

& ”7 Address (URL) Ihltps:.n".n"r-hkn4.tl.omiklon.dex’EBIESa’ LCheck access | ’7|Heady ;I ‘
— Infarmation regarding the bank Automatic collection of PTE. files

Cugtorner-D Host name Operation mode: EBICS-Protocol version How many minutes after sending a file

(O=Never] ? B
[EBx000T0 [ROMIKRON | Standard | v| |HO04 =l -
Hoo3 I‘

rAllocations Internal user and user no. at bank ———

Internal name | External name | Save Comms, pass, .. | Default user | Current ES version | EBICS skatus

HKMGE (Sir Harold Knowles-Hobbington)  EE=00012 es Mo AQDG (2048 Bit) Ready

HKMDE {Helmut Knesker) EBx00011 Yes Yes A00G (2048 Bit) Ready

© 2012 Omikron Systemhaus GmbH & Co. KG 8/19
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After the switch, the order numbers are allocated by the bank server for transmit sessions, but no
longer by the client system. However, this is only important for the adaptation of bank and customer
system (e.g. for protocols or distributed signature). Therefore, the processing remains unchanged in
the customer software, but the order number allocated by the bank system is displayed additionally for
analysis purposes in the file manager:

File manager, E]E]

Communications | F'u:ust-F'ru:u:essingI
File name 12041101 VIR
EPD file name [20.1 IS::u:iété Générale Pariz IES check OF LI
File Type I"»-"IFE France domestic payments T Receive Attributed Order number
Access class i”— I M Send IB_ I.-i'-.I:I‘IEI
Organizational unit i“ I
Bt Internal name Date / Time
Order created HEMDE [Helmut Knester] 11.04.12 15:04
Rejection of order
Appravals IHKNDE [Helmut Knester) |1 1.04.12 |1 5:05
|HKNGE (Sir Harold Knowles Hobbington] [11.0412 |15:07
Electronic signatures |MARIE [Marie Dupart] [11.041215:16
|FRANCOIS [Francois Hulot] [11.041215:16
| |
| |
| |
I I
Order nurmber bank / Cormms A000 |1 1.0412 15:36

© 2012 Omikron Systemhaus GmbH & Co. KG 9/19
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3.2 New protocol session type HAC

With EBICS 2.5 as an alternative to the well-known session type PTK you can retrieve with the
session type HAC a customer log in XML format. This is also allocated to the corresponding file
manager entry and prepared for display analog to PTK:

1 0:WMCCIZ0MWCCWINBWMDADGO.HAC

COX

</orgnlpPmt
<0rgnlpPmtI

Infandstss
nfandstss> File manager,

<orgnTPmtInfId>0ORDER_HA
<stsrsnInfs> Comrmunications  ES log |F'ost-F'rocessing|
<0rgTrs
< Mmz=MZC 322—SG<}’Nm> . |12041502|:CT
<Ids File narne
<orgIds I I | _I
<othrs ) 2001 Société Geéndrale Parig ES check OF. -
<Id+EBXFROLL</Td> BED (o et
<Schmerims :
<Prirys=UserID</Priry: File: type IEET SEPA Credit Trarisfer ZK4 [~ Received Atftribute Order number
< /Schmehims g e
< 0thrs= i“ | ¥ Send I I
othr= Access class :
<To>EBXFROLO</Td>
<schmanm: Organizational unit i“ I
<Prtry=PartnerIb</Priry
< /Sschmenm:
16.04.12 17:34:19 FILE_UPLOAD 120416173520002 L
2Id>BO02 </ Id> Hostname : ROMIKRON
zschmemm== Order : CCT EBODZ
<Priry=0orderIb</Priry:= Customer  : EBXFRO10 MCC 322-5G
< /schmenms User : EEXFROLL
</othre Result : T30l Transmission successfully completed
<0thrs>
<T»CCT</ T
<Schmanms 16.04.12 17:34:18 EX_VERIFICATION 120416173520002
<Priry=0orderType</Priry o ieran IR E MR LT
</schmenm: Order : CCT EBOOZ
Customer : EBEXFROL0 MCC 322-3G
User : EBEXFROL1
zégﬁégj&%;04—16T1?:34:18+ Rezult : D307 All actions concerning the order could be carried
<Prtry=Timestamp</Priry awE by B3 e
< /schmenms
16.04.12 17:34:13 OFDER_HAC FINAL P03 120416173520002
Hostname : ROMIKRON
Order : CCT EBODZ
Customer : EBXFRO10 MCC 322-5G
______________ i} : EEXFROL1
Payments </ add ser
File-ID
Date Time | | T TTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTC
______________ Payments
Eatch referd File-ID : MCCT12041690635059659
Bank code Date/Time : 16.04.2012/15:34:11
Account numb | e
ﬁzrﬁgg;”gfp,ﬁ; Batch reference : 12041600004
sum of amour Bank code : SOGEFRPPICCE
Execution da Account number : FR1Z30003025000000020002058
==============o Ordering party data 1 Omikron Systemhans
</stsRsnInfs Number of transactions 3 &
</orgnlpmtInfandstss Sum of amounts in EURO : 15,00
< Execution date : 15.04.2012
e e e e e e e e e e e e e e e e e e e e e e S S S S ST £
Frint | Help Save
© 2012 Omikron Systemhaus GmbH & Co. KG 10/19
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3.3 EBICS France

3.31

3.3.2

3.3.3

Initialization letters in French language

Some banks in France require initialization letters in French language. For this reason, the
processing has been changed in the way that regardless of the user language for operating mode
France (T or TS) the key forms are generated in French language. Prerequisite for this is that the ES
module is also installed in the French version.

Automatic protocol request with session type HAC

In the French operating mode from EBICS version 2.5 the automatic protocol request is executed as
session type HAC instead of ACK (if defined in the bank parameters).

Signature media: SWIFT and Keynectis

For the operating mode TS (i. e. with personal signature) with the PKCS#11 signature module the
signature media “SWIFT 3SKey" and “Keynectis K.Sign” are supported. Of course, these devices
can also be used for EBICS and MCFT standard signatures without certificate, so that they can be
deployed universally.

Remark: If you want to change to one of these media, you should keep in mind that compared
to all existing bank connections a new initialization must follow, as a new private key
is used.

© 2012 Omikron Systemhaus GmbH & Co. KG 11/19
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3.4 Display of the authorization profiles on the bank server

The authorization profiles configured on the bank server can be retrieved via EBICS using the
session type HKD. This information is saved then per bank and can be displayed in the bank
parameter data by clicking on the new “Bank data” button:

EBICS - Bank parameter file (e S|
Description of the bank parameter file |EBIES with bank data
Bank connection details
= - A DAT\HKDADOD.DSP
b Address [URL) |https:a’a’r-ufa3 tr.omikron.de/EBICS/
&
Infarmation regarding the bank
Custorner-D Hast narme Operation mode EBICS-I
Address:
[EBC323KE. [EBICSUFS  |Standard | [H || Name and address
Allacations Internal user and wser no. at bank Ebics BR 323
Internal name | External na... | Save Comms. passw... | Defau
Information on bank:
3 EBC32373 Mo Mo H
lost name
2 EBC32372 Mo Mo
1 EBC323TT Mo Mo
Account data:
Currency Account id Bank
EUR
EUR
EUR
EUR
EUR
EUR
EUR
Session types:
Session type Direction ES required Description
ACK Download EBICS-Protokoll (PSR)
ATZ Upload 2 Osterreich IZV V3
AZV Upload 2 Auslandszahlingsverkehrsdatei
c2c Upload 2 SEPA Firmenlastschrift Container
Mew user Change Comms. password Bark data 52 Download CAMT Saldenreport/Vormerkposten
C53 Download CAMT Tagesauszug
C54 Download CAMT Sammelbuchungsdatei/Avise
Remarks: We recommend to create for each bank an automatic HKD request with repetition

frequency “Once per month” to update the data automatically.
The functionality of the button “EDIFACT-ID“ positioned here so far in the bank

parameters can no longer be used from ES version A006 onwards. For this reason,
the button has been removed.

© 2012 Omikron Systemhaus GmbH & Co. KG 12/19
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4 Functional enhancements Core module system

4.1 Signature key in database

Sometimes it is not possible for technical or organizational reasons to use external devices for
storing signature keys. For this reason, many users save in this case their keys on the hard disk of
their system or on their network resource. Under the security aspect, however, this cannot be
recommended, as then the risk increases that non-authorized persons could get access to the
private key.

Nevertheless, due to the quick and simple implementation without any further costs or technical
adaptations, this solution has proved to be very popular within banks and corporates throughout
Europe. To increase the security and the comfort, from version 3.23 the keys can be alternatively
stored in the internal database.

This variant, compared to the storage in a file, has the following significant benefits:

= Easiest configuration, no drive mapping of a network resource any longer
= The signature keys are always provided on all workstations in the network
= The signhature medium cannot be corrupted or get lost

= Signature keys are included in the data backup of the system

= Improved protection against access by unauthorized persons

Remark: Please choose in this case a secure password (with alphabetic and numeric
characters and at least 6 digits length), since the key is no longer owned by yourself.

To activate this option, simply choose in the user administration as type of ES the variant
“Database*:

|Jzer Functional profile I [rata profile I Lirnitz I Contacts I
User {HENGE Mame  |5ir Harold Knowles-Hobbington
Password I Language GE =
Group I FINAMCE j Group for data profile I LI
Type af ES Database ;I
M at pet defined
PKIC511-ES
Organizational unit | Diskette ES
IJ5B-Stick
Adc. group FEAMSECCOS System admiriztrator [
Mo ES
[atabaze

If you change here for an existing user the signature medium from “Diskette-ES” or “USB-Stick" to
“Database", so at the next logon the wizard for the import of the signature keys in the database is
offered to the user concerned.

© 2012 Omikron Systemhaus GmbH & Co. KG 13/19
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4.2 File manager: Optimizations database overview

In the database overview of the file manager, the following enhancements have been implemented for
the better identification of payment orders:

1. An additional column displays the number of payments contained in the file because the
accounting document includes in most cases the total amount and the number of payments.

2. For payment files which contain the foreign transfers in multiple currencies, the amounts are by
default converted into the reference currency of the currency table (in most cases EUR). But this
total cannot be found on any document for matching. For this reason, (already from release
3.22.008 onwards) the totalling can be optionally made in such cases without currency
conversion. In the currency field, then "*" is included.

To do so, please set in the profile file CSUB.PRO the following entry:
FILEMANAGER_NO_CURRENCY_CONVERSION 1

3. In addition, the content of the “File name* column can be flexibly filled with contents from the
payment file, as the file name is not meaningful in many cases. For this, the following information
is supported:

a) First sender bank ID (%BANKID%)

b) First sender account number (%ACCNO%)

c) Account name of the first account from the account table (W ACCNAME%)

d) First execution date (WEXECDATE%Y)

e) First batch reference (%REF%)

f) File name: complete (%FILE%), only name (%FILENAME%), only extension (Y%FILEEXT%)

If you want to use this functionality, please enter in the CSUB.PRO configuration file the following
key value.

FILEMANAGER_EYECATCHER XXX

In this context, XXX is a character string which can be used to combine the above listed wildcards
for the contents together with constant texts optionally for the desired display. Example:

FILEMANAGER_EYECATCHER Kto: %ACCNO% R: %REF% V: %EXECDATE%

This results in the following display in the file manager (the conversion is logged in the system
log):

=7 File manager. !! Updating view possible (F5) !

Signatures Time

HKNGB (Sir Harold Knowles-Hobhington)  13.04.12 12:28 General information about the file PLANDAT1.AZV

Fila craation date

Number of logical files Total number of payments

HKMDE iHelmut Knester) 13.041212:28
09.02,2006 1 2
Summary information on all payments
prrovals : [T Type ¥alue date / Drdering party Number Amount Currency
MARIE {Marie Dupant) 13.04921229  pansfer 09.02.2008 1 10.000,00  EUR
10070000 0241500800/ EUR
OMIKROM SYSTEMHAUS
Pariod Transfer 10,02.2006 il 11.000,00 ELR
IDispIay transmit sessions LI IEurrent LI OO 0241300800 / EUR
CMIKROM SYSTEMHAUS
I_ Do not show successfully sent files Transfer 11.02.200& 1 1Z2.000,00 ELR
I__Unly show files pending ES 10070000 0241500800/ EUR
OMIKRON S¥STEMHAUS 2
I__Do not show files signed by yourselves Tomrnfoe 19 0% 9ans 19 Ann r@l o
Session ... I OMo I Status I Original file name I Bank name Lmourt I Total ber... I -

[T CCT | ADU0
W ASY  ADFD far approval

557.788,00
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4.3 File manager: Double file check
The double file check has been optimized in the following way:
The check on the identical checksum is made regardless of file name and status for the current orders

of the same session type and the last two history tables. If a file is found with the same hash, a
corresponding message text is displayed with reference to the previous file and data set.

Note 783 X

L] E Diouble submission # CCT ADZ0 16,04, 12 (Current)
L

The order is added with status "rejected" and the message text is displayed. The order can then be
reactivated if it shall be executed:

=’ File manager, !! Updating view possible (F5) !!

Signatures Time : .
MARIE {Marie Dupont) 16.041217:15 General information abo

Number of logical files Total nu
1

Summary informat

Type ¥alue date / Ordering party &

Transfer 16.04,2012 z
SOGEFRPPHERE F
Ormikran Systemhaus

Period

I Diigplay tranzmit sezgions ;I I Current ;I

[~ Do net show successfully sent files

[~ Only show files pending ES

|_ Do ot show files signed by yourselves

Sesgion ... Bank name

Original file name

A011 rejected Ko 000002000205 5 R Socigté Generale Patis
Double submission 7
CCTADZD16.0412

chec o : S16.04, ociété Générale Parish
CCT ES check Ok Kio: 0000020002055 R: 12041600004 % 16.04.12 | Sociéte Générale Pari
[T ccT Fending ES Kio: 0000020002055 R: 12041600003 16.04.12 | Societe Générale Paris
[T IZG Fending ES kio: 102800800 F: 1604120001 % 16.04.12 Commerzhank (COBA)
[T ccT Pending Comms. | Kio: 0000020002055 R: 12041600002 %: 16.04.12 | Société Générale Paris
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4.4 File manager: Creation of standard download jobs

During initialization for each new bank access the system creates standard download jobs and
batches as listed below:

No. |Batch/ Session Content Execution Time Repe-
ID-Group type frequency / tition
Repetition cycle all ...
min.
1 MSTRDATA |HKD User profiles Once per month | immediately
(for EBICS)
2 DAYSTMNT |STA Daily statements Every time (daily |5:00-9:00 30
until successful)
3 INTRADAY VMK Intra-day Every hour 8:00-16:00
transactions
4 ACK PTK Communication Once / Manually
acknowledgement

4.5 User administration: User groups are provided

To simplify the configuration of suitable authorization profiles, some default groups are provided:

<" User groups [ Selection ] !! Updating view possible (F5) !! [’._|[’E|rz|
Group I Dezcrption I Administrator I
ADNIM Administrators Yes
FINANMCE Finance Departrment M0
PMTEMTRY FPayrment Entry M0
SIGMHATUR Signfapprove paments M0
SLIPER Super user Yes
| o »
Select | Frirt | Help | Mew group
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These user groups have the following characteristics:

ID

Description

Remark

AUDIT

Audit

No functions which result in data
modification, read-only authorization

FINANCE

Finance department

Core module:
Cash Management functions and file
manager

Payment modules:
Approval, transfer and history

PMTENTRY

Payment entry

Core module:
File manager

Payment modules:
Full authorization for data entry, but
no approval

SIGNATUR

Approve/Sign payments

Core module:
File manager

Payment modules:
Approval, transfer and history

SUPER

Superuser

Full access all over and administrator
rights

These profiles are defined in the PRIVDE.USF script, which is provided in the main directory of the
installation set in USERDAT.ZIP archive. The access right profiles can here be adapted. The script is
only interpreted after an installation run. In this process, the groups are only created in the access
right table if they are not yet available.

© 2012 Omikron Systemhaus GmbH & Co. KG
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4.6 Logon: No blocking any longer after 3 unsuccessful attempts
In some security expertises, they have critized that you could use the blocking after a threefold wrong

entry of the user password for conscious “Denial of Service" attacks. For this reason, (already with
release 3.22.008) a new password parameter has been implemented:

System parameters EE

Colar zettings I b andatorny fields # Fonts I Lirnitz I File encryption
General I Program
Paszwiord administration | b aintain autoroutineg I E lectronic: signature / File manager

Paszward walidity in daps

Block inactive uzers after how many days
Minimum length of pazswaord

Mirimumn nurmber of letters

Finiurnurn number of digits

kinimum number of special characters

b ax. number of characters in ascending order
Pazsword change only once per day

Enforce pazsword change

Mot mare than 2 zame characters in sequence
Check negative list

b aintain passwaord hizton

Display lazt access at logon

|

Increazing time delay in seconds after 3 unsuccessful attempts

If here another value than 0 has been entered, when entering the wrong password several times, the
user is not blocked, but only the option for logon is delayed increasingly:

Error message 1075

Login not successful
¥ou can logon next time on 13,04, 12 ak 12;35:53,

Error message 1075

Login not successful
ou can logon next bime on 13.04.12 at 12:36:15.

Error message 1075

Login nok successful
¥ou can logan next kime on 13,0412 ak 12:36:56,
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4.7 SEPA: SRZ Policy

To support SEPA payments of IT Service Centers according to the SRZ policy, in particular for the
authorization with Distributed Electronic Signature, the following session types are newly added:

CCS - SEPA Credit Transfer Service Center
CDS - SEPA Direct Debit Service Center
C2S — SEPA Corporate Direct Debit Service Center

=" Sassion types [ Selection ]

Type Dezcrption receive =end Deactivated
25  SEPA Corporate Direct Dehit Service-C.
CCS | SEPA Credit Transfer Service-Center Mo Yes Mo
ZDS | SEPA Direct Dehit Service-Center Mo Yes Mo

| C | senice | jo | jo | o

Select | Deactivate all | Help | Mew Seszion Type

4.8 Limit module enhanced with approvals

The limits entered for the users are now also used for the approval of payments in the file manager.
So far, these had only an effect on the rights of the bank-specific signature.

User !EI E

Izer I Functional prufilel [ata profile Limitz | I:Dntactsl

"1Llser

IntraCormpany credit transfers IEUH I o r
Other credit transfers IE LR I 10,000 [F
Direct debits JEUR | 50.000 [

Signature classes AT - without any other signers

© 2012 Omikron Systemhaus GmbH & Co. KG 19/19



	1 Preliminary remarks
	2 General information
	2.1 Basics
	2.2 Important remarks – please take notice!
	2.2.1 Statistics module
	2.2.2 MultiCash WebEdition

	2.3 Technical changes
	2.3.1 Help system converted
	2.3.2 System log: Storage in database
	2.3.3 System log: Syslog interface


	3 EBICS Communication
	3.1 New protocol version H004 (EBICS 2.5)
	3.2 New protocol session type HAC
	3.3 EBICS France
	3.3.1 Initialization letters in French language
	3.3.2 Automatic protocol request with session type HAC
	3.3.3 Signature media: SWIFT and Keynectis

	3.4 Display of the authorization profiles on the bank server

	4 Functional enhancements Core module system
	4.1 Signature key in database
	4.2 File manager: Optimizations database overview
	4.3 File manager: Double file check
	4.4 File manager: Creation of standard download jobs
	4.5 User administration: User groups are provided
	4.6 Logon: No blocking any longer after 3 unsuccessful attempts
	4.7 SEPA: SRZ Policy
	4.8 Limit module enhanced with approvals


