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MultiCash® 3.23 System Administrators Quick Reference

1 Preliminary remarks

This manual is addressed to consultants for Electronic Banking and system administrators who
install and configure the application.

In Chapter 2 the installation of the software is described.

In general, the software is network-compatible. For this reason, a standalone installation only
differs from the network version concerning the type of configuration. If you want to install in a
network, read for this reason first Chapter 3 with notes on the network installation.

If you want to execute an update of an older version, please read first Chapter 4.

In Chapter 5 you can read how the application is configured after the first logon.

Chapter 6 tells you, how to re-enable the remote access on HTML Help files.

© 2012 Omikron Systemhaus GmbH & Co. KG 3/65



MultiCash® 3.23

System Administrators Quick Reference

2

Local installation

To install the program as single-user application, please follow the steps given below:

If you want to execute a network installation, please make sure that you have created the prerequisites

according to Chapter 3.

1

©

Switch on the computer

Switch on your computer and wait until the memory test is done and Windows has been loaded.

Insert the CD-ROM
Place the Installation CD-ROM in the CD-ROM drive.

Start the Setup program

Open with the Windows Explorer the installation directory on the CD-ROM and start the program

Setup.exe

Welcome Screen

It is urgently recommended to close a still opened Core module before running Setup. After closing a
possibly still opened module, you click on the [Next] button afterwards.

2012

Welcome to setup of MultiCash

b4

Thiz getup will ingtall MuliCagzh

[t iz urgently recommended to cloze all active programs,
before pou start the inztallation.

ATTEMTION: Please read thiz information carefully before installation. Please take
naotice of the included manuals in PDF-farmat.,

O thiz CO, pou will find additional documentation in PDF format in the root directony,
it which ezpecially update and nebwork, installation procedures are described. Pleaze
read first Readme POF.

The operator mariualz in POF format are stored after the installation in the MCCWIN
WOOC subdirechany.

[MPORTAMNT: Motes on present version;

1. Operating systems:

The guality management has been executed for the operating systems currently
supported by Microzoft, Windows 2003 and 2008, “wWindows =P, Windows Yista
[Buzinezs Edition] and “Windaws 7 [Ulimate]. We recommend not ko uze thiz program
werzion under alder operating systems, since we cannat guarantes here any longer a
reliable working.

| Mext | Abort

m
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5 Selecting the target directory
When performing a new installation, the installation program suggests a default installation directory.

Select target directory Li—E-J

kultiCazh will be installed inta this directon.

You can accept the predefined directory, enter an alternative
directory or gelect it with .."

E:% 329 e

Back | M ext | Abort

You can confirm the suggested drive and directory or browse to any other drive and directory of your
choice using the [...] button.

If a version of the program is already installed, the installation program will now suggest the basic
path, where the .\MCCWIN directory has been installed. Via [...] button you can search for another
basic installation directory.

If need be, a new directory can be created using the [Make new folder] button.

= Please note...
= Mutated vowels (&, 6, U) in directory names are not allowed!

= For standalone installations under operating systems of the generation starting from
Windows Vista / Windows 7 , please do not make any installation in the default path
C:\Programs, since the default user has no write-access any longer.

After having defined the directory, click on the [Next] button.

© 2012 Omikron Systemhaus GmbH & Co. KG 5/65
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6 Additional modules
If you have purchased additional modules and wish to install it immediately, please click on the
desired module. If you wish, you can also wait to install this supplemental module separately at a later
time. Install the supplementary modules in exactly the same manner as you installed the Core module.

Additional modules Iﬁ

Pleaze mark all modules, which wou want toinstall additionally:

Cashmanagement PLUS GE
Electranic signature [Dizkette] (1
Commz module EBICS ]3]

Back | M et | Abort

After selecting the additional module to be installed, click on the [Next] button.
7 Starting the Installation
Click on the [Start] button to start the installation process.
During the installation, a display at the lower edge of the installation screen will keep you informed
regarding the progress of the copy routine. In the "Installation Progress" dialog box, each of the

"Completed tasks" will be check marked.

If you experience problems during installation or you cannot install the system properly, please contact
your bank's systems consultant or your Omikron partner.

© 2012 Omikron Systemhaus GmbH & Co. KG 6/65
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Start of installation ﬁ

The ingtallation will be started if you press the "Start’ bukthan.

Back | Start | Abort

8 Quitting the Installation

Once the installation has been successfully completed, the installer will quit with an appropriate
message.

Click on the [OK] button to return to the Windows screen. The Core module has now been
successfully installed on the drive you selected.

MultiCash i

MultiCash was successfully installed.

OK

The Start menu now contains a new entry from which you can start the program that you have just
installed.

© 2012 Omikron Systemhaus GmbH & Co. KG 7165
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3 Network Installation

In principle, the installation of a network version is made in the following steps:

1. Configuration of the network resource on the file server

2. Installation of the software on the file server

Starting the software on the computer to be used as database server (recommended: file server)
and configuration of the program parameters

If required: Configuration of the database service

If required: Definition of the user groups with their rights in the network domain

Configuration of the access paths for the workstations

Call of the Setup program from the central resource on each workstation

No gk

For the use of the system within a network environment, please make the following steps during installation :

Requirements:

1. TCP/IP protocol
2. A DNS - Name for addressing the database

EEE Please note ...

For network installations with drive linkage you should use necessarily a path without blanks,
because otherwise starting with Windows Vista / Windows 7 the program shortcuts on the
workstations cannot be made correctly.

3.1 Preparations on the file server

On the file server, the administrator has to create a new directory and to release it in the network or a
directory already released in the network can be used for the installation of the program.

Alternatively, a drive partition can also be used. This is recommended for larger databases, since the data
accesses are directly made to the hard disk and not using the network subsystem.

On the directory released for the program, the access right ‘Change’ or ‘Full access’ must be assigned to alll
users.

Example:
The directory ‘EB’ on the computer ‘fileserver’ is made accessible to its user as network resource
‘ElectronicBanking’.

KE__" Please note ...

The access to the directory need be accomplished for the database server and the clients in
the same way! If you want to select the installation from the workstations using the UNC path, you
also have to make the installation on the server using the UNC path. If you install on a partition, on
the clients the chosen drive letter must be connected to the network resource.

© 2012 Omikron Systemhaus GmbH & Co. KG 8/65
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3.1.1 Installing the software

For this, proceed as described in Chapter 2.

EEE Please note ...

The database addressing is automatically configured at first logon. For this reason, execute the
first logon on the computer which should be used later as database server.

3.1.2 First start of the software

Even if the file server is used to serve as database server, start here the software now. If the data base
engine should run on another computer, accomplish there first the configuration as workstation, as described
in the next chapter.

Here you should accomplish the configuration of the system as described in Chapter 5.

3.1.3 Setup database server as service

Requirements:

For using the database as Windows service, the following prerequisites must be fulfilled:

The user of the database service must, as all other users which wish to use the program, have full access to
the network resource.

For this user, the permission “Logon as Service* must also be switched on under "Local security guidelines”.
You can check the status of the database service, as for other NT-services, in the display of services. The
database is started without a window being opened, i.e. the status can only be seen in the service settings.
In addition, the files ZBASE32.LOG and B30SVC.LOG are written to the Windows system directory, in which
the messages of the database services are logged.

You can configure the database server so that the database is started directly on booting the PC as service
under NT, without a user having to log on. The database server is then accessible for all users in the
network.

To configure the function of the database server as service, start the program SETUP.EXE in the main
directory (‘E:\EB’) and select the option ‘Configure this PC to start database server as NT service’. Now
the database will be added to the NT services and automatically started the next time you boot the PC. On
the second page of the wizard dialog, you must enter details of the user under which the service is to be
started. Please note that ‘Domain’ does not refer to the domain for which the user should logon, but the
domain in which the user is defined. This is usually the local PC name. The database service automatically
logs on in the network under this user ID and accesses the network resource installed for the program.

© 2012 Omikron Systemhaus GmbH & Co. KG 9/65
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User data database server as NT service 28

Usger for starting MT zervice

Log on to domain

Password of uzer

Fleaze repeat pazsword

IP port for databaze access
4711

Additional information for preparing your system to use thisMT service iz avalable ina  »
separate documentation,

Back | Mext | Abort

3.1.4 Deregister database as service

If you do not want to user the service for the database server any longer, start the program SETUP.EXE in
the main directory of the PC (e.g. ‘E:\EB’) and select the option ‘Remove database server NT service from
this PC'. This removes the database from the services. Quit the appropriate message with [OK].

Welcome to setup of MultiCash ﬁ

Thiz zetup will install MultiCazh

It iz urgently recommended to cloze all active programs,
befare pou start the installation.

Pleaze choose what you want to configure:

Create icon for starting network, version
Configure this pc bo start dal

Create icon for gtarting gecure network version [TFS-Securit_l,l]
Dereqister MTFS-Security

our syster files will be updated and an icon will be created for starting the netwark,
wergion of thiz program.

»

The firgt started computer will be by default the databaze server for all other
computers. Therefore you have ta start always the program on this computer.

m

|Jzing the second option, pou can configure a stand alone database server, on which
it iz not neceszan bo ztart the program. Uzing third or fourth option you can configure =

| Mest | Abort

© 2012 Omikron Systemhaus GmbH & Co. KG 10/65
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3.1.5 NTFS-Security: User groups for secure environment

If you want to stop the access of the users to the central databases, you can establish a secured
environment using the “NTFS-Security” concept.

The configuration of the NTFS-Security can only be accomplished by the Windows system administrators in
your company. For further prerequisites, please see the corresponding documentation from Microsoft. But
you also have the possibility for the installation to be made by Omikron or an Omikron Partner.

V= Please note:
The NTFS-Security cannot be used under Windows Vista. Instead of that, we recommend to activate
the encryption of certain file types in the system parameters (see Chapter 3.1).

The NTFS security concept for Omikron systems is based on the separation of the network resource (on
which all data and programs are saved) from the external workstations. In order that the users of these
workstations can access the functions of the application nevertheless, special services have been
developed, which control the access to the network resource. These service programs are installed on each
workstation, on which the application should be started under the terms and conditions of the NTFS-
Security. You work as described in the following:

Omikron Secure Client
To start the respective application under the NTFS-Security, a special loader program is used
(“LOADCLNT.EXE"), which sends a corresponding request to the Secure Loader described below. This
loader program is located in the ..\system32 directory of the relevant workstation.

Omikron Secure Loader
The Secure Loader (“LOADSVC.EXE") runs under the system account, whereby it has access to the
desktop of the workstation (i.e. can display dialogs on the screen). From the Secure Agent, the Secure
Loader gets then access information for the network resource and can then start the relevant application
with it.

Omikron Secure Agent
The Secure Agent (“LOADSVCP.EXE") runs under any account which has access to the network
resource and is equipped with the right “Logon as a service”. The Secure Agent accesses the
“SECURITY.PAR* file, which is located on the network resource and in which the access information for
this resource is contained.

To be able to make use of the possibilities of this security concept, we recommend you, apart from the
standard users who should use the functions of the application, to configure on operating system level an
internal user account (e.g. user “MCSERVER*) for the logon of the Secure Loader. This user account must
be authorized in the security policy of the network for the “Logon as a service". This user account must be
equipped with all rights on the network resource. The information concerning this account is stored by the
Omikron application also when defining the corresponding system parameter in the “SECURITY.PAR" file.
The right for the local logon should be revoked from this user account in order that no user can log on with
this identifier.

Note:

In order to ensure the smooth execution of all functions with activated NTFS Security, please make sure that for the NTFS user account
the rights for launching COM objects are set correctly. The NTFS user must have the right "DefaultLaunchPermission".

If necessary check the settings under Windows 2000 as follows:
Choose Properties (right mouse button) under Control Panel / Administration / Component Services / Computers / My Computer and

switch to the Default Security tab. Under "Default Launch Permissions" you can check after clicking the [Edit default... ] button, whether
the access type "DefaultLaunchPermission” is allowed for the NTFS user or "Everyone".

© 2012 Omikron Systemhaus GmbH & Co. KG 11/65
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Under Windows XP you check the settings as follows:
Choose Properties (right mouse button) under Control Panel / Administration / Component Services / Computers / My Computer and

switch to the COM Security tab. Under "Launch and activation permissions" you can check after clicking the [Edit default... ] button,
whether for the user the permissions “"Local launch" and “"Local activation" are allowed.

Information concerning the configuration of users on operating system level can be found in the
documentation regarding your Windows operating system.

The following short instruction summarizes again the steps for configuring the NTFS-Security.
It is assumed, that a network version (server / client installation) is already installed and working:

Server Configuration

1. Use the user administration of the Windows operating system to configure an internal user account for
the logon of the Secure Loader (e. g. user “MCSERVER"):

The following user rights has to be assigned in the Local Computer Policy to this user account: "Log
on as a service", "Log on as a batch job" and if need be "Deny logon locally".

You can find these rights in the Group Policy (GPEDIT.MSC) under: Local Computer Policy\ Computer
Configuration\ Windows Settings\ Security Settings\ Local Policies\ User Rights Assignment.

In the context of the sharing/security settings on directory level the user account requires the
following authorizations:

In each case "Full Control" to all folders and files of the network installation on the File server (\\<File
server>\<main path> and all subordinate folders and files).

You set these authorizations in the "Properties” menu of the file server directory using the Security
settings property page and the Sharing property page (via [Permissions] button). Using the [Add ...]
button you can choose and assign the user account respectively.

2. Logon on the server as ADMINISTRATOR (this user must be allowed to access the central resource
having also local administrator rights in order that software can be installed on the clients and entries can
be made in the registry). Start application. Activate subsequently the NTFS-Security on the General
parameters property page in the system parameters, enter User-ID with password for "MCSERVER" and
save it.

Please note:

The NTFS-Security must be activated after the setup of the user account on the General parameters
property page in the system parameters of your Omikron application. For this, highlight there the
“Activate NTFS-Security” check box with a mouse click. Then a text box opens in which you must
enter the details (name and password) of the internal user account for the logon, which is authorized
for the access to the network resource. The details for this user account are written to the
“SECURITY.PAR" file.

When entering, please make absolutely sure that the spelling of the user name and password agree
with that one which has been used for the setup of this internal user account on the operating system
level of Windows (see point 1).

© 2012 Omikron Systemhaus GmbH & Co. KG 12/65
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Please also note:

If you connect the program's network resource with a drive letter, this drive letter may not be filled
under Windows 2000 for the local user. Under Windows 2003 this restriction does not apply any
longer, since here the drive connections for each current user are administered separately.

Client Confiquration

3. Logon on the clients as ADMINISTRATOR (this user must be allowed to access the central resource and
must have local administrator rights in order that software can be installed on the Clients and entries can
be made in the registry).

The following user rights has to be assigned in the Local Computer Policy to the "MCSERVER"
user account: "Log on as a service". You can find this right in the Group Policy (GPEDIT.MSC)
under: Local Computer Policy\ Computer Configuration\ Windows Settings\ Security Settings\ Local
Policies\ User Rights Assignment.

Execute now the "SETUP.EXE" file in the main path of the central resource in order to create a new
icon for starting the secured network version (NTFS Security).

Welcome to setup of MultiCash ﬁ

Thiz zetup will inztall MuliCazh

It iz urgently recommended to cloze all active programs,
before pou start the installation.

Please choose what pou want to configure:

Create icon for starting network, version
Configure this po o start databasze server az NT service
Remove databaze server NT zervice from thiz po

Create icon for starting secure nebwaork, version [N TFS-5ecunty]

Dereqister NTFS-Security

»

aur zpztem files will be updated and an icon will be created far starting the nebwark,
werzion of this program.

The firgt started cormputer will be by default the database zerver for all ather
computers. Therefore wou have o start always the program on this compter.

m

IJzing the second option, you can configure a stand alone database server, on which
it iz not necessary to start the program. U sing third or fourth option vou can configure

| I et | Ahbart

1

© 2012 Omikron Systemhaus GmbH & Co. KG 13/65
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Choose the setup item
“Create icon for starting secure network version (NTFS-Security)"
and enter subsequently the user account name “MCSERVER” with password (must be repeated for

security reasons).

4. Program files and service entries for the Omikron Secure Agent and the Omikron Secure Loader are
created during the installation (the setup) of the application on the respective workstation:

===

Il = ‘

Tree I Mame / | Description | Status | Startup Type | Log O As | -
W %Alertar Matifies selected users and computers of administrative alerts, Marual LocalSystem
%Application Management Provides software installation services such as Assign, Publish, and R...  Started Marual LocalSystem
%CHDBDUK Supports ClipBook Yiewer, which allows pages to be seen by remote ... Manual Local3ystem
%COI‘\H Event System Provides automatic distribution of events ta subscribing COM compon...  Started Manual LocalSystem
%Computar Browser Maintains an up-ko-date list of computers on your nebwork and suppli,...  Starked Automatic LocalSystem
%DHCP Client Manages network configuration by registering and updating IF addres...  Started Automatic Local3ystem
%Distributed Link Tracking Client Sends notifications of files moving between MTFS volumes in a networ..,  Started Aukomatic LocalSystem
%Dlstnbuted Transaction Coordinator Coordinates transactions that are distribuked across bwo of more dat...  Starked Automatic Localsystem
%DNS Client Resolves and caches Domain Mame System (DNS) names. Marwal Local3ystem
%Event Lag Lags event messages issued by programs and Windows, EventLogr... Started Aukomatic LocalSystem
Fax Service Helps you send and receive Faxes Started Automatic Localsystem
%Indexing Service Marwal Local3ystem
%Internat Connection Sharing Provides netwark address translation, addressing, and name resolutia... Manual LocalSystem
%IPSEC Policy Agent Manages IP security policy and skarts the 1SAKMPOakley (IKE) and t... Manual Localsystem
%Lug\ca\ Disk. Manager Logical Disk Manager Watchdog Service Started Automatic Local3ystem
%Log\ca\ Disk Manager Adrinistrative Service Administrative service for disk management requests Started Automatic LocalSystem
Messenger Sends and receives messages transmitted by administrators or by the... Manual Localsystem
%Net Logon Supports pass-through authentication of account logon events for ca...  Starked Automatic LocalSystem
%NetMeeting Remate Desktop Sharing Allows autharized people to remately access your Windows desktop ... Manual LocalSystem
Metwork Connections Manages objects in the Metwork and Dial-Up Connections Folder, inw. .. Manual LocalSystem
%Network DDE Provides netwark transport and security for dynamic data exchange (... Started Marwal LocalSystem
%Network DDE DSDM Manages shared dynamic data exchange and is used by Netwaork DDE Marual LocalSystem
%NT LI Security Support Provider Provides security to remote procedure call (RPC) programs that use k... Manual LocalSystem

£

%Omikron Secure Loader Started Automatic Localsystem
%Plug and Play Manages device installation and configuration and notifies programs o..,  Started Automatic Local3ystem

%Print Spoaler Loads files ko memary for later prinking. Started Aukomatic LocalSystem -
%Protected Starage Provides prokected skorage For sensitive data, such as private keys, b, Starked Automatic LocalSystem
%Qos RSWP Provides network signaling and local traffic control setup Functionality ... Manual Local3ystem
%Remote Access Auko Connection Manager Creates a connection to a remote network whenever a pragram refer. .. Manual LocalSystem

%Remota fircecs Cornackion Mananar a ! ~arnection, Manuzl Ugzals

5. After the next system start (or manually using the service manager), these services are started
automatically. Afterwards the application can be started by each user with its menu item.

Please note:
For this, no drive connection must exist any longer for the central resource on the respective client
PC.

© 2012 Omikron Systemhaus GmbH & Co. KG 14/65



MultiCash® 3.23 System Administrators Quick Reference

3.2 Preparations on all workstations

By means of the "Connect network drive" in the Explorer or file manager, a connection to the directory is
established. Please make sure that the same letter is assigned to the drive on all PCs. You have to connect
the directory as network drive even if installing on the file server. Once the letter is assigned, it is impossible
to change it when the installation has been completed.

Example:
Map MNetwork Drive

Windows can help you connect to a shared network folder
and assign a drive letter ko the connection sa that you can
access the Folder using My Computer.

Specify the drive letter For the connection and the Folder
that wou want ko connect ko:

Drrive! IE: j
Falder: I".".F”ESEWEV".Eb j Browse,., |

Example: {\serverishare

¥ Reconnect at lagan

Connect using a different user name.

Sign up For online storage or conneck ko
network server,

< Back I Fimish I Cancel

Alternatively you can directly use the so-called UNC names, i.e. the network resource is not assigned to a
drive letter, but to the UNC name (‘\\fileserver\eb’ in our example) by entering it as route path when installing
the software. This method has the disadvantage that the name and server cannot be changed at a later
point.

For many functions, the program uses the name of the PC in the network. This name is unique within the
network. The name of the PC can be seen e.g. in the properties of the desktop on the ‘Computer Name’
(WindowsXP) or ‘Network Identification' (Windows2000) property page.

System Propetties

ic Updates I Femate
Hardware | Advanced

Syztem Re:

General

s ', Wwindows uses the following information to identify your computer
i o the netwark.

Computer description: ID uckerzerver Doku

For example: “Kitchen Computer” or "'bany's

1-dokupz.tr.omikron. de

Full computer name:

Workagroup: tr oo

To uze the Metwork | dentification ‘wizard to join a Webwark 10 |
domain and create a local user account, click Mebwork =

ID.

Ta rename thiz computer or join a domain, click Change. Change... |

aK I Cancel Apply

© 2012 Omikron Systemhaus GmbH & Co. KG 15/65
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If you are using a network that does not support the static assignment of computer names, (e.g. NOVELL -
Server), then it is possible to set this using an environment variable manually.

You can do this in the properties of the desktop on the "Advanced" property page using the "Environment
variables" button. Then the entry would look e.g. as follows (the computer name may be up to 15 digits long):

Environment Yariables EH

—User variables for Testeradmin

Variable

Yalue _

C:\Documents and Settings)Teskeradmi. ..
Ci\Documents and Settings)Testeradmi. ..

Tew Edit I Delete |
—Syskem variables
‘fariable | Walue | -
ComSpec CAWINDOW Shsystem32icmd  exe

FP_NO_HOST_C... MO —
MUMBER_CF_P... 1

o} windows_MT
Path CAWINDOW Shsystem32; O W ITMDOWS; ., ;I
New | Edt | pelete |
Ok I Cancel |
© 2012 Omikron Systemhaus GmbH & Co. KG

Mew System ¥Yariable EE
‘tariable name: I CMIKRON-ROR-MAME
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3.3 Installation of the software on other workstations

In the main path for the installation you selected, the installation routine for other workstations can be called.
On the required workstation, start the program SETUP.EXE in the main path (e. g. ‘E:\\EB’).

, MCCWIN 15022012 09:32
& INTPIC.EMP 09.12.2002 11:00
|| meccsub 23.01.201211:14
|_| meceDE.ing 10.01.2012 09:41
4 | mccGB.inf 10.01.2012 0%:41

1, MFC.ZIP 07022012 10:52
[m3] SETUP.EXE 2811.2011 16:55
4 | SETURINI 27.03.2002 16:39
|| Setup.LogFile 15022012 09:32
4 | SETUPIMF.INI 1502.2012 0932

Under operating systems of the generation starting from Windows Vista / Windows 7 , please deactivate only
for the configuration of the network clients the user account control, if possible

Start SETUP.EXE with administrator profile. After double-clicking setup.exe, the following selection option
appears.

Welcome to setup of MultiCash &l

This zetup will install MultiCazh

It iz urgently recormmended to cloze all active programs.
before you start the installation.

Fleaze chooge what you want to configure:

con for starting nebwark, version

e this po to start databasze server az MT semvice
Fiemove databaze server MT service from thiz pc
Create icon for starting secure netwark. version [MTFS-Security)
Dereqister MTFS-Security

“r'our spstem filez will be updated and an icon will be created far starting the netwark. .«
werzion of this program.

The firgt gtarted computer will be by default the database server for all ather
camputers. Therefore pou have to start always the program on this computer.

m

Using the second option, you can configure a stand alone databasze server, on which
it iz nat necessary ta start the program.zing third ar fourth option you can configure =

| V=R | Abart |

Choose there the standard option "Create icon for starting network version". Here some system files will
be checked and an icon for starting the network version will be created.

© 2012 Omikron Systemhaus GmbH & Co. KG 17/65
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LE™ please note ...
For installations with drive mapping and activated user account control under operating systems of the
generation starting from Windows Vista / Windows 7, the UNC path is entered in the program
shortcut instead of the connected drive. This is caused by the fact that for the administrator logged on
for the installation the drive shortcut is not available. In this case, please change the paths in the
properties of the program shortcut accordingly:

CashManagement Properties ﬂ |

General  Shortout |En:|m|:|atil:-ilit_l,l|

T
[ 1] Cazhtd anagement

Target type: Application

Target location: PRG

Target: MECCWINNPRGALOADER.EXE

Skart in: O:AMCCI20MMCCWIN

Starting from program version 3.22.006, here the path is entered automatically, under which the
system has been installed on the server, so that here a correction is no longer required.

LE™ Please note:
After the update of the network version the central setup can be started once again on the clients from
the server resource. By this, the old registry entries of the signature environment will be removed. This
step is technically not required, but the only way to remove the registry entries completely. This
functionality will not be contained any longer in later versions, since then the setup creates only the
program shortcut on the clients.

If you like to accomplish an automatic software installation on the network PCs by using tools like Netinstall
or the like, you can do with the setup program as follows:

The setup program on the central server partition can be called with the parameter /AUTO. Then the
program shortcuts and the registration of all installed ES modules are made automatically without any user
interaction. If the parameter /SILENT is used additionally, no screen output occurs during the installation.

Note: the sequence of the parameter calls must be: SETUP /AUTO /SILENT. Please call always with capital
letters!

The central client setup can also be called for the NTFS shortcuts in an unattended mode, so that also for
this operating option an automatic installation with appropriate tools is possible, which run under an
administrator identification. For NTFS security setup.exe need to be called with "/AUTONTFS
J/USER:<username> /PASS:<password>". Here user identification and password have to be passed on for
the "MCSERVER" user, who has access to program resources (see Chapter 3.1.5).
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4 Update over an older version

In principle with a program update we try to transfer all data from the old system fully automatic, so that work
can be continued without any further interventions. Nevertheless changed requirements with "large" version
changes can cause fundamental changes in the program flow, which make manual examinations and
possibly interventions necessary.

First some fundamental prefaces to release politics and compatibility between the components of the
program's environment: All components of Omikron systems are provided with unique six digits version
numbers, which have the following meaning:

Position 1:

Platform version

This number labels the fundamental technical platform of the
development, e.g.:

1 =DOS programs

2 = Windows 16bit programs

3 = Windows 32bit multi-thread programs

Position 2 to 3:

Program version

This version number is increased, if functional extensions or

changes (particularly in the data structures) were accomplished.

Position 4 to 6:

Program release

With eliminations of errors and changes in detail, which do not

affect the compatibility, only the release number is increased.

Based on these specifications it is simple to realise that, that e.g. modules with the version numbers
3.00.005 and 3.00.138 can be used together, however such with version 3.01.005 and 3.20.005 normally

not.

For a simple change of the release, e.g. from 3.20.006 to 3.20.007 only the installation routine has to be
called. Therefore the hints described in the following only apply to an update of program versions or platform
versions, thus e.g. from version 3.01.XXX to 3.20.XXX.

In principle the conversion routines are carried along over several program versions within the applications,
so that in principle the skipping of a program version is possible is (e.g. from version 2.12. XXX to 3.20.XXX).
However we cannot guarantee (and we also cannot provide any support for this), that after this everything
works smoothly, since we only can accomplish update tests with the last program version in each case. Thus
we recommend to avoid skipping of program or platform changes.
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4.1 Prior to the update installation

The update installation of a system, which is complex and important for the everyday business, requires
thorough preparation and a systematic procedure, also allowing to reset in the case of problems. If you are
not sure how to proceed or if you have special questions concerning your system environment, please
contact your Omikron partner before the installation.

4.1.1 Existing modules

Please check that all modules, which were installed in the old version, are available on the installation CD of
the new version. After the installation of the new version old modules possibly are no longer executable.

4.1.2 Pending transmit sessions

Please execute now first all transmit sessions to the bank in order that no open items remain in the file
manager.

4.1.3 Audit trail of settings

Before the update you should document the settings important for you (if not already happened with the first
setup of the system). It is then easier to check the settings after the update. These are:

User administration: Function and data profiles
System parameters

WVD files

Predefined reports

PwnNPE

Hint: This information can be printed out starting from version 3.20, in order to facilitate the
documentation.

4.1.4 Backup

In any case, please run a backup BEFORE EXECUTING THE UPDATE. A useful proceeding is to copy the
content of the complete program's basis path into another directory.

LE™ Please note:
The backup should comprise also the storing of the ADMIN2 master password file, which is usually
present on disk, since it is converted with the first start of the version 3.20. In the case of restoring of
an older version the access is only possible using this also stored ADMIN2.MPW belonging to the
older version.

When changing an environment with a version of the Electronic Signature before 3.01.008 to version

3.20, you should also save the key files on your signature diskettes, since here also the keys which
have been used once in the new version are not identified any longer by the old program version.

4.1.5 Change of installation path
We recommend, not to change the program path. If you would like to install the new version in another

directory or another network resource than the old version, please contact your Omikron partner before the
installation.

© 2012 Omikron Systemhaus GmbH & Co. KG 20/65



MultiCash® 3.23 System Administrators Quick Reference

4.2 Installation

Install the new version into the original basis path of the old version (normally this path is prompted
automatically, if an installation has already been accomplished on your computer). Then all data and settings
will be transferred as far as possible to the new version and converted automatically. Thereby the programs
of the old version are deleted and cannot be not executed any longer.

4.3 After the update installation

As far as possible, all settings and data from an old version are taken over. Due to program enhancements,
usually new functions, settings and access rights were added, which require if necessary manual
adjustments. In the following, you'll find several comments on what you should pay attention to / check after
an update installation:

4.3.1 Databases

On the first program startup, all necessary data bases are converted automatically.

LE™ please note absolutely:
After having started the version 3.20 for the first time, you may never restore backup files from the old
version into the system, because they cannot be converted then and this will cause errors.

4.3.2 Users/Access rights

All users and user groups from an old version are taken over, as well as their respective access rights. New
functions and with this new acces rights are deactivated by default.

However if function profiles for functions already existing are introduced, these new rights are activated by
default, so that all existing functions can be used.

After the installation is completed, please check all user / user group access rights and correct them if

required.

4.3.3 Users/Data profiles

The data profiles are taken over as far as possible. However, you should check all users' / user groups data
profiles since some fields have been changed in structure and new fields have been added.

Hint: The data profiles can be printed from version 3.20 on.

4.3.4 Parameter settings
Partly, new functionalities have been added, requiring new system parameter settings to be implemented.

Please check the system parameters on all workplaces and in all modules, as well as the Communications
parameters in the Core module.
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LE™ please note:
In Version 3.20, the allocation of parameters to computers, users and the system has been
consistently restructured. For this reason, you should check the parameter settings carefully.

4.3.5 WVD files

Because of extensions of the data bases we cannot guarantee in either case that the WVD files can be used
further without any change. Partly, the fields have been extended as well, which may affect your export files.

From WVD files important for you you should note the field sequence and the structure of the WVD file within
the old version.

V= Please note:
Please check all your import/export files and, if required, adjust them or create new ones. They should
be stored in either case, even if no obvious change can be seen.

Hint: WVD files can be printed out starting from version 3.20.

4.3.6 Backup

In principle the stored data always belong to a respective program release. A backup from an older program
version should never be restored into the current version.

We recommend to make a backup immediately after finishing the update work and checking the installation.
4.3.7 Output orders/Autoroutine

All output orders will be taken over from the old version. Because of enhancements in databases we cannot
guarantee in each case, that you can use your output orders any longer unchanged.

LE please note:
Please delete all your output orders and create new ones.
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5 Getting started

Before you start the program for the first time,

. Windows must be running and
o you must have installed the program modules.

The icon for the Core module is found in the program group that was created during the installation of the
program system.

To start the Core module, click on the start menu entry or double-click on the shortcut icon on the desktop.

The program has a start user name, which you should only use for user validation the first time you start the
program and which you should use in case of blocking all other users.

This start user name is: ADMINZ2.

L& please note absolutely:
The access with the ADMINZ2 ID is the ultimate possibility to start the program if all other users
have blocked themselves. This occurs more often than you first think. For this reason, there are two
options for the creation of this user:
1. Access using a master password file (MPW file). In this case, you require access to this file for the
access, but no password.
2. Access using a password. In this case, you require the password, but not the MPW file.

With alternative 1 you are prompted to select a directory for the master password file which can be stored
for the user ADMIN2. At each later logon as ADMIN2 you have to enter this directory again. The access to
this master password file provides unrestricted access to the program at any time. Therefore this file should
be stored in a protected area on your computer or on a data storage medium.

Master password |5

You will now be prompted to enter a directory for the
master password file for the user ADMIMNZ.

Each time you logon as ADMINZ, you must enter this
directory.

Access to this master password file allows unlimited
access to the program at any time.

For this reason, the file should be located in a
protected area of your PC or on diskette.

if you do not wish to wor with the master password,
you can exit the next dialog.

You will then be prompted to enter a password for the
user ADMINZ.

Confirm this message concerning the master password file with [OK].
Then a directory overview is shown,where you can select the directory for storing the master password file

by mouse-click. If necessary, you can create a new directory using the [Make new folder] button. Confirm
your entry with [OK].
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Please choose the directory for the master password file.

After this you must log on for the first time. Enter the start user name "admin2" in the "Name" box in the User
Validation dialog box. Press <TAB> to skip the password box and then confirm your entry of the start user
name by pressing <Return> or clicking on [OK].

[ @3 Logon EEE)

Name \ADMINZ
Password ||

QK | Help

If you have selected a floppy disk drive/a removable data carrier drive as storage location for the master
password file before, you are now requested to insert the data medium. Confirm this prompt with [OK].

LX)

| Please insert a formatted disk in your Installation drive, If you have

' already created an authorization disk, please insert this disk. SECURITY
WARNMNING: The authorization disk created for user ADMINZ allows
unlimited access to the system at all times. Please make sure that this
disk is only accessed by authorized persons

QK Abbrechen

Do not write-protect the data storage medium because the program must write data to it. Possibly arising
error messages can also be confirmed with [OK].

If you start the program at a later date and try to log on as user "admin2”, you will be asked to enter the
directory or to insert the data storage medium with the master password file.

The programm will read the information saved on the medium and - as long as the information on the
medium matches the data saved by the installation routine on the hard disk - will allow you access to all of
the program’s functions.

L& please note absolutely:
Keep, if you store the master password on aremovable data storage medium, this medium at a
safe place. If it is necessary to completely re-install the user administration data, it will allow you to
log on to the system at any time as system administrator with unrestricted access using the start user

name.
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If the dialog is cancelled, that means you wish to work without master password, the user ADMINZ2 is
registered and a password must be assigned. Close this message with [OK].

r N
B Important informaticn EIEI&J

For you, a user "ADMINZ" will be created. Flease
allocate a password to this that you store at a safe
place because with this user and the password you
have access to the program at any time.

The user "ADMINZ" should only be used for the first
access and for the case of blocking all other users
gince it is also blocked when the password is entered
thrice incomecthy.

In addition, we paoint you to the urgent necessity of
regular data backup.

Subsequently, enter the password, repeat it and confirm with [OK].

[ = | B [

Logon

Name JADMINZ
Password || Repeat |

Help |
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5.1 What to do next ... / Configuration Wizard

The Configuration Wizard will guide you through the first steps that are normally needed after you have
installed the program (parameter settings for the system, printing, comms. etc.). You can close the wizard at
any time and return to the same point, the next time you start the program.

When you start the program for the first time after a new installation, the parameters, which you set here, will
also serve as the default values for other systems in the network, if you are working in a network
environment.

If you want to define the settings and parameters without using the wizard, simply click on [Without Wizard].

Installation Wizard ﬁ

o Irformation on installation wizard

“fou are using this PC for the first time after installing the programs.
You now have the option of making essential settings for the
pragram with the aid of a wizard.

You can cancel the wizard at any point and continue from this
point the next time you enter the program.

ff you have started the program for the first time after a new
ingtallation, then the parameters you set up here will also serve as
default values for other PCs and users in the netwaork, if you are
working in an networl environment .

ff you do not want to use the wizard, then please ' )
press Without wizard'. Without wizard

ou can now enter general system parameters and Cash Management
specific system parameters.

| Enter general system parameters
Iv¥* Enter Cash Management specific system parameters

| Weiter = | Help

If you accept the assistance of the wizard, it will guide you through the steps necessary to configure the
software for operation on a new system:

1 Initial configuration of the software
First, please set the general system parameters for the program and the system parameters
specific for Cash Management. To do so, click on the appropriate check boxs, then click on [Next >]
and make the desired parameter settings.

[E please note ...
You should activate especially the local data encryption in the system parameters on the
appropriate property page. Then, files like payment files, collected account information will be
protected against unauthorized viewing by automatical encryption as soon as they are opened
by the application. Which groups of files are to be encrypted, can be defined here individually.
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Once encrypted, the files remain encrypted. Only the application can read these files. If you
have not chosen any individual encryption password, these files can be processed with each
installation of the program system.

Information regarding the individual parameters can be found in Chapter 6.1: System parameters and
6.2: Cash Management system parameters.
Finally store your parameter entries in each case using the [Save] button.

r ~
Systern parameters = | B[S
Blectronic signature / File manager ] Color settings
Mandatory fields / Forts ] File encryption
General l Program ] Password administration ] Maintain autorouting
General parameters

ﬂ Repeated prompt for new entries ' L |

Cash Management Parameters
Logo

Value-dated balances / Plan data
Enhanced selection box X
Accourts / Statements / Transactions / Interest ates

Function menu Account information

(afalalalalalal

Switch off valid characters check during input [ Keep leading zeroes before a/c. nos. ?
Background pichre Global details display mode for all accounts
| Standard (14°27) |
Inverse display of cumencies
} ) ] [ Delete account data in autorovtine 7
Display database owerviews sortable until how many records Delete a/c. information after how mary days 2 ’D_
Historical cumency rates -
Transactions / Statements
Delete historical cumency rates in how mary days ﬂ [¥ Show negative amourts in red 7
Automatic export file for statements generated from MT340 file
Security | ﬂ
2nd user for administration Automatic export file for transactions generated from MT340 file
Dialogs for opening files without deletion option | j
J Activate NTFS security I™ Include preposted items in export file ?
- ) Addtional export of classic ordering party bank-D and account
R el ac ot s e [ number in cxport fields BIC/BAN 2
Directany for backup Frime interest rates
ﬂ |A:\ Delete prime interest entries after how many days? 0
.;D- Suppress prompt for backuy
. ppress prompt : Statement history
P for backup after b d
rompt for backup afier how mary days Maintain statement history ? None ﬂ
Delete statement history after how many months 7 0
prirt | Helr
. Print Help | | Save |

[E please note ...
In the system parameters, the specification of the supported signature solution is important. If
applicable, this must be repeated later on the individual computers in the network (hardware
and floppy drive settings can also be made by the user).
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2 Printer parameters
Here, you can set the printer that should normally be used by the program and the default fonts.
Regardless of the setting made here, it is always possible to select different printer before printing
from the program. The printer selected here will always be suggested as the default printer. To
configure the printer parameters, click on the check box "Configure printer parameters” and then
click on [Next >]. Then configure the printer parameters.

Printer settings lé]

f=

You can now define the default printer and fonts to use in this program.

Regardless of these settings, it is always possible to select another printer
for reports at all points in the program. The prirter selected here will
always be prompted as default.

i ' Print - Parameters =RNE] ﬁ1
Prirter
=
General fort
| Arial =l
Non-proportional fort
[ Erter printer settings |Courier Now j

Left margin ’E_ mm [~ Bold

<Toran | Weiter > | Right margin '5_ mm ™ Screen zoom

Top margin ’? mm [ One print job per page

Bottom margin {12 mm [ Always use standard printer

Corfig... Help

Additional information on how to do this is contained in Chapter 4.5: Print parameters.
Finally store your printer parameter settings by clicking the [Save] button.

3 Create user SYSADMIN
You can now create a user SYSADMIN, which is authorised to perform all program functions. You
only need to assign a password for this user.
The user SYSADMIN is intended for handling system administration tasks. In contrast to the ADMIN2
user he will be displayed in the user administration, that means that his access rights can be
restricted.

If the user SYSADMIN already exists, the corresponding fields here are blocked.

= Please note:

Please make certain that this password is kept absolutely secret, since this user has
unrestricted access to every program function.

As the password for the SYSADMIN user is entered in hidden mode, i.e. each key stroke is
represented by an * sign (asterisk), you must enter the password a second time in the appropriate
field to ensure that it was entered correctly.

Afterwards, click on the check box "Define user SYSADMIN" and then click on [Next >].
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Enter user SYSADMIN S

fou can now set up a user SYSADMIN, who allways has rights for all
program functions. Here, you only have to set a password for this user.

ff the user SYSADMIN already exists. all relevart fields will be blocked
here.

The user SYSADMIN is intended for administration purposes.

Flease keep the password far this user STRICTLY confidertial, as this
user has unrestricted rights to all program functions.

Password for user SYSADMIN: |
Please repeat password:

[v Define user SYSADMIN

[ <zuick | Help

4 Creating user groups
At this point, you can create one or more user groups. You can organise the program users into
groups and thus centrally administer the functional profile and the data profile for several users. If you
change the functional profile or the data profile for a user group, this change will apply for all the users
in the group.

If user groups have already been set up on your system, they will be listed here.

To create a new user group, click on the check box [Define new user group] button and then click on
[Next >]. Afterwards, create a new user group. Information about this is contained in Chapter 5.3:
User group administration.

Store your entries for the individual user group in each case by pressing the [Save] button afterwards.
The program returns then in each case to the initial dialog. If you do not wish to create a further user
group, click on the [Next] button.
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Define User Groups X

You can now define one or maore User Group.

fou can allocate users working with the program to a specific User
Group and in this way maintain the access rights and data profiles for
several users centralby.

ff you then change the access rights or data profiles for a User Group,
the changes will take effect for all users allocated to this group.

The User Groups listed here already
exist in your system.

Define new user group |

< Junick I Weiter = I Help
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5 Creating users
Now, you can create one or more users.
If users have already been set up on your system, they will be listed here.
To create a new user, click on the [Define new user] button and then click on [Next >].
Afterwards, create one or more new users. Information about this is contained in Chapter 5.4: User
administration.
Store your entries for the individual user in each case by pressing the [Save] button afterwards. The
program returns then in each case to the initial dialog. If you do not wish to create a further user, click
on the [Next] button.

Define user ﬁ

You can now define one or mare user.

The users listed here already exist in
your system.

Define new user |

< Zurick | Weiter = | Help

6 Comms. parameters
Here, you can configure the communications parameters for this system. You must specify which
communication paths are supported and, by assigning priorities, specify how these communication
paths to the bank should be used. To do so, click on the check box "Define Comms Parameters”,
then click on [Next >] and make the desired parameter settings.

LE™ Please note ...
These settings are maintained separately for each computer in the network, since in each case
different communication adapters could have been installed (e.g. ISDN adapter). Set these
parameters only on computers which really should execute Comms.
Exception: TCP/IP parameters can be set for all computers globally.

For this, first keep the already highlighted check box "Enter Comms. parameters" activated. Then
press the [Next >] button and enter the Comms. parameters subsequently.

Information regarding these settings can be found in Chapters 2.1 - 2.7 of the Comms. module.
Finally store your Comms. parameter settings by clicking the [Save] button.
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Comms. settings e |
=
You can now set up the Comms. parameters for this PC. You determine
which comms methods you support and assign a priority level forthe
comms method(s) for the bank. - 1
Comms. parameters = | |-
” S ) Modem-Modem direct connection 15DN CAPI ] TCP/IP Connection
DU CEN NEW CTESLE orimport RS YOUrm=aul | piorties Modem PAD access ] %25 Leased Line
[v* Edit bark parameter filss
Links supported Priarity
[ Modem PAD access 3 -
[~ ¥25leased line 2 -
[~ ISDN (CAPI) m
< Zurick | Weiter | ™ Modem-Modem 5w
v TCF/F -
[ Use global TCP/IP settings for all workstations
Help | | Save
k.

7 Edit bank parameter files
If you let the default of the already marked check box "Edit bank parameter files" unchanged, the
dialog for importing or editing bank parameter files will be opened afterwards.

Define BPD file [

Please select an exizting bank parameter file

Delete BPD file:

Define file
or gelect the ype of Bank parameter file to be created EBICS - Mew BFD

Copy EFFT BPD file Import MCFT-BPD | Help

If you received bank parameter files from the bank, then you import them into the system depending
on the procedures using the [Copy EPFT BPD file] or the [Import MCFT BPD] button. With other
procedures e.g. like FTAM or FTP you have to select the procedure using a list box and then to create
a new bank parameter file by clicking on the [New BPD] button. There you enter then the data

provided by the bank.
Information regarding the settings you can find in chapter 3.1 of the documentation for communication:

Create BPD. [Save] all of your entries also in this case.
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Example: Editing of an EBICS bank parameter file

After choosing "EBICS" (appropriate Comms. module need to be installed) and selecting the [New
BPD] button the input mask for the EBICS bank parameters opens:

Choose a bank access from the list of known EBICS bank systems in a second mask and confirm with
[Save].

The associated data like bank URL, host name, hash values then fill the appropriate fields in the

Select EBICS bank access ﬁ

Y'ou can zelect here from the ligt the suitable one of the EBICS bank spstems known by the program, in this
process many parameters will be added.

[f wour bank, iz not recarded here, you can cancel and add the data manually from the letter of your bank |

Fredefined parameters of the EBICS bank access activated below:

LURL of bank: |https:.-"s'multiu:ash. apobatk. de/

Hozt name: St

Protocol wersion:  |HODZ

Alphabetical list of known bank acceszes for EBICS:

APO-Bank, Deutsche Apotheker- und Arztebank:

Bank Austna HOOZ |—|
Bark Austria HOO3 -
Bank. fir Soziabwirtzchaft 4G

Barkhauz Max Flezza KG

Barkhauz Meslmeper

Bankhauz Plump

BMP Paribas Fortis

BT, Bark fur Tiral und Yaorarlberg A5G

Commerzbank i

EBICS bank parameter mask.
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©

-

EBICS - Bank parameter file

)

Dezcription of the bank parameter file APO-Bank, Deutzche Apatheler-

Bank connection detailz Authentication status of the bank

? Address (URL] |https:Hmulticash.apnbank.de! Check access ‘ |New J
Information regarding the bank Automatic collechion of PTE. files
Cush D Hast Operation mode EBICS-Pratocol i i i i

Lztomer ozt name p rotocol version [Hniﬁgir:i,-;nmutes after sending a file I—D
[KUNDENID [P0 | Standard | |HoD2 | :
Allocations Internal user and user no. at bank

Internal name | External na... | Save Comms. passw.. | Default user | Current E5 version | EBICS status |

Mo
MHew uger Change Commgz. pazzword | Sender- D EDIFACT Hazh values of barnk EBICS parameter | Help ‘ Save |

Here you have to fill the appropriate field with the customer ID from the bank letter and to allocate the
individual user IDs (externer names) to the configured users (internal names) using the [New user]
button.

We recommend on the one hand to store the Comms. password of the individual users in the file.

Beyond that we recommend to define one user as default user. Thereby the creation of Comms.
orders by users not authorized to sign as well as the automated call of information for the distributed
signature are made possible. Please contact your bank whether special requirements must be met for

this.

Finally, [Save] your entries.

If you do not like to maintain another bank parameter file, deactivate the "Edit bank parameter files"
button and click on the [Next >] button then.

Completing the Configuration Wizard
You have now completed all of the necessary steps in the configuration wizard. When you click on

[Fin

ish], the wizard will be closed and will not be started again.

If there are still some functions that you have not configured using the wizard and you wish to have
the assistance of the wizard to complete these later, please close this window via close button

without clicking on [Finish]. In this case, the wizard will be started again the next time you start the
program and you can configure the sections that have not yet been completed.
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End wizard Iﬁ

You have executed now all functions of the wizard. Press Complete’,
then the wizard will be closed and will no longer be started.

If you have not yet executed some functions in the wizard and wart to
start these later again with the help of the wizard, then please close the
wizard window without pressing Complete”.

At nead logon, the wizard will be started again and you can make the
missing settings.

Help

By clicking on [< Back] you can step back through the individual steps to make any changes that are
needed.

Once you have completed the steps detailed above, the configuration of your computer has been in largest
part completed. If you have installed supplementary modules, start them one after the other using the toolbar
in the Core module. Each module has its own system parameters, export routines, etc., to allow you to adapt
the applications as needed. The relevant information can be found in the Help systems and User Manuals
for the individual applications.
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5.2 New entry of a user with the wizard

To enter a new user, you can take advantage of the assistance of a wizard by selecting the menu item -New
user with wizard- in the -User- menu.

The wizard will guide you through the steps that are required in order to enter a new user, assign the new

user the appropriate access rights and data profile and to enter the user in the corresponding bank
parameter files:

1 New entry of user with wizard
First, an overview window will display a list of all the users that have been entered into the system.

Mew entry of Users with Wizard X

This wizard assists you to enter a new user and to make the settings that
nomalty follow this.

Press Continue’, for the new entry of a user to be made.

The users listed here already exist in
your system.

| Weiter = | Help

After you click on [Next >], you can enter a new user as described in Chapter 5.4: User administration.
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' N

Mew User

User Functional profile ] Data profile | Contacts ]

User | MName |

Password | Language GB -

Group | ﬂ Group for data profile | J
Type of ES | Database |

Ade. group 0 System administrator |

Last access | |CC:CE Password since

[ Time [ paused [ Blocked
from (0000
to 00:00

[ Logon with Windows user [ Logon with ES

Windows user

Apphy user specific parameters from: O -

Help

If users have already been entered, their function profiles and data profiles can be transferred and
adapted.

Using the function profile you control the access of the user to individual functions (e.g. menu items).
A green hook stands for a function which is accessible for the user.

Using the data profile you limit the view of the user to certain data within a function. As soon as the
access to data within a certain function is limited in any way, this data profile can be identified by a
green check mark.

The access rights are represented in a transparent tree-view in each case. The rights can be set by
mouse-click (activate/deactivate).

After double-clicking a data profile entry another dialog box opens, where you define the exact criteria
(see page S. 28).

In order to ensure the consistent maintenance of the data profiles for all modules used, a global data

profile for the fields access class, account group and/or organizational unit (if appropriate module is
installed) can be defined, that takes effect to all functions and modules, which contain these fields.
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© 2012

In addition, you can use pre-defined data profiles (see chapter 3.3: User groups and access class for

confidential payments). By allocation of the users to certain user groups the users assume

standardized data profiles (e.g. access to salary data only for employees of the payroll accounting.

-
B Userrig huE@g

[New User
| L I Functional profile Contacts

Data profile

[

==

User

User  Functional profile |Data profile Cnntal:tsl

1

Fompany ||

Please select a user or group with |
functional profill ey user
template forl
User
[ (I —
Help o e
[#] Reports
¥l Communication

1] Reference tables
[¥] Admiristration
[ View

I
lel=nhone I
Data profile E@g| I

Jepartment

Flease choose a usel
accept the dat

STANDARD()

New User

User I Functional profile  Data profile IContacts I

—

[BELom Common]

CC Base system
Access classes
count master data
alances / Bxport Statements
=] Barks
=] Cumencies
~{=] Details
File Manager

- Access class
- Delete

- View display
- View file

Transactions
-{=] Value-dated balances

Help

| | Continue

Save
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2 Import bank parameter files for a new user
If you received a diskette from your bank with bank parameter files (for the EPFT or MCFT procedure)
for the new user, you can import these at this point.

Impaort Bank parameter files for new users Iﬂ

ff you have received a disk from your bank for MCFT Bank parameter
file{z) (BPD), these files can be imparted to the program here.

If the disk is sent directly to the new user, he can import the bank
parameter file himself after logging on for the first time.

Mew User: 1

This page remains active when you have completed the import. This
enables you to import Bank parameter files from other disks, as lang as
the checlbox “Import bank parameter file(s)’ remains filled.

[+ Import Bank parameter file(s)

Weiter = Help
| weier>_|

If you wish to import a bank parameter file, click on the [Next] button now.

After inserting the diskette or selecting a directory, in which the bank parameter files are kept, a
selection list with the existing bank parameter files is shown. Select the required file(s) and confirm
with [OK].

The bank parameter files are imported into the system and in the case of MCFT the users are
allocated to specific internal users via [Accept] button.
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-~ —

Browse for Folder Copy ZVDFU/MCFT-BPD files (BN

&

Bank parameter file import BPD files on diskette

1M& Computer
== Floppy Disk Drive (A:)
E_{, Local Disk {C:)
.5 DVD Drive (D:)

» = Data (M)

Help | ok |

P -
Internal User Iﬁ

User ra. | 10001 001

Internal Mame -
Help | Accept | Do Mot accept |

Ok ] [ Cancel

If the diskette(s) were sent directly to the new user, he or she can import the bank parameter files
during their initial logon (see Chapter 5.7: Configuring a new user with the wizard).

This page remain active as long as the "Import bank parameter file(s)" check box remains marked. If
you do not wish to import any more bank parameter files, unmark the check box and click on [Next >].

3 Registering new users in FTAM/FTP/EBICS bank parameter files
In this step, if you use the FTAM, FTP or EBICS procedure, you can register the new user as an
authorized user in the bank parameter files. For this purpose, all of the existing FTAM, FTP or EBICS
bank parameter files will be listed.

The "Bank" line already contains the name of the respective BPD. Furthermore, the field "Internal
User" contains the name of the new user, as it was saved in the program. In the field "External User",
enter the user number provided by the bank. The user number is the name that will be used by the
host for the user when communicating with the bank via FTAM, FTP or EBICS.

If the new user should be registered in the offered bank parameter file, click on the [Enter user in
bank parameter file] button. Otherwise, click on [Do not enter].
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Enter Mew User in FTAM/FTP-Bank parameter files X

You can now enter the new user into an exdisting FTAMSFTP-Bank
parameter file as an authorzed user.

All possible FTAM/FTP-Bank parameter files will now be offered for your
selection.

Bank: I

Intemal User: I1
Bxdemal User: I

[ Save comms password ?

Enter Uzer in Bank parameter file | Do niot enter |

< Junick I Weiter = I Help

Click on [Next >] to continue to the next step.

4 Completing the wizard

All the steps required to register a new user have been completed. When you click on [Finish] the
new user will be prepared and can be logged on to the system with the defined initial password.
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Bat Wizard S

You have now completed all functions of the wizard. The user has been
entered and (where necessary) entered to existing Bank parameter files.

From now on, the user is ready and can log on to the program.

< Junick I Fertig stellen I Help

By clicking on [< Back], you can step back through the individual steps to make any changes that are
needed.
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5.3 User groups and access class for confidential payments

The program is increasingly used as central solution in the company network and is used by all departments.
With it, payment orders from different origins and jurisdictions of the enterprise are administered in the
databases of the application which show, as a rule, different confidentiality requirements (e.g. credit
transfers to suppliers, wages and salaries, customer direct debits).

On the basis of the requirements derived from that, a protection concept has been implemented, allowing the
access to confidential payments throughout the complete system only to authorized persons.

The access protection on particular payment contents is realised as follows.

1. The access is similarly effective within all Payments modules both on the basis of single transactions
and in the file manager.

2. The access protection is effective in all Payments modules usable in the program system.
3. The rules are centrally defined in the User administration of the Core Module.

4. Inthe Core Module, there is a new Access classes reference table available (see Chapter 7.8 of
the Core Module documentation).

5.3.1 Set up user groups and access class for wages/salary

To setup the User groups and an access class for wage and salary payments, there is a wizard available,
leading you through all necessary steps.

Start this wizard in the -User- menu using menu item -Wizard for standard tasks-.

[User] Reports  Comrnunication  Refere

Lagon

Mew password
User Groups
Users

Master data log

Mew user with wizard

Wizard for standard tasks
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The following dialog appears:

Wizard for standard tasks u

Please select one of available standard tasks. These examples are
intended as the basis for your individual adaptation.

Setup group and access class for salary payments

< Zuriick I Weiter » I Help

Therein choose “Set up group and access class for salary payments” and confirm your selection using
the [Next] button.
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Setup group and access class for salary payments eS|

o Two user groups will be set up, one for salary payments and one for all
other payments.

An access group will be set up for each of these groups, and the data
profies of all menu options containing an access class will be created.

After completing setup with the wizard, you must allocate the users to

the two groups defined here.
Group name for salary payments

SALARY
Group name for other payments

\STANDARD

Index and description of access class for salany payments
ISP |SALARY PAYMENTS

< Junick | Fertig stellen | Help

In the next dialog, the program prompts names for the user groups to be created as well as for the access
class, i.e. SALARY as name for the group for wage and salary payments as well as STANDARD as hame
for the group with normal access. By default, the access class is created with the abbreviation SP for
SALARY PAYMENTS.

You can accept the name of the group for wage/salary payments, the name of the group for normal access
as well as the index and the description of the access class for salary payments according to the prompts
given or change them according to your requests. Finally press the [Finish] button.
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Subsequently the program creates the two user groups and one access class.

-

Bl Access classes = | = |&r

Code | Drescription
] SALARY PAYMENTS

4 I

Select Frirt Help MNew accesz clasz

After pressing the [Complete] button, the database overviews for the User groups and Users are

automatically opened in order to be able to change the predefined profiles of the groups and to allocate the
users to the defined groups, if necessary.

First you can define further groups in the database overview of the User groups and/or change access
rights (functional profile, data profile).

ﬁ User groups | = | =] |&]1
Group Description
STAMDARD STAMDARD
1 m b
Fe
Select | M Help Mew group

Double-click the group name to switch in each case to the detailed view, where you can make changes in
case of need.
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In the following sequence, the property pages of the SALARY group for wage and salary payments are
shown:

r

User groups =RNC X

User groups ] Functional profile ] Data profile ]

Group SALARY System administrator r

Descripion  |SALARY

Group for functional profile
Group for data profile i

<l

r

User groups =NNCIN X
User groups ] Functional profile  Data profile ]
Group
[SALARY [SALARY

CC Base system

- Access classes

[ Account master data

--[=] Balances / Export Statements
-] Banks

Currencies

j Goto | Delete | m Help

=] File Manager - Access class
-] File Manager - Delete

- File Manager - View display
[ File Manager - View file
|1D-Groups

] Statements
--[=] Transactions
-] Value-dated balances

j j Goto| Delete| m Help

By default, in the group for wage/salary payments, each user may view all data,
i.e. no restrictions of the view to data are defined.

All restrictions must be set manually!
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In the following sequence, the property pages of the STANDARD group are shown:

User groups

B | S

User groups ] Functional profile  Data profile ]

Group
|SALARY [SALARY

E1E MCC Base system
--[=] Access classes

Account master data
alances // Export Statements
Banks
Curmencies
Details
File Manager
File Manager - Access class
File Manager - Delete

le Manager - View display
File Manager - View file

-] Transactions
-[=] Value-dated balances

User groups

] | S|

User groups ] Functional profile  Data profile ]

|D-Groups Group
Plan data |S TANDARD |S TANDARD
Prime interest rates

£ MCC Base system

--[¥] Access classes

[ Account master data
Balances / Export Statements
anks

Currencies

--[=] Details

--[¥] File Manager

--[¥] File Manager - Access class
-[¥] File Manager - Delete

-[¥] File Manager - View display
--[¥] File Manager - View file
=] 1D-Groups

-[¥] Plan data

(=] Prime interest rates

-] Statemerts

Transactions

-] Value-dated balances

j ﬂ Goto| Delete | m Help

j j Goto | Delete | m Help | |

Use the data profile to stop the access to menu items which contain an access class for users of the
STANDARD group (see excursus on the next page).
Therein the following condition is predefined in each case (access class not equal to SP):
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- N
i 7 Data profile E@g

Group(”)/User Application Menu item
[STANDARD |MCC Base system |File Manager

[ Show selection before

[~ Mo write-access to databaze

Onby the records matching the following criteria are considered
in the display and in the prirtouts:

|Accessclass v [Notegualto ~| |sP
| B2 =] |
! = =
| =l =] |
| =l =] |
Delete citeria | Help || Save dataprofile |

All further restrictions/additional authorizations must be set manually!
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Examples for certain menu items, where a filtering of access and view is required:

File manager (screenshots are shown further below)

Plan data:

Flan data Iél

Adc

Bank ﬂl Ade. number |

Bank name |

Ao name |

Currency | Ade. group |0

022002 ~|  Amount | 0,00
Eritry date [140212 Original amourt ﬂ | | 0,00
Reference l— |D-Group ﬂ l—
Details ﬂ |

|

Internal |
Detailz |

Aooess clazs ﬂ |S.-'-‘-.L.-’3.FIY PATYMEMTS

Delete after 1 Days

Execution frequency  |Maone - R eliability | Mon-definite j
Plar type |F'Iar'| itemn j

Yalue date

For the lazt time ar

Help |
Value-dated balances:
Date | Mumber | Total preposted items | Mumber | Total plan data | Mumber
06,0404 # L A S S I S A
ol 0. 04,04 0,00 &.000,00

In the detailed list, plan data (#), which does not correspond to the profile of the current user (e. g. not

matching access class), is denoted with details made irrecognizable (X).
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Even in the Payments modules, the access to data which are marked with the access class SP for
wage/salary payments (for the - Marking of confidential payments, see beneath) is stopped using the
data profile for defined menu items (here: approvals, payment and file creation, payment history) (see
excursion on the next page).

The marked payments are not visible in the described menu items for users of the user group STANDARD.

Example from the Domestic Payments:

r 9

User groups =NREN X

Lser groups ] Functional profile  Data profile ]

Group
|STANDARD  |[STANDARD

-- OMI Common
(-0 MCC Base system
EII:I 12V Gemman Domestic Payments

Beneficiaries
Ordering parties

E{Pomert o

+-[¥] Payments and file creation

-

B 7 Data profile = | B S
Group{™)/User Application Menu item
|ST.£.ND.2.HD |IZ‘v" Geman Domestic Payments |Pa',-fment higtory

[~ Show selection before
[ Nowrte-access to database

Only the records matching the following criteria are considered
in the display and in the printouts:

j ﬂ Goto | Delete | Print | Help |ACCess class

|Not equal to

Led Led Led L] Lo
Lol Led Led Lo e

Delete criteria Help | Save data profile |
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Examples for certain menu items of the payment modules, where a filtering of access and view is required:

Payment entry (screenshot is shown further below)

Approval:

File creation:

Approval Single orders EI%E‘

Paymerts | Paner | Detais | Intemalfields | LDGRdata | Times |

Order number I'I ISingIe order ;"Credrt transfer ;I

Accessclass  [5F |SALARY PAYMENTS

Jevr <[] 200000
KREISSPARKASSE KOELM

- T R N .
i

ﬂﬂ Goto | Print Help Approval

Error message 2042 S

@ Mo order found (1)

OK

A file creation on diskette is not possible in case of confidential payments.
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Payment history:

Payment order from file 1202140112V L= | D ]

Paymerts | Paner | Detals Intemalfields | LOGRdata | Fie |

Crder number |1 Creation |'|4.D2.12 ISingIe order ;I ICreu:I'rt transfer ﬂ
— Intemal fields

— ID-Group / Supplementary |D-Groups

— Intemal number

N

Access class [sP  |SALARY PAYMENTS
—Ordering party
MYNAME
ﬂ ﬂ Generate single payment Print Help
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After the user groups have been defined and provided with the required rights, you only have to allocate the
users to the defined groups (the database overview of the Users has already been opened automatically).

rﬂ zer

(= | 5 |

User Mams Language Group Group fior data profile Lzst acocess Blocked Administrator
1 GB 140212 Ma Yas
SMITH GB Mo Mo

UL

k

o LI

e

o R

Select | Print

Help | Hew uzer |

Double-click the user name to switch in each case to the detailed view, where you can make the allocation to

a group.
User =l 0 e | [(ucer =S
User | Functional profile ] Dtz profile } Contacts User | Functionzl profile ] Data profile ] Contacts ]
User User
Password Language GB - Pass' GB -
Group [SALARY > Group for data priile Groy v profile
Type of | Diskstte ES Typof ES [Diskett= ES |
Adc. group r Adc. group -
Last access 00:00 Password since Last access D0:00 Password since
[~ Time [ paused [ Blocked [ Time [ paused [~ Blocked
from [00:00] fom [T 14022012 from [00:00° fom [F-14.02.20
o |00:00 to to  |00:00 to
™ Logon with Windows user [” Logon with ES ™ Logon with Windows user ™ Logon with ES
Windows-User Windows-User
| |
Apply user specific parameters from Own - Apply user specific parameters from: Crwn -
j j Goto Delete | Print Help | | Save | j j Goto Delete | Print Help | ‘ Save |
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Database overview of the users after the allocation:

STAMDARD

TAYLOR

ﬂ User l = | =) |i3-]
User | Name | Language | Group | Group for data profile | Last scocess | Blocked | Administral
1 GB 14.0212 Mo Yas
SMITH GB SALARY Mo Mo

L

I VR R~

p P

Select | Print

Help | Hew uzer |

After closing the database overview, all steps of the wizard to set up two user groups and one access class

for wage and salary payments are completed.
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5.3.2 Marking of confidential payments

In the program, the user of the group for wage/salary payments has the option to mark confidential payments
during payment entry, during file import and during inclusion of an externally created file into the file manager

with an access class defined suitably
(Default: SP).

Marking during payment entry e.g. in the Domestic Payments:

Single orders Elﬂg

Payments | Parner | Details | Intemalfields | LDGRdata | Times |

=

Order number |1 Single order LI ICred'rt transfer

KREISSPARKASSE KOELN

- IR W osorse [ossssizeJevR | S|
|

Approvals [0 of [I Duedate [*114022012) v | Eatiest transmission [14.02.12

j Eotol Del&tel F‘rirltl Help | Save

Marking during file import:
-
7 Import of payment file(s) E@u

Order form ISingIe arder LI

Delete order file(s) after import;

q cass  2|[sP iSALAHY PAYMENTS S

1D-Group ﬂ I

Hep |[ ok ]
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Marking during inclusion of an externally created file into the file manager:

File manager

:.IEIQ

Select Bank I Session type I Attributes I Select file Password and execution data I

— Password Make Electronic Signature

Password I Iser |1
ES password I

Bank |MCI-—I'BANK |Dmikn:un Test INTERN User |1DI}D1 001
Session IIE‘u’ ID:::mestiu: payments file Isend ;I
File Type IDriginaI file with signature ;I

File IE:"-muttlang"-.lZ'-.-"'.".n'IN"-.‘I 1080102 12

— Cither

|DHGroup ﬂl

Access class ll I !SALAHY PAYMENTS >
[ Forthiz file, plan data shal e gen additionally in a new way

— Bxecution
Repetition IOnu:e ;I T
Pause in minutes before repetition? I[:l 1. Comms If:%'l#ﬂiﬂ'l]ﬂ I
Execute on workstation: [Owin ] Lsst Date Fhaz201 7] |

Help Save

Thereby, also these files can be viewed and signed only by authorized persons.

In the file manager, the payment file is also visible in detail for a user of the group for wage/ salary payments

using the [View file] button.
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i File manager

01.08.2011 2.000,00 EUR

Summary information on all payments

01.08.2011 i 2.000,00 EUR
370501598 0033633322

|

 se|ONo [statws [ Oginalfiename | Bakname [Cume |  Amount|ales |ES | iDGow | Comms | Comm |
(

0  Pending ES E:\multl =

EREENES » E R plo oo o A

Execute order | Execute all due orders | Mew entry from favourite | Delete signature | Sign |

Select | FPrint | Collect data fram several banks |I Wiew file |I Help | Mew order |

.
@@ DATUZVA010.DSP EERIE

ey

General information about the file E:\multlang\IZVWIN\11080102.1I7V

01.08.2011 1 i 2.000,00 EUR

Payment singles overview

Transfer (3} 01.08.2011 37050198/ 0033633322

MEIN NAME
37050299/ 0010203040 37050198/ 0033633322 2.000,00 EUR
BARTMER NAME MEIMN NAME

Totals information of logical file

2.000,00 EUR

Transfer 01.08.2011 37050198/ 0033633322 1
MEIMN NAME

End of logical file

End of file

© 2012 Omikron Systemhaus GmbH & Co. KG 58/65



MultiCash® 3.23 System Administrators Quick Reference

Example for someone who may not see anything and who may only execute the orders, matching with the
predefined access rights of the STANDARD group (see above):

&% File manager E@ﬁ

Dizplay transmit zessions - Current -

se|ONo [staws  [oOdginalfikname  fsaskeame 0000000000000 |

| 3
Execute all due orders Iew entry from Favourite Delete signature
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6 How to make CHM files accessible via network

Problem:

.CHM (HTML Help) files cannot be accessed from a network drive. E.g. the following message appears:

E@ Help for Core Module, Cash Management and Communications —
Hide Bt Options

Contents | ndex | Search | —

o 5
@ Overview of Core Module, Cash Manag {0| Navigation to the webpage was canceled
@ Cash Management: Overview .
@ Communications: Overview

What you can try:

® Retype the address.

Cause:

This problem is caused by security updates of Microsoft, which prevent the display of HTML content that is
outside the Local Machine zone. These changes were introduced to reduce security vulnerabilities in HTML
Help (which allow code execution). These security patches should prevent the opening of infected CHM files
from the internet in the first place, but have the side-effect that opening from the intranet is also no longer
possible.

Solution:

To re-enable the opening of remote content from CHM files within the corporate network, you have to modify
the following entries in the registry database using the registry editor (REGEDIT.EXE).

LE Please note...
This section, method, or task contains steps that tell you how to modify the registry. However, serious
problems might occur if you modify the registry incorrectly. Therefore, make sure that you follow these
steps carefully. For added protection, back up the registry before you modify it. Then, you can restore
the registry if a problem occurs.
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6.1 Zone modification

Alternative 1 (configure the access to CHM files in that way, that all sites in a particular zone [here local
intranet zone] are enabled to display HTML Help content)

Please proceed as follows:

You start the registry editor by opening Start / Run, typing the regedit command and confirming with [OK]:

o =

= Run [
= Type the name of a program, folder, decurnent, or Internet
rescurce, and Windows will open it for you.
Open: | R -
[ 0K l ’ Cancel l ’ Browse...

Navigate to the following registry key in the registry editor
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\HTMLHelp\1.x:

-~ y

@Y Registry Editor (o |[=|[=]
File Edit View Favorites Help

R el = HTMLHelp “ || Mame Type Diata

D e ) (Default) REG_SZ (value not set)
1| 1] b 1| 1] 3

Computert\HKEY_LOCAL MACHINE\SOFTWARE\Microsoft\HTMLHelphL x

If the following registry sub-keys do not exist, you need to create the keys accordingly:
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\HTMLHelp\1.x\HHRestrictions
(for HTML Help files) and
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\HTMLHelp\1.x\ltssRestrictions

(for all Microsoft “InfoTech” storage files; the InfoTech protocol is mainly used by HTML Help; the
functionality of this protocol is provided by the ,itss.dll* file)
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Right-click with the mouse on the indicated registry key and then select New and Key:

i

3 Registy Edtor oo s
File Edit VYiew Favorites Help
4., HTMLHelp  » | Name Type Data
il 1.x
: REG_5Z (walue not set)
.. )l Identiy  Bxpand
s - L Identit Mew Key
b L IMAPI '
- . IMEJP Find.. String Value
.. | IMEKR Delete Binary Value
:> - b IMET(C Rename DWORD (32-bit) Value
> 0 Interne b
B Intern, o QWORD (B4-bit) Value
S . Multi-String Value
- L Interng Permissions...
.. | IsoBur Expandable String Yalue
<] 0 | Copy Key Mame b 1 -
Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\HTMLHelph1 .x

Enter the correct names for each sub-key (HHRestrictions and ItssRestrictions) and confirm with Enter:

o

ﬁ Registry Editor El@
File Edit View Favorites Help
o ‘ . HTMLHelp 4 || Name iEnger Data
Coaa b 1x 7 ——
"1 HiResictions| || 2\0efault) REG_SZ (value not sef)
« :I 1 | P ' 1 | b

Computer\HEKEY_LOCAL MACHIME\SOFTWARE\Microsoft\HTMLHelp'1 x\HHRestrictions

-
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Switch to each entered sub-key and add a new DWORD Value:

s "

A Registry Editor [E=H(E=E
File Edit View Favorites Help
4. HTMLHelp * || Mame Type Data
foae 1 Ak
. (Default) REG_SZ {walue not set)
it | HHRestrictions I:_xv]d
i | ItssRestrictions pan
| TdentityCRL New ’ Key
b IdentityStore Find... S ek
e L IMAPT
; . IMEIP Delete Binary Value
s - | IMEKR. Rename DWORD (32-bit) Value
oo ) IMETC i
[» : A " T QWORD (64-bit) Value
> - Internet Account Man . Multi-5tring Yalue
« . | Internet Domains Permissions... e
s+ - Internet Explorer c Kev N pandable String Yalue
p | = | opy Key Mame lil -
Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\HTMLHelph1 s\HHRestrictions

Enter MaxAllowedZone in each case and press Enter to confirm:

e "

ﬁ Registry Editor E'@

File Edit VYiew Favorites Help

:‘ i HTMLH E|p s Mame Tj"pE Data
. L HHRestricti [1|| %] (Default) REG_SZ {value not set)
Tl Hiestrictions %4 MaxAllowedZond \EG_DWORD 0x00000000 (0)
P frene | ItssRestrictions -
4 | I [ 3 4 | I | b

Computer\HKEY _LOCAL MACHINEVSOFTWARE\Microsoft\HTMLHelp1 x\HHRestrictions

Right-click with the mouse on each MaxAllowedZone value and select Modify:

e "

A Registry Editor E=N Eol ==

File Edit VYiew Favorites Help

a- e HTMLHelp “ || Mame Type Data

L4 1x o ab] (Default) REG_SZ (value not set)
i |, HHRestrictions _I ; )

i || TtssRestrictions L4 Modify...

- IdentityCRL Medify Binary Data...

s ldentityStore

-}y IMAPI Delete

2. L IMFIP A Rename

4 | 1] [ 3 1| 3

Computer\HEKEY _LOCAL MACHIMENSOFTWARE\Microsoft\HTMLHelp1 x\HHR.estrictions
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Change the value (default=0) to 2 and confirm with [OK].

-

Edit DWORD (32-bit) Value

"

2]

Value name:
MaxillowedZone
Value data: Base
> @ Hexadecimal
() Decimal
oK || Ccancel

The completed registry sub-keys are as follows:

o

ﬁ Registry Editor

[ [& ]ms)

File Edit View Favorites Help
| 4. HTMLHelp
a4 1x
----- . HHRestrictions
P - . ItssRestrictions
« .| 1] [

k

“ || Mame Type Diata
||| ab| (Default) REG_SZ

i1 MaxllowedZone Rl o]

1 | 1] [

(value not set)
0x00000002 (2)

Computer\HKEY_LOCAL_MACHINEVSOFTWARE\Microsoft\HTMLHelp\1 :\HHRestrictions

Exit the registry editor then.

Subsequently, the HTML Help can be displayed from network drives in the same way as it is known from the

local call:

=

i e
Hide Print  Options

Conterts | index | Search |

@ Overview of Core Module, Cash Manag
@ Cash Management: Overview
@ Communications: Overview

4 1 k

EQ Help for Core Module, Cash Management and Communications

(===

Overview of Core Module, Cash Management and
Communications

General Functions (Core module)

Svystem requirements

Installation

User tips

Getting started

Users menu (Authorization profiles)
Administration menu

Reference tables menu

Annex Format specifications

O~ fawp =

Cazh Mananamant

| »

m
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6.2 Allow URL

Alternative 2 (enabling of specific network drives for the display of CHM files):

Start the registry editor.

Create under
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\HTMLHelp\1.x\HHRestrictions
(for HTML Help files) and
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\HTMLHelp\1.x\ltssRestrictions
(for all “InfoTech” files)

a new value named “URLAIllowList” with data type REG_SZ (string value). Here, the network path is
entered as follows:

\\server name\share name\;file:/A\server name\share name\

Please note the additional entry with the file://* prefix. Always two entries need to be added to activate one
UNC path to a shared network folder.

You will find more information on the following Microsoft web pages:

http://support.microsoft.com/kb/892675/en-us

http://support.microsoft.com/kb/896054/en-us

http://support.microsoft.com/kb/896358/en-us
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