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Introduction

This document has been designed for electronic distribution and printing on a laser printer. Therefore,
the used fonts and page layout have been chosen mainly to ensure an optimal result in print, whereas
its suitability for on-screen usage was a secondary issue.

Use the main table of contents and the tables of contents at the beginning of each chapter to jump to a
concrete topic. Clicking on an entry in the table (the cursor changes to + ) takes you to the required

page.

Printing this manual

This PDF document has been optimized for printout in DIN A4 format. Use your Acrobat Readers
"Print" function to print the manual or parts of it.

Information on using this manual

Refer to chapter 3.1 of the Core module for further details on how to use the manual.

Online help

For reading the documentation on-screen, call up the online help provided with the program (refer to
chapter 3.2 of the Core module manual for further details on using the help file). Unlike the manual, the
online help enables key word and full text search as well, making it even easier to find information on
specific topics.

Copyright

© 2000-2012 Omikron Systemhaus GmbH & Co. KG

All rights reserved.

No part of this document may be translated or edited by any means, including, but not limited to,
electronic or mechanical.

All information contained in this manual has been collected and tested with the highest possible
accuracy. However, mistakes can never totally be excluded. Omikron can take no responsibility and
asumes no liability for any alleged or actual damage arising from incorrect information in this
documentation. Suggestions for improvement, reports on mistakes and any kind of qualified criticism
will be appreciated.

Omikron Systemhaus
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1 Data communications

1 Data communications

A variety of communications processes are available for data transmission.

The EPFT communication method is always installed with the Core module. The installation of other
communication methods (such as FTAM, FTP, EBICS, HBCI/HBCI+, ETEBAC) is optional..

MCFT is a special form of EPFT. In addition to the advantages of secure transmission of compressed
data, MCFT also allows the reproduction of enterprise signature hierarchies using the Electronic
Signature facility. The signature is verified online so that the customer can be informed immediately
about the validity of the transmitted signatures. The MCFT communication method is also installed as
a standard application.

To use the MCFT and FTAM communication methods, the "Electronic Signature" supplementary
module must first be installed.

The data transmission parameters which need to be set for the various communication methods are
described in the Communications Menu.

You will find details for the meaning of the process specific Comms. return codes in Chapter 5.4:

EPFT return codes
MCFT return codes
FTAM return odes
FTP return codes
EBICS return codes

Chapter 4.5.2: Encryption return codes describes the meaning of special encryption return codes used
with FTAM or FTP transmissions.
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1.1 Communication

1.1 Communication

In menu -Communication-, inter alia Comms. parameters are set, bank parameter files (BPD files) are

created or changed, files in the file manager are signed and sent etc.

The menu item —Comms. Administration- contains commands to create and edit BPDs (Bank
Parameter Data files) and define the parameters for data transmission.

Submenu items -Maintain TAN list- and -Maintain periods- are only displayed if you have
! installed the "HBCI" or "HBCI™ supplementary modules.

The submenu item -Encryption- is only shown if you have installed "FTAM" or "FTP"
supplementary module.

Information on the menu items can be found in Chapter 2: Communications menu.

The toolbar also contains the following icons which relate to the communications functions:

Bz,

This icon corresponds to the menu item -Communication- / -File Manager-.

or

This symbol corresponds to menu item -Communication- / -Assistant for collecting data from several
banks -.
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1.2 Comms. methods

1.2 Comms. methods

A variety of communications processes are available for data transmission.

The EPFT and MCFT communications methods are always installed. Installation of other

communication methods (such as FTAM, FTP, EBICS, HBCI/HBCI") is optional.

MCFT is a special form of EPFT. In addition to the advantages of secure transmission of compressed
data, MCFT also allows the reproduction of enterprise signature hierarchies using the Electronic
Signature facility. The signature is verified online so that the customer can be informed immediately
about the validity of the transmitted signatures.

The characteristics featured in optimum communications processes as defined by the ZKA standards

are shown in the following tables (separately for Electronic Banking and Home Banking).

Electronic Banking:

MCFT FTAM FTP EBICS
Feature special procedure, Combination of Combination of Internet
tailored for Electronic | standard processes standard processes
Banking needs
Verification
of yes only with ES yes yes
error-free
data
transmission
Compression | yes (ZIP procedure) FLAM (optional) FLAM (optional) yes (ZIP procedure)
Encryption Triple DES DES/RSA hybrid DES/RSA hybrid TLS(SSL) and DES /
with asymmetric method method RSA-Hybrid
Diffie/Hellman (optional) procedure
key exchange
Format during transmission after transmission after transmission after transmission
validation
Pre- always no optional optional
Authorization
check
Notification immediate later in the log immediate or later later in the log
of validation at the end of the
results transmission
Authorization RSAES RSAES RSAES RSAES
/ Protection 1024 bit 1024 hit 1024 bit 1024 bit / 1536 -4096
against RipeMD-160 RipeMD-160 RipeMD-160 bit
manipulation direct va_llidation separate file_s optional: pr(_a—validation RipeMD-160 /
(online) offline validation (online) SHA-256
detailed offline . i
validation optional: pre-
validation (online)
detailed offline
validation
ES yes yes yes yes
(optional) (optional) (optional)
Distributed yes no yes yes
ES
2012 COM 1-4




1.2 Comms. methods

Communi- Modem X.25 TCP/IP TCP/IP
cation media X.25 ISDN (Internet) (Internet)
ISDN
TCP/IP (Internet)
Application Electronic Banking Electronic Banking Electronic Banking Electronic Banking
Europe Germany German private banks Germany
Home Banking
HBCI HBCI+
Feature Internet Internet
Verification of TCP/IP TCP/IP
error-free data
transmission
Compression yes yes
Encryption yes yes
Validation no no
(syntactic check)
Authorisation/ RipeMD / RSA PIN / TAN
Protection against
manipulation
ES yes no
Distributed ES no no
Communication media TCP/IP (Internet) TCP/IP (Internet)
Application Home Banking Home Banking

The communication methods use a variety of networks for data transmission. These are listed below.

Method Feature Speed Hardware Misc.
X.25 Packet transfer 9,600 - 28,800 bps Modem or Service Provider
Public and private depending on PAD X.25 card
networks
ISDN Digital transmission 64,000 bps ISDN card
Public networks
Com-Com Analogue using 9,600 - 57,600 bps Modem
telephone network | depending on network Digi board
quality
TCP/IP Internet protocol several megabits Network card Service Provider
depending on service (DSL) modem Fire wall
2012 COM 1-5




1.2.1 EPFT

1.2.1 EPFT

The EPFT communication method was developed in 1985 on the basis of standards adopted by the
Central Credit Committee (ZKA) of the German banking industry, and thus incorporates all the features
describing a secure communications process in these standards.

The procedure was enhanced permanently and extended e.g. by the Electronic Signature. In this form
the procedure is called MCFT (MultiCash File Transfer, see Chapter 1.2.2) and is currently used in
Germany by around 50 banks. MCFT is also used by many banks in other European countries
(Austria, France, Czech Republic, Hungary, Netherlands, Poland, Romania, Russia, Slovakia, Spain,
Switzerland and others). This method was adopted as the national standard in Luxembourg in 1994.

transmission

EPFT
Feature Special process tailored to ZKA standards
Verification of error-free data yes

Compression

yes (ZIP procedure)

Encryption

Triple DES with asymmetric Diffie/Hellman key exchange

Format validation
(syntactic check)

during transmission

Pre-Authorization check always
Notification of validation results immediate at the end of the transmission
Authorization/ PRF2
Protection against manipulation direct validation (online)
ES no
Distributed ES no
Communication media Modem
X.25
ISDN

TCP/IP (Internet)

Application

Electronic Banking Europe

With the EPFT method (Electronic Payment File Transfer), communication between customer and
bank is divided into different stages for security reasons.
A dialog takes place between the bank computer and the customer system.

The following diagram shows a simplified summary of these steps:

Online file transfer using EPFT

Customer
DAD

CHK 2

Bank

| ZVDFUE dialog |

Original file DAD

Checks:

Q Session type
Q User
QO Accounts

Start blocks

‘ Answers

Original

Data file

Lactoom. |

Sl

Check
CHK2

2012
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1.2.1 EPFT

Dialog steps:

Start message

Once the connection has been established between the customer and the bank, the customer
computer logs on to the bank computer with a start message. In addition to the user number, the
session type of the file to be transferred, the Bank ID and the account number, the KZV
(Customer Payment Key) is a major component of the start message.

The Customer Payment Key (KZV) is a dynamic key calculated individually for each user using
the Diffie/Hellman Public-Key-Exchange method. This method is illustrated later in this
chapter.

The key itself is not transmitted, but forms the start value for the subsequent Customer
Payment Key Recalculation. Only the change calculated in the Customer Payment Key is
transmitted to the bank.

Answer message

If the user is identified by the Bank computer on the basis of the start message (authorisation for
the session type to be transmitted, PIN, etc.), the Bank computer sends an answer message.
The data is only transmitted after the Bank computer’'s answer message has been received.

Online transfer message(s)
The payment data is encrypted and compressed on the customer computer before transmission.
It is decrypted and decompressed by the Bank computer.

To compress/decompress DTAUS and DTAZYV files, a method has been specially developed for
EPFT which ensures optimum compression. PKZIP is used to compress/decompress other file
types (including MT 940 files).

Trailer message

Once all online payment transfer messages which will be transferred in a single session have
been transmitted from the customer computer to the Bank computer, the Bank computer
receives a message that no further online payment transfer messages will follow. At the same
time, the checksum for the transmitted data is sent to the Bank computer.

Return codes (cf. Chapter 5.4: Return codes), which describe the status or the result of the
Comms, will also be transferred.

Acknowledgement message

If all online payment transfer messages have been received without error by the Bank computer
and the checksum sent by the customer computer matches the checksum calculated by the
Bank computer, the Bank computer sends an acknowledgement message to the customer
computer, closing the transmission session. This is followed by the recalculation of the KZV
Customer Payment Key on both the customer and Bank computers (KZV Recalculation). The
newly calculated KZV is required for the next transmission.

The Customer Payment Key (KZV) is a symmetric key, i.e. both communication parties (= bank and
customer) use the same key to encrypt and decrypt the a message.

The change in key at both the bank and customer end after each transmission records which (user-
oriented) Bank Parameter Data file was used for transmission. This is because file transfer can only
take place if the keys are identical, i.e. each communicating party knows the agreed keys.

It is not possible to record which person (member of staff) transmits data using the user-oriented Bank
Parameter Data file.

At the same time, this key replacement procedure provides secure protection against manipulation
because each key is only used once.

2012
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1.2.1 EPFT

Diffie/Hellman Public Key Exchange

Customer with SKey Public Bank with SKey
V,p
Generates random variable x
And sends
S1= (VX) modulus p S, > Generates random variable y
And sends
to the bank
< 2 Sy = (V') modulus p
to the customer
Calculates Calculates
— X — y
Supd =(S2") modulus p Supd =(S1’) modulus p

S1 and Sp cannot be used to deduce Y and X as this is a "one way function”.

The variable V and the value of the modulus calculation p are accessible to all parties, i.e. they are
public. Both numbers are prime numbers and it applies: V < p.

The CUSTOMER generates a random variable x. The public variable V is exponentiated by the
random variable x and modulus p is calculated. The result of this calculation, the key S1 is sent to the

BANK.

In turn, the BANK generates a random variable y. In this case too, the public variable V is
exponentiated by the random variable y and modulus p is calculated. The result of this calculation, the
key Sp, is sent to the CUSTOMER.

At both the customer and the bank side, the exchanged keys S1 and S form the basis for calculating
the key update (Sypd or KZVUpdate). The Sy is linked to the existing Session key (SKey) and thus
forms the new SKey (= Session Key) to be used for the next transmission.

2012 COM 1-8



1.2.2 MCFT

1.2.2 MCFT

MCFT is based on the standard EPFT protocol. This standard method has been extended by the
inclusion of an Electronic Signature facility to provide a record of which person (member of staff) has
transmitted data using the user-oriented Bank Parameter Data file.

All other features, for example compression and encryption, are identical to those of EPFT.

transmission

MCFT
Feature EPFT + ES
Verification of error-free data yes

Compression

yes (ZIP procedure)

Encryption

Triple DES with asymmetric Diffie/Hellman key exchange

Format validation
(syntactic check)

during transmission

Pre-Authorization check always
Notification of validation results immediate at the end of transmission
Authorization/ RSAES
Protection against manipulation 1024 bit
RipeMD-160
direct validation (online)

ES yes
Distributed ES yes
Communication media Modem

X.25

ISDN

TCP/IP (Internet)

Application Electronic Banking Europe

You can use various Electronic Signature (ES) types using version M0O00, M00O1 and M002 to generate
the ES on the customer computer (ARL, SNI, Concord-Eracom, Omikron). The version determines the
method for calculating the hash value for the ES. The bank computer must be able to verify Electronic
Signatures generated with all ES types using version M0O00, M0O0O1 and M002 and transmitted using
MCFT.

The hash function generates a checksum for a file of any length (= original file). The hash value
calculated in this serves as the basis for the Electronic Signature.

The Electronic Signature is based on an asymmetric encryption method. Each communicating party
uses a keypair consisting of a private key and a public key. The most well-known public key method is
RSA, named after its developers Rivest, Shamir and Adleman. It is also used in the customer and the
bank system.

The "ES" supplementary module on the customer computer generates such a keypair. The public
component of the keypair is transmitted online to the other communicating party (the bank or banks). In
contrast, the private key is saved on a diskette additionally secured by an ES password. If messages
are exchanged between the communicating parties, the message to be send from the customer
computer (= payment order) is encrypted using the private key. The other communicating party
receiving the message (bank) decrypts the message with the public key sent to the bank. A
communicating party can only decrypt a message if it also has the public key matching the private key.

The transmission of payment orders is preceded by the transmission of a start block. This start block
contains all information needed for verification, such as the customer ID, the user number, the account
to be debited, the Electronic Signature and checksums for the complete file, plus the TAN (transaction
authentication number) which unambiguously identifies the sender of an order. This allows errors
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1.2.2 MCFT

and/or manipulation attempts to be identified at an early stage and transmission of the actual payment
data to be stopped.

If an Electronic Signature is transmitted using MCFT, the start block also contains the "fingerprint" for
the Original file and the Electronic Signature itself. The advantage of this is that as long as all the
required signatures have been entered, the Electronic Signature can be verified during transmission.
Up to 6 signatures can be transmitted in the start block.

If verification by the Bank computer shows that

. a signature contained in the start block is incorrect, the communication session is cancelled
before the Original file is sent.
. all signatures are correct, the Original file is transmitted. When the Original file has been

transmitted, the Bank computer recalculates the "fingerprint" and compares it with the fingerprint
which was transmitted in the start block and found to be correct. If the recalculation of the
"fingerprint" matches the values previously transmitted, this is notified to the customer computer
by an "OK" in the trailer block.

If the recalculated "fingerprint" does not match the fingerprint transmitted in the start block, the
original file is rejected.

Final messages are transmitted when either communications or the dialog has been completed.
They contain return codes (cf. Chapter 5.4: Return codes), describing the status or results of
communications.

The return codes received by the customer system are evaluated and displayed in the appropriate
logs.

Electronic Signature (ES) with MCFT

Customer ‘ Bank
| MCDFUE dialog | :
|
|
|
Original file = DAD | Checks:
IMD : 8 Session type il
User EU file
CHK2
— S Aot
CHK6 |
v :
|
:
! Check
e — Latrom | 1€ Ghice
RSA !
Private !
Key B |
RSA }
\V/ |
|
|
ESfile |
CHK2 = Checksum 2
CHK6 = Checksum 6
DAD = Comms. order
EUZ = ES Intermediate File
RSA = Rivest, Shamir, Adleman encryption method

The hash value is formed using the original file. This hash value is added to the EUZ file (ES
Intermediate File) together with the date and time of the original file hash generation, the name of the
original file, etc. The EUZ file is "signed" using the private key and the result of this "signature" is added
to the ES file, together with the name of the signatory, the date and time of signature, the ES type and
version used, as well as other information.
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1.2.2 MCFT

Distributed Electronic Signature (ES) with MCFT

Bank
|
Customer 1 ) ! )
MCDFUE dialog 1st ES check ES file Complete?
| ] ]
|
Original file = DAD !
e | Original file
CHK2 | |
nswer block] Defective?
Lol | |
|
CHK6
" | e
‘
EUZ |
|
Private ‘ :
Key A |
RSA :
’ |
EU file 1
l
|
|
l
|
Customer 2/ Customer n | MCDFUE dialog I : Cust. 2/ Cust. n
: 7777777 1‘ : Original file
| Original file < - T or
I ‘ M ! DISP file
| G |
v : |
z ____ 1
e ;
analeH ‘ :
Key B |
RSA :
\I/ MCDFUE dialog !
|
¥ |
| 2nd or nth
1
|
Com ] |
|
l
Customer 2 / Customer @ :
|
|
CHK2 = Checksum 2
CHK6 = Checksum 6
DAD = Comms. order
EUZ = ES Intermediate File
RSA = Rivest, Shamir, Adleman encryption method
DISP file = Files displaying key compressed data of one or more orders (DISP = DISPLAY)
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1.2.2 MCFT

In addition to the method described above, it is also possible to use MCFT for "Distributed
Signatures". This concept allows authorised signatories to sign original files saved on the bank
computer from different locations. The "Distributed Signature” method thus allows signature
hierarchies in internationally operating companies to be reproduced, i.e. the target group for the use of
"Distributed Signatures" is corporate customers with a hierarchical corporate structure spread across a
variety of geographical locations (groups of companies, branch networks).

System

Cust. computer 1

Bank system

Cust. computer 2 /n.

Bank system

Cust. computer 1

2012

Activity

Creation of Payment file
First signature
Transmission to bank

Verification of

. Access authorisation

. Transmission permission

. Signature

. Sufficient number of
sighatures

Online acknowledgement

. Payment rejected
or

. Payment accepted
or

. Forwarded for second
sighature

Prepare file for second or nth
sighature

Get payments for second or nth signature
Second or nth signature
Transmission to bank

Verification of

. Access authorisation

. Transmission permission
. Signature

*

Sufficient number of signatures

Online acknowledgement

. Payment rejected
or
. Payment accepted

Prepare logs
for first signatory

. Payment rejected
. Payment accepted
. (File deleted after x days due to lack of

second signature)

Get log
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1.23 FTAM

FTAM is the abbreviation for "File Transfer Access Method" and describes a standard method of data
interchange. The following extract of the ZKA features table shows which requirements have been
implemented.

FTAM
Feature Combination of standard processes
Verification of error-free data only with ES
transmission
Compression FLAM (optional)
Encryption DES/RSA hybrid method
(optional)
Format validation (syntactic check) after transmission
Pre-Authorization check no
Notification of validation results later
Validation results in log file
Authorization/ RSA ES
Protection against manipulation 1024 bit
RipeMD-160
separate files
offline validation
ES yes
(optional)
Distributed ES no
Communication media X.25
ISDN
Application Electronic Banking Germany

As the standard processes described here (FTAM, FLAM[=Abbreviation for Frankenstein-Lidzba
Access Method], ES) have been combined, no dialog (such as used with EPFT/MCFT) is possible. In
particular, the ES cannot be verified online.

The FTAM data transmission process currently implemented is a national standard.

The characteristic feature of FTAM transmission is that the data is currently not exchanged in
encrypted form and compression is optional, i.e. data interchange is transparent. An Electronic
Signature is vital to secure the transmitted data.

A component of the files transmitted using FTAM is an internal program name (= OSI FTAM name).
The bank and the customer system use the structure of this file name to identify the communicating
parties and the file type. The internal file name is generated for each file.

The general convention for this internal file name is:

An.kkkkkkkk.aaa.dddNN.Annn{.pppp}
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Key:
An

kkkkkkkk

aaa

dddNN

Annn

pppp ...

2012

Version number of the application protocol
n = 1: up to BCS customer software Version 1.13

n = 2: from Version 1.20 (i.e. no Fingerprint2 generation in the Electronic Signature)
n = 3: from Version 2.11 with encryption (i.e. customer system supports encryption

and the automatic BPD update process)
Customer ID (8 alphanumeric characters)

Session type (3 alphanumeric characters)
e.g. 12V, Azv, ...

Session attribute (5 alphanumeric characters)

character 1 : File type:
B  Original file and ES file in one physical file
D Original file without signature
O Original file for which a signature file is required
U Signature file

character 2 : Compression type:

No compression

with FLAM compression

with Xpress compression (planned)

No encryption

with Encryption (DES hybrid method)

Reserved for future use

Reserved for future use

character 3 :

character 4 :
character 5 :

ZZITzZ2XT2Z2

Session number (4 alphanumeric characters)

1stcharacter : A

2nd character : Customer identification in the network
starting with A

3rd and

4th character : Serial number

(per character0-9,A-2)
Session parameters (max. 50 alphanumeric characters)
Session type code Session parameters

for non-current data (e.g. STA)
optional date from/date to
(FYYMMDD.TYYMMDD)
The parameters define the time period for
which the data should be downloaded

VPK
User ID code of the customer who has
signed the VPK session
Byte 1: U (User ID code)
Byte 2-9. User ID

all to be transmitted in encrypted form
Public key hash value
(33 bytes alphanumeric):
Byte 1:H: (Hash value code)
Byte 2-33: Public key in hex form

COM
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Example of a compressed and encrypted "From/To" STA session:
A3.KUNDE1.STA.DFHNN.A001.vV990814.B990815.H1A2B3C4E5112BCDEA7C81A2AB2782C

Example of a VPK session with Electronic Signature:
A3.KUNDE1.VPK.BNNNN.A0O1.UUSER1

A total of three transmission sessions are required to transmit payment orders from the customer
computer to the bank system, as the original file and the signature file are sent separately to the bank.
The ES file associated with the original file is verified for accuracy and completeness on the bank
computer. The result of the validation is saved in a log file which must be downloaded by the customer
from the bank in a separate (= third) Comms. session. Only when the log (ES log) containing a positive
confirmation has been received can the customer be sure that his payment order has also been
executed. In the event of defective or incomplete signatures, the ES log contains appropriate
messages.

For the meaning of specific return codes, which describe the status and/or the result of the Comms.,
see Chapter 5.4: Return codes).

To generate the Electronic Signature (ES) on the customer computer, you can use one of the various
ES types (ARL, SNI, Concord-Eracom, Omikron). In contrast to MCFT, the individual ES types are
available in versions A002, A003 and A004. The version determines the method for calculating the
hash value for the ES. The bank computer must be able to verify Electronic Signatures generated in all
versions using all ES types and transmitting using FTAM.

Generation and verification of the "Electronic Signature" (ES) for FTAM
transmissions

Original

Customer | file
DES hash

| generation

EUZ Private key B

Private key A J/l ) RSA

ES
file

CDAD DAD DAD

Original ES
Bank file file
DES hash (Optional public Key B)
generation Public key A
sl
EUZ RSA g Log
file — file
N4

(after positive signature validation)

HOST

DAD = Comms. order

DES = Data Encryption Standard

EUZ = ES Intermediate File

RSA = Rivest, Shamir, Adleman encryption method

2012 COM 1-15



1.2.3 FTAM

Encryption of files sent using FTAM

The main focus of the encryption concept (cf. Chapter 4.5: Encryption for FTAM/FTP transmissions) is
the exchange of public keys generated on the customer and the bank computer. The private keys of

the keypair remaining on the customer and bank computer are used to decrypt the messages
encrypted by the other communicating party using the public key.

Two session types will be used for the transfer of public keys from the bank to the customer and from

the customer to the bank:

VPB Collect Encryption Public key from Bank
VPK Send Encryption Public key (Customer)

These two (administration) session types will be executed using an appropriate wizard (see Chapter

4.5.1: Activate encryption with banks.

Encryption of the files to be transmitted using FTAM therefore uses a

. Bank-specific keypair
(for encryption of the data to be transmitted)

. Generation of a keypair on the bank computer
(can be repeated as often as required)
. Downloading of the public key by the customer
(session type VPB)
. If the public key is no longer valid,
the bank sends and message and automatically initiates a new customer VPB
session

and a

. Customer-specific keypair
(based on the customer ID; saved on the customer's hard disk)

. Generation of a keypair on the customer computer
(can be repeated as often as required)
. Transmission of the public key to all (encrypting) banks (session type VPK)

You can find the respective return codes on encryption in Chapter 4.5.2: Encryption return codes.

The steps before and after transmission of the encrypted data using FTAM are illustrated in the
diagram below:

2012 COM
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Transmission of encrypted data using FTAM

Customer fetches  Customer transmits
Bank is SENDER Customer is SENDER

MT 940 DTAUS
Generation of DES key ElEssvlfa%i;nE-EK = B)EgitKey
by SENDER 64 Bit (Standard DES)
128 Bit (Triple DES)
File encryption using
DEK (CBC mode)
Generation of PDEK by PDEK = Padded DES Key
adding leading zeros to a total of 768 Bit
Encryption of PDEK using Formed using RSA
recipient's public key EDEK = Encrypted DES Key
Header Header
MT 940 DTAUS
With transmission of the
hash value of the public
key in the remote name
Validation
[ [
| Not OK | | OK |

Request EDEK with Private Key => PDEK
4 (only the authorized recipient can decrypt)
@® Fetch VPB Removal of padding information => DEK
@ send VPK

Original file DEK
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124 FTP

FTP is the abbreviation of "File Transfer Protocol" and describes the standard method for exchanging
data using TCP/IP. The following features table shows which requirements have been implemented.

FTP
Feature Combination of standard procedures
Verification of error-free data yes
transmission
Compression FLAM (optional)
Encryption DES/RSA hybrid method
Format validation (syntactic check) after transmission
Pre-Authorization check optional
Notification of validation results immediate or later (validation results in log file)
Authorization/ RSAES
Protection against manipulation 1024 bit
RipeMD-160
optional: pre-validation (online)
detailed offline

validation
ES yes

(optional)
Distributed ES yes
Communication media TCP/IP

(Internet)
Application Electronic Banking

An (internal) file name is defined for processing an FTP session, which both the bank and the
customer system uses to identify the communication partner and the file type. This file name is
generated for each file.

The general convention for this internal file name is:

B1l.kkkkkkkk.aaa.dddNN.Annn

Key:
B1 Version number of the application protocol
kkkkkkkk Customer ID (8 alphanumeric characters)
aaa Session type (3 alphanumeric characters)
e.g. 12V, Azv, ...
dddNN Session attribute (5 alphanumeric characters)
character 1 : File type:
D File without signature
O Original file for which a signature file is required
I Info file for D or O
S Info file with ES for O
character 2 : Compression type:

2012 COM
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N  No compression
F  with FLAM compression
X Xpress compression (planned)
character 3 : N  No encryption
H  with Encryption (DES hybrid method)
character 4 : N  Reserved for future use
character 5 : N  Reserved for future use
Annn Session number (4 alphanumeric characters)
character 1 : A
character 2 : Customer identification in the network starting with A
character 3 and
character 4 : Sequential character

(per character0-9,A-2)

An FTP Commes. session consists of at least two, but normally three file types:

« the logon file for user validation/logon
« the information file for specifying the session, optionally with ES
« the user data file (not needed if only the ES is being transmitted)

A total of three transmission sessions are required to transmit payment orders from the customer
computer to the bank system. Firstly for the logon file, then for the information file, and finally for the
original file (user data file). The ES file associated with the original file is verified for accuracy and
completeness on the bank computer. The result of the validation is saved in a log file which must be
downloaded by the customer from the bank in a separate Comms. session. Only when the log (ES log)
containing a positive confirmation has been received can the customer be sure that his payment order
has also been executed. In the event of defective or incomplete signatures, the ES log contains
appropriate messages.

For the meaning of specific return codes, which describe the status and/or the result of the Comms.,
see Chapter 5.4: Return codes).

To generate the Electronic Signature (ES) on the customer computer, you can use one of the various
ES types (ARL, SNI, Concord-Eracom, Omikron). The version determines the method for calculating
the hash value for the ES.

The workflow for the preparatory and subsequent steps for transmitting encrypted data using FTP is
the same as that for sending encrypted data using FTAM (see Chapter 1.2.3: FTAM). Also in this case
the encryption (cf. Chapter 4.5: Encryption for FTAM/FTP transmissions) is made by the exchange of
public keys generated in each case on customer and bank side. The two (administration) session types
VPB and VPK are executed using an appropriate wizard (see Chapter 4.5.1: Activate encryption with
banks).

In contrast to FTAM, however, data is generally transmitted in encrypted form if FTP is used. The
only exception is the collection of the encryption public key of the bank (VPB) by the customer, which is
necessary for the encryption of the files to be transferred. Afterwards all files of the customer and the
bank are transmitted only in encrypted form.

You can find the respective return codes on encryption in Chapter 4.5.2: Encryption return codes.

In addition, it is possible to make a Distributed Signature (DS) with FTP. The concept of a
"Distributed Signature" is that the authorized signatories may sign the original files stored on the bank
server from separate locations (see Chapter 1.2.2: MCFT).

The procedure of Distributed Signature can therefore be made to match the signature hierarchies

within international companies, i.e. the target group for the implementation of Distributed Signature is
corporates with a multi-layer, multi-regional structure (Corporate Groups, branch outlets).
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Distributed Signature using the FTP-Process:

1.

Customers who are set up on the bank server for Distributed Signature can initalize the
signature by sending an original file to the bank without all necessary signatures. In addition to
the original file, the customer attaches a second file informing the bank which other customers
must provide a signature for this order. An additional option is provided by a list on the bank side
containing the names of authorized parties for second signature. If the customer does not supply
the names of signatories in a specific order, the files will be routed to the named parties from
this central list.

The bank prepares the signature data in the form of ESG-files (Electronic Signature Get) for
collection by the customers as defined by the customer initiating the Distributed Signature. The
signature data consist of a hash calculated either over the display file or the entire original file.
These data are, however, only prepared by the bank for the customers to collect if the electronic
signature of the first customer has been successfully validated. If the bank has several orders to
be signed by one specific customer, the ESG file will be appended, i.e. the ESG file will in this
case contain several orders pending signature.

The ESG-file is collected by a user who is authorized for the session type "ESG". If necessary,
the ESG file collected from the bank is split into individual orders on the customer side and these
can be viewed in the File Manager.

The process is completed when another electronic signature from an authorized user has been
made and sent.

Steps 3 and 4 must be repeated until the bank has sufficient signatures from authorized parties
for the original file in question.

The original file is always sent by the customer initializing electronic signature, as this is the only way in
which the content of the original file can be validated. Since the user initiating the process does not
have to be an authorized signatory (set up as Single, First or Second signatory on the bank server), a
special signature class is available. This signature class "T" is used only for securing the transport of
the original file. With Electronic Signatures of class "T", various validation checks are not made,
including the ES check, a check against double sending of the orders and check for account
authorization and limits.

2012
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1.2.5 EBICS

The internet-based Comms. procedure EBICS (Electronic Banking Internet Communication Standard)
has been defined on behalf of the German Central Credit Committee (ZKA), a consortium of all top
organizations of the German banking industry, and will replace the Communication protocol FTAM
used for the corporate banking of banks. The support of the "Distributed Electronic Signature",
enabling a shared authorization of payments from different locations, as well as the always
cryptographically secured transmission of data between customer and bank must be considered to be
the most important enhancement in comparison to FTAM. Due to its high performance, the EBICS
procedure is especially suitable for the transmission of mass order payments.

The first common initiative of the German and French bank associations, the new EBICS version 2.4
will be supported by banks in both countries from autumn 2009.

For France, there are only minimal adaptations to the existing handling (replacement of ETEBAC-3). In
the first phase, e.g. only transport signatures, but no personal electronic signatures are supported for
payment authorization. Special order types allow the upload (FUL: File Upload) and download (FDL:
File Download) of files with associated file type attributes for general and bank-specific formats.

For Germany, the decisive factor for this upgrade is the enhanced security in the support of longer
signature keys (new EBICS protocol version HO03 with ES versions A0O05 and AOO06 [existing side by
side]). If new keys are generated, new EBICS keys of the versions X002 and E002 are also generated.

With EBICS version 2.5 the protocol H004 is supported. After switching to this protocol version the
session numbers for transmit sessions are no longer generated by the client system, but by the bank
server.

With EBICS 2.5 -as alternative to the well-known session type PTK- a customer log file in XML format
can be retrieved using session type HAC. This is also correlated with the appropriate file manager
entry and is beeing prepared for display analog PTK.

The following feature table shows which requirements are realized.

EBICS
Feature Internet
Check on correct data transmission yes
Compression yes (ZIP procedure)
Encryption TLS (SSL) and DES/RSA-Hybrid procedure
Format validation (syntactic check) after transmission
Pre-Authorization check optional

Notification of check results later in the log

Authorization /
Manipulation protection

RSA signature
1024 Bit (from 2.4: 1536-4096 bit, Default: 2048 bit)
RipeMD-160 (from 2.4: SHA: 256)
optional: pre-validation (online)
detailed offline validation

ES yes

Distributed ES yes

Communication media

TCP / IP (Internet)

Application area

Electronic Banking Germany

2012

COM 1-21




1.2.5 EBICS

The features in detail:

. EBICS is IP-compatible and uses the Internet transport protocol HTTPS for the data
transmission, ensuring a secure transmission using the TLS (SSL) transport encryption.

The application data embedded in a XML container is transferred block by block, whereas each block
is secured using an authentication signature (Authentication key starting from version X001). If not all
blocks are transferred successfully, a recovery function enables to begin again with the last
successfully transferred block.

. In addition to the transport encryption, it is ensured due to the integrated encryption (Encryption
key starting from version E001) according to the BCS hybrid procedure that the application data is
always transferred in encrypted form (thus double encryption).

. To ensure the authenticity of the files to be transfered, they have to be always authorized by
the user using the Electronic Signature (ES) (Signature key starting from version A004).

. For an efficient transmission, the data is always compressed using a ZIP algorithm.

. EBICS supports in addition the use of the Distributed Electronic Signature, which enables
companies to authorize payment orders from different locations.

In Chapter 3.5: EBICS you can find information on the required settings in the corresponding bank
parameter file.

The functionality of the Distributed Electronic Signature (DES) means, that signatures of customer
systems in separate locations can only be made by the communication with the respective bank
system. This can be configured on the bank system for each customer.

The Distributed Electronic Signature allows to authorize orders from several users — also cross-
customer like -, irrespective of location and time. An underlying order remains here saved in the DES
processing until either the required number of signatures (having the adequate authorization) for the
DES orders is received, a bank-server time limit has been exceeded or a cancellation of the order
occurred.
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Workflow diagram of the Distributed Electronic Signature for EBICS:

Ordering Customer/ Bank Signatory
Instructing Party

New order

[further ES required]

>
[ES authorization
complete]
N
Delete order Store order
from DES iNDES  p======3
processing processing [no orders to sign]
[orders to sign avail.]
Execution of
the order
[complete
order file
y [HVT is supported] required | HVT
@ - P (complete
[order details order file )
required ]
[HVT is not
supported] HVT
(order details)
[Hash value
[Order hash calculated from
value from oder file]
[ Sign. of
Delete order ) [Reversal X order |
from DES HVS ¢ » HVE
R
processing [ no Sign. ]

One user triggers the DES processing by remitting an order with an insufficient number of bank-
specific signatures having the required authorization classes. It is mandatorily required that this order is
remitted signed (either with bank-specific signature of the classes "A", "B" or "E" or with transport
signature = signature class "T").

The bank system verifies first the delivered ES(s) and the authorization of the user for the given
session type. Then it reconciles the number and signature classes of the delivered ES(s) with the
locally stored ES requirements for the given session type. In the case that signatures are still pending,
the order with the already transmitted ESs is added to the DES processing and thus is stored for
authorized customers to accomplish DES.

The following session types are supported:
The individual EBICS Requests are summarized on the applicational level and and will be processed

with the session types well known for the Distributed Signature:
ESG (Electronic Signature Get); this session type encapsulates the two following EBICS-Requests:

. HVU (Collect DES overview)

. HVD (Retrieve DES status)

ESP (Electronic Signature Put); this session type encapsulates the following EBICS-Requests:
. HVT (Retrieve DES transaction details)

. several HVE (Add DES signature)

. HVS (DES cancellation)

The user collects in the first step an overview, for which orders he is authorized to sign with DES, from
the bank (session type HVU). In a second step, then the status is retrieved for each order (session type
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HVD). In essence the retrieved information contains the hash value of the original order, the cover note
as well as the users who have already made signatures for this order. These two steps are
encapsulated in the program so that the user does not have to start the HVD request manually after
the HVU request for each individual order.

After the request the individual orders are added to the file manager with the status "Waits for ES". In
addition, for identifying DES orders, a new ID-Group ("VEU" = german abbreviation for DES) is
allocated for these orders.

For a HVU/HVD request, the program proceeds as follows with DES orders already available in the file
manager:

1. DES order has not yet been processed (no user has accomplished a signature; Status = "Waits
for ES")

These orders are overwritten in the file manager. If such orders are still pending on bank side,
the HVU/HVD request provides the corresponding information again. The overwriting avoids that
for an identical DES order several entries are generated in the file manager.

2. DES order is in processing, but not yet completely terminated (user has accomplished signature,
but has denied the prompt for signature completeness; Status = "Waits for ES")

Such orders remain in the file manager and are not overwritten, since these are not yet
terminated. No further entry is generated for this order in the file manager. New information from
the HVD request (e.g. list of the signatures already made for this order) is added to the existing
entry.

3. DES order is in processing, but not yet completely terminated (user has accomplished signature,
but not yet transferred it to the bank; Status = "Waits for Comms.")

Such orders remain in the file manager and are not overwritten, since these are not yet
terminated. No further entry is generated for this order in the file manager. New information from
the HVD request is added to the existing entry. The status is not changed, since the signature
already made, but not yet sent can be the last required one. The user can thus send immediately
his accomplished ES.

4. DES order is in processing, but not yet completely terminated (user has accomplished signature
and transferred it to the bank, but not yet collected the log with final ES check; Status = "OK")

Such orders remain in the file manager, since these are not yet terminated. New information
from the HVD request is added to the existing entry. In this case, the status of the order is reset
to "Waits for ES" in order that further users can add signatures.

5. DES order is completely terminated (user has accomplished signature and transferred it to the
bank; log with final ES check has been collected). The status is set to "ES check OK".

If a log request for a pending DES order is made, the status is set as follows:

If the order is still pending on bank side, no status change is made.

If the order has been successfully processed in the meantime on bank side because another user has
signed it, the status is set to "ES check OK".

Such orders remain in the file manager as audit trail for the order execution.

The information from the customer log (result of the signature check) is allocated to the orders in the
file manager. For the identification of the order, the Customer ID, the User ID and the order numbers
(order number remittance original file, order number of the order for making a further signature using
HVE) are used for this.

For the HVT request, a limit can be included for the file size for collecting the original file on the bank
server.
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1.2.6 HBCI/HBCI+

The HBCI method (= Homebanking Computer Interface) should replace BTX. Using modern
cryptographic functions and smart cards, HBCI - adopted the first time in the version 1.0 in 1996 by the
Central Credit Committee of the German credit and finance (ZKA)- provides a secure communication
in open networks (e.g. internet).

Meanwhile (2003) with the HBCI version 3.0 the spreading standard FinTS (Einancial Transaction
Services) was created, which contains on the one hand HBCI 3.0 and on the other hand PIN/TAN as
alternative safety procedure.

The HBCI+ procedure is based on the HBCI standard, but the protection against manipulation is
ensured through PIN and TAN. In relation to VTX banking (German BTX) however up-to-date functions
like e.g. the European Union standard transfer are available. The procedure is location independent in
relation to the procedure with smart card.

The following table shows which requirements have been implemented for the two versions of HBCI.

HBCI HBCI+
also known as
Feature HBCI with Chip card/Diskette HBCI Plus,

HBCI with PIN /TAN
or PIN/TAN extended

Verification of TCP/IP TCP/IP
error-free data
transmission

Compression yes yes
Encryption yes yes

128 bit SSL (Browser)
Validation no no
(syntactic check)
Authorisation/ ES
Protection against RipeMD / RSA PIN / TAN
manipulation
Distributed ES no no
Communication media TCP/IP (Internet) TCP/IP (Internet)
Application Home Banking Home Banking
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1.2.7 ETEBAC

ETEBAC (=Echange télématique entre banques et clients) is the Comms method used by French
banks. ETEBAC is a national standard defined by the AFB (Association Francaise de Banques) — the
Association of French Banks.

There are two different versions of ETEBAC: ETEBAC3 and ETEBACS. An appropriate supplementary
module has to be installed for each version. Please contact the customer services department at your
French bank should you wish to exchange data with French banks using this method.

A detailed description on how to use the ETEBAC3 module can be found in Chapter 3.8: ETEBAC3
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2 Communication menu

2 Communication menu

The Communication menu contains all the menu items relating to the communication between the
customer and the bank system, i.e. data transmission.

The -Communication- menu contains the following menu items:

2012

File Manager

Information on the File Manager is contained in Chapter 5.1: File Manager.

Execute Comms favourite

Information on the execution of preferred bank connections is contained in Chapter 5.1.1:
Database overview: File Manager.

Assistant for collecting data from several banks

Monthly statistics (additional module)

Commes. parameters

You cannot upload or download files unless the Comms. parameters have been properly
configured. The Comms. parameters define the settings to be used for each Comms. facility
(e.g. ISDN or X.25).

Bank parameter files

A BPD (Bank Parameter Data file) describes access to a bank. You need a separate BPD for
each bank. The BPD contains the access data for the bank as well as the NUA (Network User
Address = "data communication telephone no." with which you can reach the bank).

When a Comms. session is generated, the bank is always selected in the form of a Bank
Parameter Data file.

First initialization (INI)

Generate / Send ES key pair

Change ES password

Change Comms Password

Change EBICS Comms. password

Key media administration

Manage certificates (additional module)

Convert FTAM/FTP bank access to EBICS

Change EBICS authentication keys

Reset EPFT/MCFT communication access

FTAM/FTP encryption

This menu item is only available if you have installed FTAM or FTP.

Further information on the subject of encryption is contained in Chapter 4.5: Encryption).
Block Comms. access
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2.1 Comms. parameters

To be able to transmit and download data properly, a number of Comms. parameters related to the
Comms. method must be defined. You need only configure the Comms. methods you are using by
adapting the corresponding Comms. parameters.

N Please have the necessary documentation at hand (modem manuals, passwords, IDs/codes,
+ | etc.) when you configure the Comms. parameters. If you need help, please contact your bank’s
Customer Service Department.

The following Comms. methods are currently supported:

. Modem PAD access

. X.25 leased line

. Modem-Modem direct connection
. ISDN CAPI

. TCP/IP connection (Internet)

Click on the corresponding tab to select the property page. The dialog boxes contain the default values
for this data transmission method.

Once you have selected the communication method and configured any Comms. parameters, use the
Priorities property page to tell the program the sequence of Comms. methods it should use.

Local Comms. information is specified in the Comms. parameters. Since for the data transmission
special hardware need to be addressed, these settings are administered for each computer in the
network. If several computers should communicate with the banks, the Comms. parameters have to be
maintained on each computer. Only computers with defined Comms. parameters are offered for
Comms. in the application.

An exception is the TCP/IP protocol, which usually establishes the connection using the standard
network card. Therefore it can be defined for this on the Priorities property page, that the TCP/IP
parameters should be valid globally. In this case TCP/IP must only be activated on any computer once
and also the proxy parameters need to be entered only once. They are then used by all computers in
the network.

Confirm your entries with [Save].
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2.2 Modem PAD access property page

2.2 Modem PAD access property page

To use this communication method, you need a free COM port and an external modem or an
integrated modem card, plus a telephone line. The communication between a customer and its various
banks takes place only via one PAD (= "Packet Assembly/Disassembly" = description of any device
that combines incoming messages into a single message or extracts individual messages from data
sent in a single transmission sequence).

The communication process is illustrated in the diagram below:

Your PC
with MC Win.

Bank computer
COM port

PAD Data

X.25 card

X.25 network

Telephone line

The text boxes in the dialog box contain the standard settings for data transmission using a standard
modem. Use the blank boxes to enter the values applying to your modem.

If you are not using a standard modem, the settings must be adapted to the modem you are using. You
can read about this in the instruction manual for your modem.

The following text boxes are available:

Modem type

Choose the modem from the list of modems that are installed on your computer via the
Windows Control panel (settings will be re-used) or select "Individual settings".

PAD Access
Select your country- or bank-specific PAD access you wish to use from the list of possible PAD
accesses.
Camms. parameaters | = | [ _'ijhj
Maodem-Madem direct connection ] ISDN CAPI ] TCP/IP Connection
Priorities Modem PAD access IXZE Leased Line

Modem type -

PAD access |Gemany (DATEX-F) ~|

D Serial port  |COM1 hd

Password Baud rate 9600 hd

Mo, 19553 Parity None hd

Altemnative na. Bits 8 Bits hd

Intialisation sting ~ JATAC1&D2I~~~

Dial command ATDT

Hang-up command |+H ““““““ ATHD Disconnect modem [
Dialling Telephone link
{* Tone f* Main line
" Pulse ™ Subdine Line ID 0

Help | | Save |
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2.2 Modem PAD access property page

ID

Password
These two boxes are for the PSN ID and password. The password is concealed on entry. Each
character is represented by an asterisk (*).
The PSN ID and password are notified by your local network provider.

No.

To configure automatic dialling of the nearest PSN node, enter the corresponding information in
the "Number" box.

Alternative No.
In addition to the primary PAD number (PSN node number), you can also enter a second
number in the box "Alternative No." This number will be dialled if your normal PAD is busy.

Port
Choose between serial ports COM1, COM2, ..., COMS8 for the PC/modem port.
Baud rate
The Baud rate is the speed at which data can be transmitted. Of course, the baud rate also
depends on the performance of your modem. The standard setting is "2400", but you can also
set a Baud rate of between "300" and "64000".
Parity
The parity check refers to the requirements of the PAD. Set the parity check to either
. even or
. none (no parity)
Bits

This entry defines whether transfer will be in 7-bit or 8-bit mode. The definition depends on the
requirements of the PAD.

Initialisation string
Certain commands are needed to initialise the modem. These commands normally form part of
the AT instruction set, which has become a de-facto standard. However, the modems available
on the market differ in the way they handle this instruction set and the number of instructions
they use. In some modems, all AT commands have to be entered in CAPITALS. You will find
further information on this topic in Chapter 2.8: AT Commands

Dial command
To configure automatic dialling of the nearest PSN node, enter the corresponding information in
the "Dial command" box.
The Dial command will be set automatically in accordance with your entries.

Structure of the dial string: ATDabb

Replace the digits as follows:

a = "T"for Tone dial access lines
"P" for Pulse dial access lines
b = OQutside line.

In PBXs, the outside line may be accessed from the extension with "OW", with "0"
standing for the number used by the telephone to access an outside line. "W" tells the
modem to Wait until the outside line has been established.

For further information on the AT instruction set please refer to Chapter 2.8: AT Commands
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2.2 Modem PAD access property page

Hang up command
Enter in this box the command to be used to disconnect the link between your modem and the
PAD.

Disconnect modem
This box is normally clear.
If you leave the box clear, the PAD link will not be disconnected when all Comms. sessions have
been processed. Once a Comms. session has been processed, and a connection to another
bank is required, it simply disconnects from the current bank and immediately establishes a
connection with the next bank. This saves having to redial and saves costs.
If you check this box, however, the modem will automatically disconnect after each data
transmission, so that if you need to process further Comms. sessions, a connection to the PAD
must be re-established before connecting to the bank.
This expensive procedure may be necessary depending on the PAD you are using.

Dialling
Here you can choose whether your modem supports tone ore pulse dialling.

Telephone link
Here you can define, whether the telephone link used by you is a main line or a sub line. If
necessary you can enter a Line ID in the corresponding field.

If you make any subsequent manual changes, the "Dial command" box is updated accordingly.

Select Field Additional entry

Dial command Dial command
Tone ATDT -
Pulse ATDP -
Primary line - -
Extension - ow
Qutside line (x) - X)W
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2.3 X.25 - |leased line property page

2.3 X.25-leased line property page

To use this communication method, your will need

either

or

The communication process is illustrated in the diagram below:

The layout of the property page opened depends on the port you are using for communications.

2012

a free COM port and a Datex-P20 data link (asynchronous dial-up data link) with
corresponding line circuit facilities
an X.25 card and a Datex-P10 data link (synchronous X.25 data link) with corresponding
line circuit facilities.

Alternative 1 :

Your PC
with MC Win.

COM port

Line facility
for DxP20H

Data

Bank computer

Alternative 2 :

Your PC
with MC Win.

X25 card

Line facility
for DxP10H

Data

PSN network

X.25 card

Bank computer

PSN network

X.25 card

Priorities

] Modem PAD access

Comms. parameters | =N X
Madem-Modem direct connection | 1SDN CAPI | TCP/IP Connection

X25 Leased Line

Fort +|  Baud 2400 -
Paty  [Even ]
InitString 1 ’W Bits ’m
Call PAD r
PAD Answer DATEX-P
Init. String 2 SET 2:0.3:25:2.9:0.13:0.1«
NUA Prefix r
Connect 'hergestellt—
Hang-Up ’—
Clearthe line I
Help | | Save
COM



2.3 X.25 - |leased line property page

X.25

If you have defined "X.25", you must have a Datex-P10 data link (synchronous X.25 data link) and
have loaded the card driver BEFORE you start Windows.
No further configuration is required in this case.

COM1 to COMS8

It may be necessary to modify the transmission parameters to suit the installed modem. Please refer to
the user manuals of your Comms. facilities for advice on the parameters to be used.

Key to the text boxes in the dialog box:

Baud
The Baud rate is the speed at which data can be transmitted. Of course, the baud rate also
depends on the performance of your modem. The standard setting is "2400", but you can also
set a Baud rate of between "300" and "64000".

Parity
Set the parity check to either
. even or
. none (no parity)
Bits
This entry defines whether transfer will be in 7-bit or 8-bit mode.
Init. String 1
Inittext 1 depends on the modem you are using. Please refer to the modem documentation for
the commands to be entered.
Call PAD

PAD answer
The characters entered in the first box tell the PAD that a transmission will take place. The PAD
answers tells the program that a connection has been established. The values to be entered in
the "Call PAD" and "PAD answer" boxes depend on the PAD.

When using Deutsche Telekom PADs, the standard Connect message is:

Default for Call PAD is a . (point).
Default PAD answer (answerback) is "DATEX-P".

Init. String 2
As with Inittext 1, Inittext 2 depends on the modem you are using. Please refer to the modem
documentation for the commands to be entered.

NUA prefix
The NUA (Network User Address) is the "telephone number" under which special PADs (incl.
foreign PADs) can be reached. The PAD provider will tell you which entry to make.

The NUA prefix is PAD-specific.

Enter the notified NUA into the text box WITHOUT any spaces between the individual
characters.

The field must be blank when using Deutsche Telekom PADs.
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2.3 X.25 - |leased line property page

Connect
Enter the character string to be sent to the remote station when a connection is being
established in the "Connect" message box. This tells the remote station that a connection has
now been established. The entry in this box is PAD-specific.

When using Deutsche Telekom PADs, the standard Connect message is:
"connected".

Hang up
This tells the program the command to be used to disconnect the link between your modem and
the PAD.

Clear the line
If you select this box, the modem will automatically disconnect after data transmission has been
completed. If not, you must disconnect manually (potentially much later).

The advantage of checking -No- here is that if you are processing session files containing orders
for a variety of banks, the link to the PAD is not disconnected.

In such cases, you do not need to redial the PAD before connecting to the new bank when
processing further Comms. sessions.
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2.4 Modem-Modem property page (direct connection)

2.4 Modem-Modem property page (direct connection)

To use this communication method, you need a free COM port and an external modem or an
integrated modem card, plus a telephone line.

The communication process is illustrated in the diagram below:

Your PC
with MC Win.

Bank computer

COM port

Modem

Modem

Telephone line

You need only enter parameters for a dial-up modem connection if the bank to/from which you are
transmitting data can only support "modem <---> modem" communications.

The text boxes in the dialog box contain the standard settings for data transmission using a standard
modem. Use the blank boxes to enter the values applying to your modem.

If you are not using a standard modem, the settings must be adapted to the modem you are using. You
can read about this in the instruction manual supplied with your modem.

Comms. parameters | = | & i:7-J
Priorities | Modem PAD access ] X25 Leased Line
Modem-Modem direct connection l ISDN CAPI ] TCP/IP Connection

Modem type Individual settings: hd
Port ComM1 - Baud rate 300 hd
Parity Even -
Bits 7 Bits -

Infialisation sting ~ JATAC1&D2I~~~~

Dial command/No.  |ATDT

Hang-up command |-H-+ ““““““ ATHD
Dialling Telephone link
* Tone * Main line
" Pulse ™ Subdine Line 1D 0

Help | | Save |

The following text boxes are available:

Modem type
Choose the modem from the list of modems that are installed on your computer via the
Windows Control panel (settings will be re-used) or select "Individual settings".

Port
Choose between serial ports COM1, ..., COM8 for the PC/modem port.
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2.4 Modem-Modem property page (direct connection)

Baud rate
The Baud rate is the speed at which data can be transmitted. Of course, the baud rate also
depends on the performance of your modem. The standard setting is "2400", but you can also
set a Baud rate of between "300" and "64000".
Set the parity check to either

* even or
* none (no parity)

Bits
This entry defines whether transfer will be in 7-bit or 8-bit mode.

Initialisation string
Certain commands are needed to initialise the modem. These commands normally form part of
the AT instruction set, which has become a de-facto standard. However, the modems available
on the market differ in the way they handle this instruction set and the number of instructions
they use. In some modems, all the commands have to be entered in CAPITALS only. You will
find further information on this topic in Chapter 2.8: AT Commands

Dial command
To configure automatic dialling of the nearest PSN node, enter the corresponding information in
the "Dial command" box.
The Dial command will be set automatically in accordance with your entries.

Structure of the dial string: ATDabb

Replace the digits as follows:

a = "T"for Tone dial access lines
"P" for Pulse dial access lines
b = Outside line.

In PBXs, the outside line may be accessed from the extension with "OW", with "0"
standing for the number used by the telephone to access an outside line. "W" tells the
modem to Wait until the outside line has been established.

For further information on the AT instruction set please refer to Chapter 2.8: AT Commands
Hang up command
Enter in this box the command to be used to disconnect the link between your modem and the

bank modem.

Dialling
Here you can choose whether your modem supports tone ore pulse dialling.

Telephone link
Here you can define, whether the telephone link used by you is a main line or a sub line. If
necessary you can enter a Line ID in the corresponding field.

If you make any subsequent manual changes, the "Dial command" box is updated accordingly.

Select Field Additional entry

Dial command Dial command

Tone ATDT -
Pulse ATDP -
Primary line - -
Extension - ow
Qutside line (x) - X)W
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2.5 ISDN CAPI property page

2.5 |ISDN CAPI property page

To use Comms. method, you need an ISDN card and an ISDN line. Your bank must also be capable of
receiving and transmitting data using ISDN.

# | You must configure your ISDN card as instructed by the manufacturer. Further information is
* | contained in the documentation supplied with the ISDN card. The ISDN card drivers must always

be loaded BEFORE you start Windows.

The communication process is illustrated in the diagram below:

with MC Win.

ISDN card

Your PC

Bank computer

Data
ISDN card

ISDN network

The following parameters are available for ISDN:

Dial command (Outside line)
In PBXs, the outside line may be accessed from the extension with "0", with "0" standing for the

number used by the telephone to access an outside line.

MSN (Multiple Subscriber Number with EURO-ISDN)
Enter to your multiple subcriber number (up to 6 digits) assigned to your terminal device here.

-

Camms. parameaters

E=E)

Priortiss

] Modem PAD access

] X25 Leased Line

2012

Modem-Modem direct connection ISDN CAPI ] TCP/IP Connection
Dial command |
MSM
Help | | Save
COM
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2.6 TCP/IP connection property page

2.6 TCP/IP connection property page

Check the "TCP/IP connection" box on the Priorities property page if your bank offers data
communication facilities over the Internet using the EPFT, MCFT, FTP or EBICS Comms. method (cf.
Chapter 3.2: EPFT/MCFT, 3.4: FTP or 3.5: EBICS).

To be able to communicate over the Internet, WINSOCK.DLL must be installed on your system. You
must also have access to the Internet through a service provider, for instance T-Online, AOL,
CompuServe, etc. or a local service provider.

Comms. parameters | = | & i:7-J
Priorities Maodem PAD access ] ¥25 Leased Line
Modem-Modem direct connection ] ISDN CAPI TCP/IP Connection

Diial Up Netwaorking
™ Use Dial Up Networking

Connection |

User |

Password |

Retry count for dial up access

T

Retry dial up access after how many seconds

-

Prozey settings for EBICS ¥ MCFT
[~ Use Proxy server

Adress./Port Proxy: | 0

User name: |

Password: |

Help |

Save

You have two possibilities to communicate via TCP/IP:
1. TCP/IP direct connection over a leased line

If you are using this permanent line there is no need to set any further parameters.

2. TCP/IP dial-up connection via Internet Provider

To use the dial-up connection to your Internet Provider please configure the communications network
of Windows first and make necessary adjustments using the specification supplied by your provider.

Comms. network:

If you are successfully connected to the internet via comms. network (Use dial-up networking), enter
your connection as well as user and password here. Additionally you can set the number of re-
diallings aswell as the break in seconds between the repetitions. Further you can determine whether
the system has to terminate the connection after the transmission.

During initialization you will be first connected to your internet provider and afterwards to the bank.
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2.6 TCP/IP connection property page

Proxy settings:

If you use a Proxy server, highlight the corresponding checkbox. Subsequently, you can enter for this
the address (IP address like nnn.nnn.nnn.nnn or host name, e.g. proxy.xyz.de; no URL entries) and
port of the proxy server and a user name and password.

LE™ please note ...
With EBICS the standard port for SSL/TLS connections (443) is used. With other procedures
(e.g. MCFT) the banks define special ports for the connection establishment. If in your proxy
outgoing ports are restricted, they need to be activated additionally if necessary. You find the
port data in the BPD file of the respective bank and/or in the letter with the access data.

Since communication to the banks usually is executed automatically, the access data need be
stored in the proxy parameters, in order that they are always available for the communication
processes. If your proxy is awaiting an authentication, we recommend to set up a special
identification for the Electronic Banking communication, whose password should be preferably
also temporally unrestricted. This is not a security risk, since the access data are stored in
encrypted form.

For special cases, in which only MCFT should not be used via proxy, this can be switched off

using an entry in the CSUB.PRO configuration file.

The proxy settings are administered separately for each PC in the network and stored in an encrypted
way. Thus, an individual user identification together with the appropriate proxy password can be stored
here for each PC (or its user), so that there is no need to enter it again for each Comms. order. Thus,
also an unattended mode of communication is possible.

In order to simplify the use of the Electronic Banking system, it can also be useful to create a special
proxy user whose password does not expire.

The following proxy authentication protocols are supported:

1. Basic

2. Digest

3. NTLM (Microsoft® ISA-Server)

No special settings need to be made for this, since the Comms. modules negotiate the favored
protocol automatically with the proxy during connection establishment.
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2.7 Priorities property page (Comms. procedures)

2.7 Priorities property page (Comms. procedures)

Use the Priorities property page to define the sequence (priority) in which the communications
methods you have configured should be used.

Comms. parameters | = | & _é:i-J
Modem-Modem direct connection ] ISDN CAPI ] TCP/IP Connection
Priorities l Modem PAD access ] X25 Leased Line

Links supported Priority

[ Modem PAD access
[~ X25leased line
[~ ISDN [CAPI)

™ Modem-Modem

o el o o

v TCP/IF

™ Use global TCP/IP settings for all workstations

Help | | Save |

With TCP/IP the following characteristic exists, that by ticking the "Use global TCP/IP settings for all
workstations" check box it can be defined, that the TCP/IP parameters (see Chapter 2.6) should be
valid globally. In this case TCP/IP need to be activated only once on any computer and the proxy
parameters also need to be entered only once. Then they are used by all computers in the network.

The configuration of transmission paths to your banks (e.g. via ISDN) is specified in the various BPDs
(Bank Parameter Data files). If access to a bank changes, you will be notified accordingly and you
should then modify the corresponding BPD. Details relating to this are contained in Chapter 3: Define
Bank Parameter Data files.

Priorities 1 - 5 can be specified for each Comms. method in the list box.

If you have an ISDN line, you should allocate this Priority 1 or 2. If you can also use X.25, allocate this
Priority 2 or 3.

If you use a variety of communications methods, the program checks which banks use the method you
have allocated top Priority. Sessions for these banks awaiting processing are processed first. The
program then moves on to the Comms. method with the next priority and processes those sessions
with the specified method.
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2.7 Priorities property page (Comms. procedures)

The procedure is illustrated in the diagram below:

Assign Priority: If your bank offers:

1. TCP/IP Tceip
ISDN Bank 1
X.25

2. ISDN ISDN Bank 2
X.25

3. X.25 X25 Bank 3
Modem

4 Modem X.25 Bank 4

In this example, the program first establishes a connection with Bank 1 over the Internet (= TCP/IP)
and processes all pending sessions.

It then connects to Bank 2 using ISDN. All pending sessions are processed. Because all sessions have
already been sent to Bank 1 over the Internet, this bank is no longer called, unless transmission over
the Internet was not successful.

In the next step, a connection is established to Bank 3 and Bank 4 using X.25, and the remaining
sessions are transmitted. Comms. sessions with Priority 1 (Internet) and 2 (ISDN) have already been
processed by now, so X.25 is only used for Banks 1 and 2 in the event of errors (Internet and ISDN

communication failure).

Because Bank 3, which offers modem-modem communications in addition to X.25, has already been
called in the Priority 3 session (= X.25), there is no modem-modem transmission unless: you modify
the priority list and assign modem-modem communications a higher priority than the Priority 4
assigned in the example.
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2.8 AT Commands

2.8 AT Commands

Modems are controlled using the AT instruction set, which has become a de-facto standard. However,
the modems available on the market differ in the way they handle this instruction set and the number of
instructions they use. In some modems, the commands must all be written in CAPITALS.

A modem can only interpret and process AT commands if it is in the command mode (after switching
on or before transmission).

In transparent mode, on the other hand (during transmission), no characters sent to or received from
the remote station are interpreted.

Each AT command line must start with the prefix "AT" or "at". "AT" refers to "Attention Code". This
code tells the modem to expect one or more commands.

Several commands can be linked together to form a single command line, which must end with a
<CR> character. The commands are separated by spaces.

The total number of characters in a command line may not exceed 40 (including AT prefix, commands,
spaces and the <CR>).
Example for AT-standard modem:

The following settings are constant for all AT modems.

Transm ssion type 300 Baud :or 1200, 2400 / 9600 / etc.
Modem

Baud 300 :or 1200, 2400 / 9600 / etc.

Parity None :

Bits 8 Bit :

Por t covL : or COw, COVB, ..., COMB

PSN 1 D XXXXXXXX : NU fromyour network provider

PSN passwor d XXXXXXXX : Password from network provider

Modem | ni t AT&CL&D2! ~~~~ :

NUA prefix ATDP :

Nurber XXXXXXXX : Tel.No. PSN node

AT standard [ x] : "Check"

Init. string

The text in the "Init str." box should be as follows for most AT modems:
AT&C1&D2V1l~~~~
| |

I DTR shows whether a connection still exists
DCD shows the carrier

If you receive error message "No dial tone" when dialling, change the Init string as follows:

AT&C1&D2V1! ATX1!
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2.8 AT Commands

Dial string
Structure of the dial string: ATDabb
Replace the digits as follows:

a = "T"for Tone dial access lines
"P" for Pulse dial access lines

In PBXs, the outside line may be accessed from the extension with "OW", with "0" standing
for the number used by the telephone to access an outside line. "W" tells the modem to Wait
until the outside line has been established.

AT Commands (selection):

. ATZ
Reset.
Corresponds to switching the modem off and on.

. ATMn
Loudspeaker control.
"n" may have the following values:

0 = always off

1 = on during dialling and connection

2 = always on

3 = on when waiting for answer tone
. ATLn

Loudspeaker volume.
"n" may have the following values:

0 = off
1 = quite
2 = loud
3 = very loud
. ATSO=0
Autoanswer off
. ATE
Echo off
. ATD

Dial a number:

Special dialling characters:

Tone

Pulse

Outside line via earth key

Wait for dialling tone

, 1 second pause before processing next dialling signal ( max. 3 "," in succession)

sV 7Uu-
[ L T | B

Example: ATDTOW06920251
Tone , O for outside line, W for wait, Dialling tone, telephone no., PTT PAD

Example: ATDPOW06920251
Pulse, 0 for outside line, W for wait, dialling tone, telephone number, PTT PAD
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2.8 AT Commands

2012

ATQn
Acknowledgement.
"n" may have the following values:

Acknowledgement on

0
1 Acknowledgement off

ATVn
Type of acknowledgement.
"n" may have the following values:

Acknowledgement as number

0
1 Acknowledgement as text

ATX1
Report CONNECT 1200 or 2400.

ATX3
The modem does not wait for a dialling tone before dialling. This is particularly important for
PBXs.

AT&C1
complies with V22bis to V25bis; DCD shows the status of the Data Carrier of the remote station.
DCD ON status shows valid connection.

AT&D2
If the DTR signal from the PC is set to OFF, the modem disconnects and returns to command
mode.

AT&Sn
Data Set Ready signal.
"n" may have the following values:

Data Set Ready signal always on.
Data Set Ready signal OFF in command and text modes.

0
1

AT&W
Writes current settings to the modem memory so that they are active the next time the modem is
switched on or the ATZ command is entered.
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3 Define Bank Parameter Data files

3 Define Bank Parameter Data files

BPD files are Bank Parameter Data files..

A Bank Parameter Data file saves key data for accessing one of your banks. BPDs are needed to
install or lock the transmission paths and to execute Comms. sessions.

You need a separate BPD for each bank with which you want to communicate.

If you

are using the standard EPFT communication method, you will receive a "bank disk" from your
bank containing the necessary access data in the form of a BPD. The file name normally
consists of an abbreviation of the bank's name plus the standard extension *.BPD.

(File name in brackets behind).

You can accept this file using the selection dialog to open using the [Copy EPFT-BPD] button
from any directory to the program (copy).

you use the enhanced EPFT procedure with Electronic signature (MCFT), you have possibly
received from your bank for each employee authorized to sign a diskette with a BPD file which
you accept using the selection dialog to open using the [Import MCFT-BPD] button from any
directory to the program (import).

This creates a "Multi-user BPD" containing an entry for each user authorised to enter an
Electronic Signature.

From the MCFT bank parameter file dialog, individual user entries can be removed using the
[Export bank parameter file] button from a Multi-User-BPD and saved (exported) using the
selection dialog in any directory as individual BPD file.

The bank parameters, the NUA to be used and the external and internal user of EPFT and
MCFT BPDs can only be edited. New BPDs for these communication methods cannot be
created.

You must create BPDs manually for all other communication methods. Your bank will provide
instructions and relevant details.

In the current program version, you can create BPDs for

FTAM
FTP
EBICS
HBCI
HBCI+
ETEBAC3
WOP

The procedure for creating BPDs is identical for all the communication methods listed above. The only
differences relate to the type and scope of parameters to be defined.
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3.1

Create BPD

The procedure for creating BPDs is identical for all the communication methods listed above. The only
differences relate to the type and scope of parameters to be defined.

Define BPD file i

Flease select an existing bank parameter file

EEBICS ko amikron test bank. [OMIEBICS] -
LBDC .
Die Bank fir die Dokumentation [2YDFL)
EBICS (EBICS)

EBICS to the omikron test bank ([EBICSOMI)
EBICS ta the omikron test bank [KSKEEOELM)
EB[=BAMK

ETEBACI [ETEBALCS)

FTAM[MEA] jetzt such auf EBICS [FTAMDREI)
FTAM[MEA] jetzt auch auf EBICS [FTAMZWEI
FTAMODOT

FTAMBAMEK [FTAMHOAX)

FTAMBANE, [FTAMMATF)

FTAMBANK [MATF] Delete BFD file
FTAMBAME nun ebenza auf A004 [FTAR)

m

FTAMBANK umgestellt auf EBICS [FTAMHDE) Defing fi
or zelect the type of Bank parameter file to be created EBICS - Mew BFD

Copy EFFT BPD file Irport MCFT-BRPD | Help

Follow these steps to create a BPD:

1

2012

Select menu item —Communication- / - BPD files-

If no diskette with a BPD is inserted in the disk drive for the ES, a message asks you to enter the
diskette with the BPD file. Press [Yes] to access the inserted disk. Press [No] to bypass this
option and view a list of all BPD files saved on the hard disk in directory ... MCCWIN\DAT. You
can also close this step by pressing [Cancel].

Files in drives are marked by a drive letter in brackets behind the file name.

Select the BPD to be created or edited

After selecting this menu item a dialog box appears which displays all existing Bank Parameter
Data files and allows you to select a BPD to be created from a list box showing all supported
Comms. methods.

If you

. want to create a new BPD for a particular communication method, select the type of BPD
to be created and confirm by selecting the [New BPD] button.
A list box shows all BPDs that already exist in directory ..\DAT. Enter the name of the file
to be created. The extension ".BPD" is automatically added by the program.

CE™ please note ...

The internal BPD file name may have max. 8 digits and may consist only of
characters (A-Z,a-z,0-9,-, ).

The extension ".BPD" will be automatically attached by the program and the
corresponding entry dialog will be opened.

. want to view and/or edit an existing BPD, position the cursor on the file using either the
mouse or the arrow keys and confirm with [Define file] button.
Double-click the entry in the list to open also the entry dialog.

Entering the BPD name / the parameters

The layout of the dialog box for entering parameters differs depending on the communication
method on which the selected BPD is based. Enter a name for the BPD file. A maximum of 30
characters can be used.
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Information on parameter entry can be found under

. EPFT / MCFT

. FTAM

. FTP

. EBICS

. HBCI

. HBCI+

. ETEBAC3
. WOP

Save your entries with [Save].
Click on [Save] to save the settings to the appropriate Bank Parameter Data file.

(&~ Please note:
The bank parameters, the NUA to be used and the external and internal user of EPFT
and MCFT BPDs can only be edited. New BPDs for these communication methods
cannot be created.

Incidentally:
EPFT BPDs can be copied from the disk to the hard disk directory ..\MCCWIN\DAT using the
[Copy EPFT BPD file] button i.e. this means that EPFT BPDs can also be saved on a disk.

If, however, you wish to save the EPFT BPD from disk to hard disk, you will be asked to insert
the disk with the EPFT BPD file into the drive fort he ES after you have clicked on the [Copy
EPFT BPD file] button.

After inserting the disk and confirming with [OK] all the BPDs on the disk will be displayed in a
list box. Select the BPD to be copied by correctly positioning the cursor and confirming with [OK]
or double-clicking.

Copy EPFT-BPD X

Bark parameter files on dizk

If the BPD is already saved on the hard disk, you will be asked whether you wish to replace the
existing BPD with the new BPD. If yes, confirm with [OK]. Otherwise, click on [Cancel].

If your bank offers communication using MCFT, your bank will provide you with a fully configured
Bank Parameter Data file on disk for each person in your organisation authorised to send data to
and receive data from this bank. The MCFT BPDs have to be imported. To do so, use the
[Import MCFT BPD] button Further details can be found in Chapter 3.2.1: Import MCFT BPD

You can delete again bank parameter files by choosing the corresponding BPD file, then click
the [Delete BPD file] button and answer the following security prompt with [Yes].
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3.2 EPFT/MCFT

EPFT (Electronic Payment File Transfer) is the communications method supplied as standard with the
Core module. EPFT features:

. Verification of error-free data transmission

. Compression

. Encryption

. Syntax check (validation) of the data to be transmitted
. Authorisation during transmission

. Guaranteed protection against manipulation

You can use X.25 (Datex-P), ISDN and the telephone network to transmit data using EPFT. If you use
EPFT, each bank with which you have signed an agreement for electronic banking services provides
you with a BPD. The file name of this BPD is normally an abbreviation of the bank's own name and the
extension ".BDP".

If there are any changes to the communications method used by the bank (for example a different
NUA), you can modify the BPD accordingly. In such cases, your bank will inform you of any changes to
be made.

The extended EPFT method with Electronic Signature is known as MCFT (= MultiCash File Transfer).
It features the same full functionality as the EPFT method, but also supports the Electronic Signature
described in Chapter 6 for authorising payment orders. In contrast to FTAM, the signature is verified
during file transfer itself, providing you with the result of the Comms. session, including signature
verification, immediately after data transmission by means of the Return Codes (cf. Chapter 5.4:
Return Codes).

# | Do not make any changes to the BPDs without prior instructions from your bank. Unauthorised
* | changes could prevent you from accessing your bank. An exception to this involves the fields
with the "internal" and "external names" of users of the MCFT method (described below).

The dialog box for a EPFT BPD contains the following entries:

. BPD description

. User number

. Customer no.

. Bank parameters

. X.25 NUA

. ISDN call no.

. Modem number

. TCP/IP address and port

. Connection information for dial-up networking
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MCFT - Bank parameter file [dh,l

Description of Bank parameter file

EFFT

Usger number 1 Bank parameters Ee R AT
Cusztomer no.
Connection information of bark
R4S connection
.25 NLI& | | _ .
™ Use Dial Up Netwarking
ISDM call no.
Modem number Pompeciion | J
TCPAP  IP-Address Maz [iee iz iz |0 |
Pazswond |
Part no. 4125

DNS-Mame

Key to the boxes:

Description of bank parameter file

Enter an explanatory description in this box. The description you select will then be shown in all
cases instead of the BPD file name.

User number
Customer no.

The entries in the "User number" and "Customer number" boxes are defined by the bank and
cannot be changed by you.

Connection information of bank:

X.25 NUA
ISDN call no.
Modem number

The access numbers for X.25 (Datex-P), ISDN and/or modem communications need only be
entered if the corresponding bank parameter fields have been set (= "J"). These are fields 6
(X.25 (Datex-P) = "J" or "N"), 7 (ISDN ="J" or "N") and 8 (Modem ="J" or "N"). If the
corresponding field in the bank parameter line has been deactivated (= "N"), it is not necessary
to enter the corresponding access number.

The program bases its communication with the bank using the relevant Comms. method on the
access number/NUA from the BPD. The bank will notify you of the access number(s).
In the case of Datex-P, you can specify an area code in the first of the two boxes.

# | Do not make any changes to the access numbers/NUAs unless you receive
* linstructions from your bank.

TCP/IP

2012

If your bank has an Internet gateway, you can use the Internet for all transmit (e.g. payment
orders) and download sessions (e.g. account data). In this case, the "IP address" and "Port
no." fields already contain the correct entries when you receive your BPD. Instead of using the
IP address ("dot notation™) the addressing can be made using a DNS name. This simplifies the
change of addresses because of removal or change of the provider.

To be able to communicate over the Internet, WINSOCK.DLL must be installed on your system.
You must also have access to the Internet through a service provider (e.g. T-Online, AOL, etc.
or a local service provider).

N Do not change IP addresses, port IDs or DNS names unless you receive instructions
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from your bank.

Dial-up networking (RAS connection):

To use the dial-up connection to your Internet Provider please configure the communications
network of Windows first and make necessary adjustments using the specification supplied by
your provider. Enter your connection as well as user and password here.

Bank parameters

2012

The "Bank parameters” box is a character string consisting of a combination of letters and
numbers.

Please note that the bank parameter field describes the parameters supported by the bank, i.e.
the customer can only use ISDN communications with a bank if a "J" is entered in the
corresponding field of the bank parameter character string.

Key to the individual fields of the bank parameters:

KNXXXXXXXXX
IPUB session with ES (J [Yes] or N [No]) using MCFT/FTAM/FTP
Parameter for distributed ES {only for FTP):
N = no distributed ES
W = distributed ES without bank distribution list (list defined by customer)
A = distributed ES with bank distribution list
Parameter for Internet use (J [Yes] or N [Ho])
Parameter for modem use {J [Yes] or N [No])
Parameter for ISDN use (J [Yes] or N [No])
Parameter for X.25 use (J [Yes] or N [No])
Parameter for encryption {H [= hybrid procedure] or N [No]) using FTAM/FTP
Parameter for ES (N, A, B or C, where A = ES type ADDZ, B = ES type A003/M001, C= ES type ADD4/MO02)
Parameter for compression (N or F, where F = compression with FLAM) using FTAM/FTP
Parameter for the internal file name (e.g. A3)

A typical EPFT bank parameter line, for example, has the following structure:

A3NNNJJINNNN

. the internal file name starts with A3

. No separate compression, no separate encryption are needed because these functions
are automatically incorporated in EPFT, no Electronic Signature is available

. for communication with the bank, either X.25 (Datex-P) or ISDN can be used

. The bank does not support modem or Internet communications.

. the Distributed Electronic Signature is not supported by the bank

. the bank does not support PUB orders with Electronic Signature

A typical MCFT bank parameter line, for example, has the following structure:

A3NBNJJINJINJ
. the internal file name starts with A3
. no separate compression is required because this is already incorporated in MCFT
. the data to be transmitted are protected by an Electronic Signature version MO01
. no separate encryption is required because this is already incorporated in MCFT
. for communication with the bank, either X.25 or ISDN can be used.
. the bank does not support modem communications
. the bank does support Internet communications.
. the Distributed Electronic Signature is not supported by the bank
. the bank supports PUB orders with Electronic Signature
COM 3-7



3.2 EPFT/MCFT

Changes are normally necessary only in the four parameters for communications access
(X.25/Datex-P, ISDN, modem and Internet).

bank.

Matching Internal User and Bank user no.:

User number (external name)

In the case of MCFT, the BPDs are supplemented by the table with "internal" and "external”
names. The table is used to allocate the internal names (User names) to the User numbers at

N You should only make changes to these parameters if instructed to do so by your
L]

the bank.
Up to 512 approved signatories can be saved in a BPD file.
MCFT - Bank parameter file [&J
Degcription of B ank parameter file
Aszzign intermal users to extemnal users Connechion information of bank.

Internal name | External name | Save comms pass... | Current E5S version Telephane numbers

3 (Henk Lauwers) 99993900 Mo 006 %26 dialling code

2 10001001 No No H.25 NUA
I1S5DM call no. ane
Modem number 980
TCRAP
IP-ddress [13z [1e8 [126 J142'
Part rumber 4733
DNS-Mame |
Comnz. network
I Use Dial Up Networking
Conhection | J
User |
Password |

Bank parameters
AIMFMMJLINI
E xport Bank parameter file to disk Define default uzer Change comms pazsword | Help | Save |

The "User numbers" (external names) defined by the bank are supplied by your bank (with the
BPD). Several User numbers may be assigned to each Customer ID.
You can use the list box which displays all the users registered in the system to assign the User

numbers. The program checks whether the user names generated in menu item -User- / -

Users- are identical to the entries under "internal name".

Only the Users entered under "Internal name" who have been allocated a User number can

exchange data with the bank using MCFT.

Double-click the list or use context menu entry —Maintain record- (right mouse button) to open

the list of the available users (internal name).

Export bank parameter file

Select the [Export Bank parameter file to disk] (cf. Chapter 3.2.2: Export MCFT BPD) to
remove individual user entries from a multi-user BPD (see Chapter 3.2.1: Import MCFT-BPD )
and save them as individual BPDs.

2012
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Define default user
Using the [Define default user] button you can define a so called default user. Users without
authorisation for this bank parameter file can still use this to prepare orders with electronic
signature. Confirm your entry with [OK] finally.

EE: Please note:

After the definition of a standard user, an administrative order type like INI or PWA has to
be accomplished with the standard user first. The comms. password for the default user is
then stored in the bank parameter file in encrypted form and is added as default for
sending orders with electronic signature.

Select default user LiE_J
If you define a default user, then users User number / Intermal user
withaout authorization for this bank parameter
file can use thiz nevertheless for ranzmit Mo default uzer
zezzionz with Electionic signature. 93533300 3
oooont 2

Please note that for the default uzer the
Cormz. pazzword iz saved in encrypted form
in the bank parameter file and iz predefined
by default far transmit sezzions with
Electronic signature.

Help | oK |

Change Comms. password

Click on [Change Comms. password] to change the Comms. password, which is stored in the
BPD. (The password, which is known by the bank, is not changed hereby! Therefore the session
type PWA must be used or the password has to be changed on the bank computer using the
menu item -Communication- / - Change Comms. password- [ wizard ]).

Select any user from the bank parameter file. Simply enter the new password. Because
password definition is concealed, i.e. when you press a key you only see an * (asterisk) on the
screen, you must repeat the new password for your own protection.

Then confirm your entries with <Return> or by clicking on [Save].

Change comms password P
User 2 hd
Mew password
Flease repeat

Help Save
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3.2.1 Import MCFT BPD

If your bank offers communication using MCFT (cf. Chapter 1.2.2: MCFT ), they will supply you with a
fully configured Bank Parameter Data file on disk for each person in your organisation authorised to
send data to and receive data from this bank. You can merge the Bank Parameter Data files on each
of these disks to form a "Multi-user BPD". You can also use the BPDs separately.

What is a "Multi-user BPD"?

The bank has specified that several users can access an account to transmit and download
data. An "external name" (User number)has been saved at the bank for these users. All users
for whom the BPD contains an "external name" can use this BPD. This means that there does
not have to be a separate BPD for each user.

The relationships are explained in the diagram below:

The bank creates individual bank parameter files for authorized users

BPD BPD BPD
User 1 User 2 User x
External Name: External Name: External Name:

Import into Program

v v v

Multi-User-BPD

BPD
User1

External Name: Internal Name:

BPD
User 2

External Name; Internal Name:

BFD
User x

External Name: Internal Name:

The Multi-User-BPD can be used by all users
(identified by external [ internal names)

Select the button [Import MCFT BPD] to generate a single "Multi-user BPD" from a variety of individual
BPDs before defining the BPD file (cf. Chapter 3.1 Create BPD) . This "Multi-user BPD" can only be
saved on the hard disk: it cannot be copied to a diskette.

The advantage of "Multi-user BPDs" is that when Comms. sessions are started, all users need only

access a single BPD to communicate with a single bank. This one BPD can be assigned a unique
name to identify the relevant bank.
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The following steps are necessary to import a MCFT BPD or to create a "Multi-User-BPD":

1 Select the [Import MCFT BPD] button.

2 Select the folder where the individual BPD is located on your computer.

3 Select the MCFT bank parameter file from which user data is to be transferred from an overview
of the bank parameter files available in the chosen folder. Select the appropriate bank parameter
file by positioning the cursor or by clicking with the mouse and confirm with [OK].

. \
Import MCFT-BPD —r

Bark parameter filzz on disk

4 Allocating the User number ("external name") to an internal User. Select the user name (=
internal name) of the user who will be one of the users of the new "Multi-user BPD" from the list
box which lists all users registered in the customer system. Confirm your selection by clicking on
the [Accept] button. In the event of there being several users, the process will be repeated until
all the users have been allocated to internal users. If you do not wish to import a particular user,
click on the [Do not accept] button

L& please note:
When importing a BPD, the "Internal name" box always contains the name of the current user.
Internal User [&J
User no. 10001007
Irternal Marne _ hd
Help | Accept | Do Mot accept |
Incidentally:

When creating a new "Multi-user BPD" or modifying an existing one, "pairs" are always formed
from the "external” name defined by the bank and an "internal" name. This means that an
"internal” name is allocated to an "external" bank name.

You can view the "external” and "internal" name pairs contained in a "Multi-user BPD" at any

time in -Communication- by choosing menu item —BPD files-. More detailed information is
contained in Chapter 3.1: Create BPD
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3.2.2 Export MCFT BPD

The "Multi-user BPD" merged from several individual BPDs using the [Import MCFT BPD] button can
be split back into individual BPDs using the [Export Bank parameter file to disk] button in the dialog
box "MCFT-Bank data". The individual BPDs are "exported" to a diskette.

It may be necessary to "export" individual BPDs if a user saved in a "Multi-user BPD"

. leaves the company or organisation and the transmission path for this individual must be deleted

. moves to another department or branch office and will continue to use the transmission path
originally defined for this user

. etc.

In the first case, the individual BPD "exported" to diskette must be deleted. In the second case, the
user takes his or her individual BPD saved on diskette to their new workplace where they can continue
to use it as before.

The following steps are necessary to export individual BPDs from a "Multi-User-BPD":
1 Select the MCFT "Multi-user BPD" from which the individual BPD will be exported

2 Click on the [Export BPD file to disk] button.

Select User [dh,l

User number / Internal User

iooomao 2

Help | Execute Export | Do Mot Export

3 Select the user (identified by User number and "internal" user names) whose BPD will be
exported. Select one or several users to be exported by positioning the cursor or with a mouse
click and then press the [Execute Export] button

4 Choose target directory for export from the directory structure and confirm with [OK]
Insert a medium where required (the individual BPD exported from the "Multi-user BPD" will be
written to this medium.)
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3.3 FTAM

FTAM (File Transfer Access Method) is a standardised method of transferring files of any kind. FTAM
enables access to the contents and attributes of a file in a networked open system.

With FTAM communications, you must create a separate Bank Parameter Data file for each bank.
In contrast to EPFT/MCFT, your bank does not send you a BPD for FTAM.

FTAM - Bank parameter file L&J

Description of bank parameter file ||

Carnection infarmation of bank, Encryption infarmation

K ZENLA | | 45447658765743 [No enciyption |
ISDN MUA |545888?88?8?59 |No enciyption bank-side J
I1SDM call cormand |Single DES B4-Bit J
Autarnatic: retriewal of PTE, files Information an bank

Haws mary minutes after Customer D Host name Bank parameter
zending a file (O=newver] * 0

[FTAMUSER [FTAMHOST |A3FBJJINN

Corversion to ES wersion A004
I aximumn length of conversion
Mot gtarted J Started on " e 1]

M atching Internal user and Bank uzer no.

Internal name | External name | Save Comms. pass... | Default user | Sig.class
1 ICH Yes Yes
KUNDE1 MEIER Mo Mo
KUNDE 2 MiGLLER Mo Mo
KUNDE 3 MOLL Mo Mo

4 111 3

Corwert thiz bank parameter file for using FTP |

Hew uger | Change Comms. passwold| Seszion lypes | Sender-|D EDIFACT | Help | Save |

The following boxes are available for generating an FTAM BPD:

Description of bank parameter file

In this field, enter a meaningful description of the BPD file (max. 30 characters) which is used in
the further program run instead of the BPD file name.

Connection information of bank:
The information needed to configure the fields listed above will be supplied by your bank. One
exception is the "BPD description" field, in which you should enter an explanatory BPD

description yourself. The description you select will then be shown in all cases instead of the
BPD file name.

. X.25 prefix (Country ID)

. X.25- NUA

. ISDN NUA

. ISDN call command (e. g. PBX, provider number etc.)

Encryption information:
"Encryption information" provides information on whether customer or bank encryption has
been specified in menu item -Communication - / -Encryption- (see Chapter 4.5) and which key
has been selected for encryption. If no encryption between the customer and the bank has been
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agreed, the status is: "No customer or bank encryption”. After adding the session types VPK or
VPB, the status changes to "Customer or bank encryption ready". Once the keys have been
exchanged, the status changes to "Customer or bank encryption active".

Automatic retrieval of PTK files:

If you enter a number of minutes in the field "How many minutes after sending a file?", an
automatic collection of the corresponding log files starts the appropriate time after sending a file.
If you set this parameter to "0" no automatic collection of *.PTK files takes place.

Information on bank:

2012

The Customer ID defined by the bank identifies the customer in all Comms. sessions. The bank
computer will only accept Comms. sessions if you have a Customer ID at your bank.

The Host name and the bank parameters will be provided by your bank.

The "Bank parameters” box contains a character string consisting of a combination of letters and
numbers.

Please note that the bank parameter field describes the parameters supported by the bank, i.e.
the customer can only use ISDN communications with a bank if a "J" is entered in the
corresponding field of the bank parameter character string.

Key to the individual fields of the bank parameters:

KNXXXXXXXXX
IPUB session with ES (J [Yes] or N [No]) using MCFT/FTAM/FTP
Parameter for distributed ES {only for FTP):
N = no distributed ES
W = distributed ES without bank distribution list (list defined by customer)
A = distributed ES with bank distribution list
Parameter for Internet use (J [Yes] or N [Ho])
Parameter for modem use {J [Yes] or N [No])
Parameter for ISDN use (J [Yes] or N [No])
Parameter for X.25 use (J [Yes] or N [No])
Parameter for encryption {H [= hybrid procedure] or N [No]) using FTAM/FTP
Parameter for ES (N, A, B or C, where A = ES type ADDZ, B = ES type A003/M001, C= ES type ADD4/MO02)
Parameter for compression (N or F, where F = compression with FLAM) using FTAM/FTP
Parameter for the internal file name {e.y. A3)

A typical FTAM bank parameter line, for example, has the following structure:

A3FCHJJNNNJ

. the internal file name starts with A3

. files can be compressed using the FLAM procedure

. the data to be transmitted are protected by an Electronic Signature version A004
. an encryption is possible (hybrid procedure)

. for communication with the bank, either X.25 or ISDN can be used

. the bank does not support modem communications

. the bank does support Internet communications.

. the Distributed Electronic Signature is not supported by the bank

. the bank supports PUB orders with Electronic Signature

Changes are normally necessary only in the parameters for communications access
(X.25/Datex-P, ISDN, modem and Internet).

. You should only make changes to these parameters if instructed to do so by your
* bank.
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Conversion to ES version A004:

Under "Conversion to ES version A004" you will find information on the status of the ES
conversion process (not started, can be started, started, ready), on the start of the conversion
and on the max. length of the conversion phase (60 days by default). For more information see
Chapter 6.3: Convert signature version.

Matching Internal User and Bank user no.:

2012

In addition to the customer ID, you should define internal and external names for the individual
users allowed to use the respective BPD. Up to 512 authorized signatories can be stored in one
BPD.

The "external names" defined by the bank are supplied by your bank's Customer Service dept.
Several external names may be assigned to each Customer ID.

You can also assign the external names to specific users. The program checks whether the user
names defined in menu item -Users- are identical to the entries under "internal name". Only
users entered under "internal name" who have been assigned an "external name" can use
FTAM to communicate with a bank.

Double-click the list or use context menu entry —Maintain record - (right mouse button) to open
the list of the available users (internal name). Then you can enter the external name. Use the
context menu entry —New entry of user — to add new users (from the one available on the PC) to
the BPD file (new record). Use -Delete- and confirm the security prompt with [Yes] to remove
user entries from the BPD file.

In addition, it can be defined for each user whether the Commes. password shall be saved in the
bank parameter file. To do so, choose either "Yes” or "No” from the list in the column "Save
Comms. password".

The Comms. password is saved in the BPD file and automatically added to the Comms. session
for transmit sessions with an Electronic Signature. This eliminates the need to enter the Comms.
password manually for each bank even if encryption is activated - as long as it is validated by an
Electronic Signature .

After starting the BPD session type "Fetch Bank Parameter Data file", the signature category
defined for you by the bank is entered in the "Sig. class" box:

N No signature required

E Permission for single signature up to maximum amount

A Permission for single signature with any ES permission up to the maximum
amount

B Permission only for second signature up to max. amount

In the context of the enhancement of the signature keys to a length of 1024 Bit the allocation
area was extended by a column with the current ES version of each user (A003 or A004).

Click on [Change Comms. password] to change the Comms. password, which is stored in the
BPD.

(The password, which is known by the bank, is not changed hereby! Therefore the session type
PWA must be used or the password has to be changed on the bank computer using the menu
item -Communication- / - Change Comms. password- [ wizard ).

This function has to be used, if a FTAM BPD was restored from backup, the check box "Save
Comms. password" was set and the password has changed between the backup and the
restoring.

Select any user from a list of external names. Simply enter the new password. Because
password definition is concealed, i.e. when you press a key you only see an * (asterisk) on the
screen, you must repeat the new password for your own protection.

Then confirm your entries with <Return> or by clicking on [Save].
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Change Comms. password lﬁj

Esternal Mame ICH -

Mew passwaord
Flease repeat

Finally, click on [Session types] to define the session types for which encryption and/or
compression using FLAM will be enabled. The information is entered via BPD session type
"Fetch Bank Parameter Data file", but you can edit this information if you wish. Select the
session type you are looking for from the list box containing all possible session types. Add this
session type to the table below by clicking on [Add this session type]. Continue doing this until
you have entered all the session types you want in the table. You can then specify for each
session type whether encryption should be activated or not, or whether the data should be
compressed using FLAM. Confirm your entry with [Save].

( Session types [—Khr
ALK G |
Seszion type E ncryption Compresgion
| JE | |None J |N0ne J J
| J |N0ne J |N0ne J
| J |N0ne J |N0ne J
| J |N0ne J |N0ne J
| J |N0ne J |N0ne J
| J |N0ne J |N0ne J
| J |N0ne J |N0ne J
| J |N0ne J |N0ne J J

When sending an EDIFACT file, select the [Sender ID EDIFACT] button to validate the file with
a Sender ID.

Some banks require a signature in accordance with the General Safety Agreement EDIFACT in
the case of EDIFACT transmissions. Should this be the case, check the option box "Activate
Sender ID" and enter the Sender ID in the appropriate field. Having done this, transmit the public
key to this bank again (Session type PUB). Please note that either an EDIFACT-ZV-module or
the EDIFACT support must be installed for EDIFACT transmissions.

Sender-ID EDIFACT [ 23|

[ Activate EDIFACT Sender-1D

SenderD |

Internet communication using FTAM is not possible at present.

Click on [Save] to save the settings to the appropriate Bank Parameter Data file.
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3.4 FTP

FTP (File Transfer Protocol) is an Internet protocol which supports data interchange across the Net.

Files are generally transferred in binary mode. They cannot be transferred in ASCII because all files
are transferred in encrypted form.

The FTP BPD dialog box is generally similar to the FTAM BPD dialog box (see Chapter 3.3).
Also, up to 512 approved signatories can be saved in a BPD file (assignment as for FTAM).

Instead of the Datex-P NUA or ISDN NUA, all you need to do is enter the IP address of the bank host
computer, Data port (on bank side) and FTP port (on your side) as "Connection Information on bank".
The addressing can be made using a DNS name instead of using the IP address ("dot notation") This

simplifies the change of addresses because of removal or change of the provider.

There are additional options for dial-up networking:

To use the dial-up connection to your Internet Provider please configure the communications network
of Windows first and make necessary adjustments using the specification supplied by your provider.
Enter your connection as well as user and password here.

The other data you need to enter in the boxes will be notified by your bank.

In the context of the enhancement of the signature keys to a length of 1024 Bit the allocation area was
extended by a column with the current ES version of each user (A003 or A004). Under "Conversion to
ES version A004" you will find information on the status of the ES conversion process (not started, can
be started, started, ready), on the start of the conversion and on the max. length of the conversion
phase (60 days by default). For more information see Chapter 6.3: Convert signature version.

FTP - Bank parameter file L—Ehj

Description of bank parameter file ||

Connection information of bank Encryption information
IP-addess 123 [123 123|123 |ND ercryption J
DMS name | |N0 enciyption bank-zide J
Dataport |0 Crnd port |U |Single DES B4-Eit J
RAS connection Autamatic: retriswal of PTE, files
[ Usze Dial Up Metworking Haw many minutes after

sending a file [J=never] ? 0
Connection | J

Information on bank
User | Custormer [Dv Host hame B ank parameter
Password | |FTPKUNDE [FTPHOST [A3FCHMINIY

Matching Internal User and Bank user no.
=] egunen e e o

Allocations internal uzer and user no. at bank

Internal name | External name | Save Comms. pass... | Default user 5 class | Current f
1 FTP_USER Mo Mo
4 m 3

Mew user Change Comme. password Seszion kypes Sender-ID EDIFACT | Help | Save |
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Delete several times available bank parameter files

If a FTAM or FTP bank parameter file will be detected in your system, which is available several times,
that means which is different by name, but identical by customer ID, host name and the call number,
these bank parameter files are displayed in a special window after a new installation. You can remove
these no longer needed bank parameter files from the system by pressing the [Delete marked bank
parameter files] button.

2012

Delete bank parameter files which are present several times

=

Here FTAMAFTF bank parameter files are displayed, which are available in your system several times, i, e. in which the
customer [0, the host name and the telephone number are identical.

If pou are gure that wou do not require some of these bank parameter files any longer. then highlight theze here and pleasze

confirm the deletion!

Bank Customer-|D Host name Call no

EBICS to the omikron test bank [EBICSOMI.BPD) rk.410000 EBICSSRY

__EBICS to omikron test bank__ (OMIEBICS.BPD) MkA10000 EBICSSRY

La banque (EBI<FRAMN.BPD) FTAMCLIE EBI<HOST 123486799

La banque (FTAMFRAN.BPD) FTAMCLIE EBI<HOST 0123456723

FTAMBANE [FTAMMATF.BPD) FTAMUSER EBI<HOST 1234567390

FTAMBANK [MATF.BPD) FTAMUSER EBI<HOST 1234567890

4 m [ 2
Delete marked bank parameter files Help

COM
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3.5 EBICS

EBICS (Electronic Banking Internet Communication Standard) is a standard procedure for the
communication via internet provided by all German banks starting from 2008. Starting from November
2009, EBICS is supported also by all banks in France (only version 2.4).

As it is with the FTAM/FTP communication, you have to generate a separate bank parameter file
(BPD) for each bank.

If you want to convert an existing FTAM/FTP access to EBICS, please use the migration wizard under -
Communication- / - Convert FTAM/FTP bank access to EBICS- (Chapter 4.6) for this.

EBICS - Bank parameter file LX)
Dezcription of the bank parameter file EBICS with bank. data
Bank connection detailz Authentication status of the bank

? Address (URL) |https:f.-’l-ufa3.tl.0mikr0n.de;’EBIES;" Check access | |F|ead_|,| J
Information regarding the bank. Automatic collection of PTE files
Customer{D Host name Dperation mode EBICS-Protocol version How many minutes after sending a file ’—D
[EBC323KK [EBICSUFA  |Standard ~] [Hoos [ | | Ottt
Allazations Internal uzer and uzer no. at bank
Internal name | External na... | Save Comms. passw... | Default user | Current ES version | EBICS status |
3 EBC32373 MNo Mo Mew
2 EBC32372 MNo MNo MNew
1 EBC323TT MNo MNo A6 Ready

Mew user | Change Cornmns. password | Bank data | Hazh values of bank | EBICS parameter | Help | Save |

In an EBICS bank parameter file, the following fields are available:

Description of bank parameter file
In this field, enter a meaningful description of the BPD file (max. 30 characters) which is used in

the further program run instead of the file name of the BPD file.

Connection information of the bank:
The required details are notified to you by your bank. Enter here the internet address (URL) of

the bank server (DNS name or IP address) for the EBICS access.

Use the [ ? ] button in front of the connection information to open a list of known EBICS access
data.
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Select EBICE bank access lﬂhj

‘You can select here fram the list the suitable one of the EBICS bank systems known by the pragram, in this
process many parameters will be added.

If your bank i not recorded here, you can cancel and add the data manually from the letter of vour bank |

Predefined parameters of the EBICS bank access activated below:

URL of bank: |https:a’a’multicash.apobank.def

Huost hame: it

Protocal versiory  |HO02

Alphabetical list of known bank accesses for EBICS:

APO-Bank, Deutsche Apotheker- und Arztebank. o~
Bank Austria HOOZ2

Bank Austria HOO3

Bank fiir Sozialwitzchaft 4G

Bankhaus Max Flessa KG

Barkhaus Meelmeyper

Bankhaus Plump

BMP Paribas Fortiz

BT, Bank fur Tirol und Vorarlberg AG

Commerzbark. 2

If a suitable access is contained in the alphabetical list, you can choose it and add the access
data to the bank parameter file by clicking on the [Save] button.

Using the [Check access] button you can test the connection to the bank host. After pushing the
button the result of the EBICS URL check is displayed accordingly. Close the boxes via [OK]
button respectively.

The following messages can be displayed:

1. In the case of a wrong certificate:
E_TLS_INVALID CERTIFICATE- Communication cannot be established

2. In the case, that the proxy is addressed with the wrong port:
E_TLS INVALID_SERVER_HELLO - Communication cannot be established

3. In the case, that proxy or server cannot be found:
E_HTTPCLIENT_CONNECT_FAILED - Communication cannot be established

4. In the case, that the server can be found, but the start page is wrong:
HTTP 404 Not Found- Communication was sucessfully tested

5. In the case, that everything runs sucessfully:
HTTP 301 Moved Permanently - Communication was sucessfully tested

Check access [ﬁj

Flease wait, your EBICS access is being checked ...

HTTP(g) connection is being tested. Result:

HTTP 301 Moved Permanently

Supported EBICS versions are being determined. Please wait ...
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S

Check access

Communication was sucessfully tested.

At the same time a HEV request is started, which retrieves the EBICS protocol version (see
further below) supported by the bank system (e.g. with EBICS 2.4 the protocol version H003). If
this request is successful, the protocol version is set in the BPD and the field "Protocol version”
is blocked, since from this point the bank computer defines the highest EBICS version to be
used (see also EBICS parameters further below).

Using the [Check access] button already existing bank accesses can be updated manually.
This request can be accomplished also from subscribers not yet initialized and so it is possible
without authentication signature. The HEV request is also executed, if a newly entered EBICS
BPD is stored.

Authentication status of the bank:
Here you find details regarding the "Authentication status of the bank", the corresponding
details regarding the user status can be found beneath in the area of the user allocation.
You find here first the status display "New" (before requesting the bank keys). After successful
verification of the keys the display changes to "Ready". A failure of the verification is displayed by
"Verification defective".

Bank information:
The Customer-ID defined on bank side is used for all communication jobs for the identification
of the customer. The bank server only accepts your communication jobs if you have a
Customer-ID from your bank. Information on host name is provided by the the bank, e.g.
Standard, France T (Transport ES), France TS (individual ES), Switzerland UBS..

The field Operation mode specifies, which EBICS variant is used by the bank.

Under EBICS protocol version the protocol type supported by the bank is displayed.
After a HEV request the protocol version supported by the bank system is entered here.

This ensures, that the initialization is accomplished with the highest protocol version supported
by both systems. If the request fails, the version H002 is entered in the BPD (since this always
has to work).

Automatic retrieval of PTK files:
If you replace here the presetting 0 by a number of minutes in the field "How many minutes
after sending a file?", an automatic retrieval of the corresponding log files starts the appropriate
time after an EBICS transmit session. If the parameter is set to "0" no automatic retrieval takes
place.

For the type of customer log the following applies:

Session |Protocol |Operation Remark
type version mode
PTK All All To some extent not supported completely in France.
ACK HO03 France T and | If the parameter "Payment Status Report instead of
TS customer logfile?" is set in the EBICS parameters (see
below), ACK is automatically executed for HO03.
HAC Starting All If the parameter "Payment Status Report instead of
from HO04 customer logfile?" is set in the EBICS parameters (see
below), HAC is automatically executed for HO04

COM 3-21



3.5 EBICS

| | | | (customer logfile in XML format).

Allocations internal user and user number at the bank:
In addition to the Customer-ID, define internal and external names for the individual users who
may work with the respective BPD file. Up to 512 approved signatories can be saved in a BPD
file.

You receive the "external names" defined on bank side from your bank. To each Customer-ID
several external names can be allocated.

The external names can be allocated by you to defined users. Under "internal name" you can
choose the user names defined in menu item -Users- using a list box. Only the users entered
under "internal user", to which an "external name" has been allocated, can exchange data with a
bank via EBICS.

Using the [New user] button or context menu entry -New entry of user- when clicking with the
right mouse button on an already entered user, new users (from the users available within the
computer) can be chosen and added to the BPD file (a new record is created). By clicking with
the left mouse button in the list or using context menu entry -Maintain record- (right mouse
button) existing records can be edited. Using -Delete- and confirming the security prompt with
[Yes] user entries can be deleted from the BPD file.

In addition to the external name, you can define for each user whether the Comms. password
shall be saved in the bank parameter file. To do so, choose in the column "Save Comms.
password" from the list either "Yes" or "No". Furthermore, you can define whether the entered
user shall be a "Default user". More detailed information can be found in the text for the
migration wizard, where you can define within the framework of the conversion a user as default
user (technical user) (see Chapter 4.6: Convert FTAM/FTP bank access to EBICS: Define
default user).

The information on the used Electronic Signature (current ES version; EBICS requires at least
signature version A004) and on the EBICS status for each user (for the authentication status of
the bank, see above) is updated within the context of the data exchange with the bank. Possible
states for the user are:

New - before initialisation

Partially initialised (INI) - only if INI has been executed successfully
Partially initialised (HIA)- only if HIA has been executed successfully
Ready - if INI and HIA have been executed successfully

Disabled - if a SPR order has been executed successfully

Further functional buttons:

Use the [Change Comms. password] button to change the password which is saved in the BPD file.
For this, each user can be chosen from a list of external names. You simply enter a new password.
Since the password entry is made concealed, i.e. each keystroke is displayed by an * (asterisk), you
must please repeat the password entry for security.

Change Comms. password l—-EE-J

Esternal Mame |

CH -

Mew passwaord
Flease repeat

Confirm finally your entries with <Return> or by clicking [Save].
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With the monthly HPD retrieval (Receive bank parameter data) also a HKD request (Receive
customer and user information) is accomplished. The received data are stored for each bank
parameter record and can be displayed using the [Bank data] button. If the retrieval is made manually
via file manager, the data are displayed there [also for HTD requests (Receive user information)]. The
manual update is also possible there at any time.

@@ DATHKDA000.05P

= | (=) ||

N

Address:

Name and address

Ebics BR 323

Information on bank:

Host name

Account dat:

Currenc cy A tid Bank Al mb
EUR

EUR

EUR

EUR

EUR

EUR

EUR

Session types:

Session type Direction ES required Description

ACK Download EBICS-Protokoll (PSR)

ATZ Upload 2 Osterreich IZV V3

AZV Upload 2 Auslandszahlungsverk ehrsdatei

c2c Upload 2 SEPA Firmenlastschrift Container
C52 Download CAMT Saldenreport/Vormerkposten
cs3 Download CAMT Tagesanszug

Ccs54 Download CAMT Sammelbuchungsdatei/ Avise

The [Hash values of bank] button is used to display the last entered hash values (Authentication
hash of the bank (X0??) / Encryption hash of the bank (E0??)) for the reconciliation with the keys
collected from the bank (session type HPB). The hash values are notified to you by the bank.

It is no need to enter all values. Normally, a few digits are sufficient for the authentication. All values
entered by you are reconciled with the transmitted values. Quit the entry by pressing the [Save] button.

Hash values of bank lﬂhj

Authentication hash of bank [(<077]

ogete [ [ [ [ [ [ [ [
owste [ [
swerrae [T [T
as2s22 | [ [ [ [ [ [

Encryption hash of bank [E0?7)

owsts [ [
owess [ [ [

stz [ [ [ [
oaszs32 | | | | [ [ [ [

| Help | Save |

More detailed information can be found in the text for the migration wizard where you can already enter
the hash values within the context of the conversion (see Chapter 4.6: Convert FTAM/FTP bank
access to EBICS: Enter hash values of bank keys).
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After collection of the bank keys by means of HPB session type the hash values of the bank are
entered here and the mask is no longer capable for editing.

[ Hash values of bank lihy

Authentication hash of bank [<077)

pigis1e [0B [FE [z [ e [ee A BT
Digiss1e [67 0T [E e e [ [0
pigis1724  [08 2 e [ [ [ [ [
sz [ [ [ [ [ [ [ [
Encryption hash of bank [E0?7)

pigte1e: [0B [FE [12 [3 [oe [rB 4 BT
Dts31s: [ 01 [C [s6 [T [oF [ JE0
Dige1724  [o5 52 [ e [ [ [ [
ogszszz | | [ [ [ [ [ [

| [t ] |

If the alignment of the hash values was not successful, these values remain editable and can be
approved after manual alignment using the [Approve hash values] button.

Using the [EBICS parameters] button you can switch to an overview, where the compatibility
settings/parameter information supported by the bank is summarized.

25

EBICS parameter

Compatibility settings to be changed only after consulkation with the bank / EEICS parameter

| Deactivate accournt autharization [Pretalidation) ?
[ Deactivate recoveny of broken transmissions 7

-

o o

-
-
-

-

v Use electranic signature for payment authorization ?
[ Payment Status Report instead of customer logfile 7

EBICS protocol versions Authentification versions Encruption wersions Signature versions

[ = [ I [
[ [ I [
[ [

Bank parameter lazt received:

120712
Help | Save |

Compatibility settings / EBICS parameters:
Attention! The settings in this section are only to be changed after consulting your bank:
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The "PreValidation" function effects, that always all information required for a pre-validation of
the ES, the account authorization and the limit is transmitted. If the bank system supports the
"PreValidation" function, the reply from the bank server, if pre-validation fails, is displayed in the
File Manager. The order can then be edited again.

By ticking the "Deactivate account authorization (pre-validation)?" check box, this function
can be deactivated on customer side if necessary.

The "Recovery" function enables to continue the transmission of an order after a
communication abort, without need to transfer all already successfully sent order data segments
again. If the bank system also supports the "Recovery" function, on repeating it the
communication is automatically continued at the restarting point.

By ticking the "Deactivate recovery of broken transmissions?" check box, this function can
be deactivated on customer side if need be.

If the bank supports the use of certificates, the "Support for X.509 data?" box is checked. In
France, certificates for customer and bank are mandatory.
Additionally, the "Persistent X.509 data?" check box can be ticked.

Further options are:

"Bank specific certificate for customer key?". Using this option it is possible to support one
certificate per bank.

"Self-signed certificate for authentication and encryption key?". In this case no CA is
necessary (default in France).

"Self-signed certificate for signature key?" In France with variant T.

If the bank the supports the "ClientDataDownload" function, the appropriate check box is
marked. With this, the session types HKD (download customer data) and HTD (download
subscriber data) are used.

If the bank supports the request of session types, the "HAA support” check box is ticked
(Collect retrievable session types).

If the bank supports the EBICS test mode option, the check box "Test mode available?" is
ticked (default in France). The test mode is activated/deactivated using the following check box
"Test mode activated?".

Further options are:

"Use electronic signature for payment authorization?"

This option controls, whether for this bank electronic signatures should be used for payment
authorization. If this parameter is not activated, the file indeed can be signed in the payment
module, but is added to the file manager with attribute T (transport signature).

"Payment Status Report instead of customer log file?"

If this option is checked, depending on the protocol version (see above) a Payment Status
Report (session types ACK or HAC) is collected instead of a customer log file (session type
PTK).

EBICS protocol versions:
The EBICS protocol version supported by the bank is displayed here. With the EBICS version
2.4/2.5 a new protocol version (H003/H004) was introduced.

Authentication versions:
The version of the authentication procedure supported by the bank is displayed here. With the
EBICS protocol version HO03 also a new version of the authentication procedure (X002) was
introduced.
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Encryption versions:
The version of the encryption procedure supported by the bank is displayed here. With the
EBICS protocol version HO03 also a new version of the encryption procedure (E002) was
introduced.

Signature versions:
The signature version supported by the bank is displayed here. With the EBICS protocol version
HO003 the new ES versions A005 and A006 were introduced newly.

The update of the supported features of the bank is accomplished all 30 days automatically by means
of a HPD request (Download bank parameters). The date of the last HPD request is stored in the BPD
and is shown here in the "Bank parameters received last time:" box. With each communication it is
checked, whether the last HPD request lies one month or longer back. If this is the case (or still no last
request date is stored), a HEV and a HPD request are accomplished automatically before the pending
order and the date is registered here.

EE: Please note ...

If you would like to accomplish a HPD request outside of this fixed 30 days range, for example
upon call of the bank, then this is possible at any time in the file manager by creating a collection
order.

By confirming finally with the [Save] button the settings are added to the EBICS bank parameter file.
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3.6 HBCI

Using the HBCI procedure (Homebanking Computer Interface) you work with an individual digital key
on a personal diskette or chipcard. You insert this into the disk drive or into a special chipcard reader
while working with the program. With the data on the diskette or on the chipcard, your orders to the
bank are encrypted after entering a password/a PIN.

To be able to use HBCI, whichever security medium you may use, you have to take care of the fact
that

- the "HBCI communication module" has been installed.

- the "TCP/IP connection” procedure has been ticked on the Priorities property page on menu item -
Communication- / -Comms. parameters-. On the TCP/IP connection property page, you have to decide
whether the connection is made using dial up networking or LAN.

If you want to use the HBCI procedure with chipcard, you have to ensure additionally that

- the chipcard reader driver has been installed,
- the connected chipcard reader has been tested using menu item —Chipcard reader- in the Windows
control panel.

After clicking the [New BPD] button under -Communication- /-Bank parameter files-, selecting the
"HBCI" procedure using the list box and entering a name for the bank parameter file, a dialog opens to
enter the account details and the selection of the key medium.

[E please note ...
The internal BPD file name may have max. 8 digits and may consist only of characters (A-Z,a-
z,0-9,-, ).

Please enter first in the two text boxes your account details consisting of the bank code (BLZ) and the
a/c. number, for which you wish to use the HBCI procedure. Subsequently, choose the medium for
saving the keys by clicking on the appropriate radio button.

The further procedure is a little different depending on diskette or chipcard usage:
Option A: You want to use a key diskette...
After confirming the selection with [OK], enter the following in the next dialog successively:
. the drive (the drive letter) for your HBCI key diskette
A key pair consists of a Private Key and a Public Key. The Private Key can only be written
to a diskette. Therefore, the entry of "A" or "B" is only allowed in the first text box. The
Public Key is saved on the hard disk and is sent then to the bank via Comms.
. the password which can be used immediately (PIN / pass phrase)
Using the PIN / pass phrase you access the Private Key stored on diskette for each

interaction with the bank (key change, sending payment orders, collecting account data,
etc.).

Confirm with [OK] to open the dialog box for the data of the bank parameter file.
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Option B: You want to use a chipcard...

. After confirming the selection with [OK] and after being prompted by the program, insert
your chipcard into the chipcard reader.

. Subsequently, enter your password (PIN / pass phrase).
Using the PIN / pass phrase you access the Private Key stored on the chipcard for each
interaction with the bank (key change, sending payment orders, collecting account data).

If you have received a chipcard already configured from your bank, a further prompt
follows to allow the data import.

After selecting an contact and confirming with [OK], the corresponding data has already
been entered in the following dialog box of the HBCI bank parameter file.

After the respective selection of the key medium and logon using the password, the dialog box for the
data of the HBCI bank parameter file opens:

If you want to store the access data on diskette, you receive a document (first access letter) from your
bank, containing the essential data for your HBCI access. An example for this can be found at the end
of this chapter. When a chipcard is sent, this document can be omitted (field entries are read from the
chipcard) or can show only a part of the information contained in the example (to be added to the
entries already imported).

Enter the data sent to you in the fields of the dialog box; in the case that such written information is not
available accompanying your chipcard, the complete information is contained on your chipcard. In this
case, confirm the dialog box simply by using the [OK] button.

L please note ...
As a matter of course, several users can also be authorized to access an account (further
entries under MC user name and user-ID). In this case, the corresponding user data must also
be deposited and each user entered additionally has to log on to the system at a later time
again, has to select the HBCI file under -Communication- /-Bank parameter files-, has to log on
and has to execute the procedure described below with his own security medium.

For new key media, the [Generate key] button is only activated initially.

Enter then the details for your HBCI access notified by the bank in the corresponding fields and start
the key pair generation for the current user (!) by clicking the [Generate key] button then.

Incidentally:
During the creation of the signature and encryption key, the respective bank is contacted
simultaneously. The bank keys made available there, which are also required for the
communication, are collected — if they have not already been saved on the chipcard — and are
then available for further usage in the program.
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If the Public Key of the bank has been successfully received, you have to compare the hash value

displayed in a further dialog subsequently with the data on the written bank message (an example for

this can be found at the end of this chapter) and confirm the match with [OK].

After successful key pair creation and exchange of the Public Key of the current user, now the further
buttons in the dialog box of the HBCI bank parameter files are activated. Using the [Print INI letter]
button you should now print the INI letter (with your Public Key ) (file: PINBRIEF.TXT), which you have

to sign and to send to the bank for the release of your HBCI access.

Example: INI letter of the user

I NI LETTER
User name

Dat e

Ti ne

Beneficiary
User-1D

Custonmer ID

Key nunber

Key version

HBCl version

1

30. 09. 03
13: 47
87654321
MKAC1U01
MKACO001

1
1

210

Public Key for the Electronic Signature

Exponent

00 00 00
00 00 00
00 00 00
00 00 00
00 00 00
00 00 00
00 00 00
00 00 00

Modul o

00 00 00
00 00 00
B6 9C FE
30 FF 4B
F3 35 62
65 32 D8
00 B7 3A
53 0d 4E

Hash

The above Public Key wi

00
00
00
00
00
00
00
00

00
00
78
B1
4B
88
Oe
4E

00
00
00
00
00
00
00
00

00
00
20
98
8E
FO
EF

5B
34

00
00
00
00
00
00
00
00

00
00
6B
AF
E8

47
97

AD
21

00
00
00
00
00
00
00
00

00
00
93

E7
07
3C
38

1C
69

of the user authorized

00
00
00
00
00
00
00
00

00
00
47
06
8B
8A
B7
3D

27
cr

00
00
00
00
00
00
00
00

00
00
10
15
3A
A7

3B
1A

00
00
00
00
00
00
00
00

00
00

BD

41
03

68

00
00
00
00
00
00
00
00

00
00
F2
1B
22

F4
7E

7C
2B

00
00
00
00
00
00
00
00

00
00
8F
of

67
5D
BE
E7

83
B5

00
00
00
00
00
00
00
00

00
00
41

85
39
E7
76

6C
98

00
00
00
00
00
00
00
00

00
00
20
BB
AC
80
4A
cB

15
OE

under the above User-ID.

Town/ Dat e

00
00
00
00
00
00
00
00

00
00
E6
1C
B8
A6
F2
A9

00
00
00
00
00
00
00
00

00
00

96
58

38
75

be hereby confirmed for the El ectronic Signature

Si gnature

If required, you can change then your keys, block or delete them in the dialog box of the HBCI bank

parameter file using the corresponding buttons [Change key], [Block key] or [Delete key].
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Using the [Change password] button you can change the password for accessing your key medium.
For this, enter the new password in the appropriate field. In the field "check entry" repeat your entry for
security reasons once again.

Using the [Maintain period] button you can change the collection period as well as the "Start"
statement number of account statements according to HBCI" (see Chapter 3.7.1: Maintain period), if
required.

A "period maintenance" is only then required if you want to change the default settings of the program
system.

After pressing the [Maintain period] button, a dialog box opens in which the field "First day" contains
the current system date - 1 month and the field "Last day" contains the current system date; the field
"statement number" is predefined with 1.

If you want to collect the account data at another starting time and/or with another "Start" statement
number, you have to change the default value accordingly.

Entering the starting time is only then required if you have not received so far any account data from
your bank.

In the further program process, the date in the field "Last day" is always set to the current system date.
In the field "First day" the last statement date + 1 day will be entered.

(Exception: In the last collection procedure, it has been determined that the collected account data is
not complete. In this case, the program leaves the date "First day" unchanged in order that the data still
missing can also be received in the next collection session.)

If a statement for the bank code entered in the BPD file has already been saved with the statement
number entered manually by you in the databases of the Cash Management module, thus this
statement will be overwritten. For this reason, please pay always attention to the correct entry of the
"Start" statement number.

In the further program operation, the statement number will be increased by 1 after each collection
process.

(Exception: In the last collection process, it has been determined that the collected account data is not
complete. In this case, the program leaves the statement number unchanged in order that the data still
missing can also be received in the next collection process.)

Include your settings by clicking the [Save] button.
To be able to use the HBCI communication process, you have to ensure that you have allocated the
generated HBCI bank parameter file on the Banks property page under —Reference tables- / -Banks-

to the appropriate bank (see Chapter 7.1.1). You have to do appropriate allocations in the payment
modules used.
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Example: HBCI first access letter

Col ogne, 23" Cct ober 2003

FI RST ACCESS LETTER

Ms.

Moni ka Must er mann

In der Lohn 43

12345 Must er st adt

OM KRON HBCI Test bank

Von- Hinef el d- St raRe 55
50829 Col ogne

Phone : 0221 / 59 56 99 - 0
Fax : 0221/ 59 56 99 - 7

Dear customers,

To configure a new HBCl access, you require the follow ng information

User-1D UMCC0001
Custonmer |ID KMCC0001
Connection port: 3000

I nternet address 123. 456. 789. 012

Encl osed you receive the INl letter about the Public Key
of the bank for the El ectronic Signature.

After successful initialization, please send your IN letter signed to the adress |isted above
in order that we are able to rel ease your HBCl access.

This notification will not be signed.

Example: INI letter of the bank

Bank:

Key version 0

Key nunber 1

HBCl version currently 2.01/2.10/2.20

Public key for the Electronic Signature:

Exponent 0768

00 00 00 00 00 00 OO 00 OO 00 OO 00 00 OO 00 0O
00 00 00 00 00 00 OO 00 OO 00 OO OO 00 OO 00 OO
00 00 00 00 00 00 OO 00 OO 00 OO 00 00 OO 00 0O
00 00 00 00 00 00 OO 00 OO 00 OO 00O 00 OO 00 OO
00 00 00 00 00 00 OO 00 OO 00 OO 00 00 OO 00 0O
00 00 00 00 00 00 OO 00 OO 00 OO 00O 00 OO 00 OO
00 00 00 00 00 00 OO 00 OO 00 OO 00 00 OO 00 0O
00 00 00 00 00 00 OO 00 OO 00 OO 00 00 01 00 O1

Modul o 0768

00 00 00 00 00 00 OO 00 OO 00 OO 00 00 OO 00 OO
00 00 00 00 00 00 OO 00 OO 00 OO 00 00 OO 00 0O
1B D1 9E 2F 70 30 70 9D 9E Al 66 99 57 A9 70 82
07 2A 65 D7 BC 34 6E 94 23 BC B5 61 A3 EB 00 63
E5 D3 9C 3D 2D E4 C8 41 CF OD 5C BC 49 1B C9 8A
8B 00 5B DD 02 66 CF 06 20 28 37 BE BA 47 El1 17
1E 13 1F E5 5B 70 7E 9C 5A ED 56 9C DA Al DO 7A
F1 FD 02 40 10 FD 74 A5 00 30 57 62 80 EC CC E7

Hash

3A F3 85 OF BE 83 AD 76 2A E5
B7 4E 3B 71 2D 1E 8A D9 D2 24
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3.7 HBCI+

For the communication with HBCI+ (= HBCI with PIN/TAN extension) bank parameter files are also
needed. The bank parameter files thereby are set up by you; the necessary data will be received from
the banks, which provide this communication access. This flexible procedure, which works without
further installations (like smart card readers and appropriate driver software), combines the security of
a single use password (TAN) with the approved 128 bit transport encryption (SSL) of your browser.

To be able to use HBCI+, you have to take care of the fact that

- the "HBCI Plus communication module" has been installed,

- the "TCP/IP connection” procedure has been ticked on the Priorities property page on menu item -
Communication- / -Comms. parameters-. On the TCP/IP connection property page, you have to decide
whether the connection is made using dial up networking or LAN.

After clicking the [New BPD] button under -Communication- /-Bank parameter files-, selecting the
"HBCIPLUS" procedure via list box and entering a name for the bank parameter file, a dialog opens to
enter the access data.

L please note ...
The internal BPD file name may have max. 8 digits and may consist only of characters (A-Z,a-
z,0-9,-, ).

Enter the received data similarly to HBCI into the fields of the following dialog box and confirm with
[Save] afterwards.

Using the [Change PIN] button you can change the PIN of your HBCI" access. For this, enter the new
PIN in the appropriate field. In the field "check entry" repeat your entry for security reasons once again.

According to this you can [Block PIN] or [Reset PIN block] using the appropriate buttons in the HBCI”
access date dialog box. Additionally you can [Maintain TAN list], [Order TAN list] or [Block TAN list].
Using the [Display TANs used] button you can show all the TANs already used. With some banks it is
necessary that you activate your TAN list. You can do this with the [Activate TAN list] button.

Your TAN list provided by the bank for an individual account using the [Maintain TAN list] button. With
several users only the currently logged user can maintain its own TAN list. Further information can be
found in Chapter 3.7.2: Maintain TAN list.

After pressing the buttons mentioned above you have to authorize yourself first by entering your
account PIN (= your access password).

Some of the actions must be authorized by TAN entry. Please enter a valid TAN in the appropriate field
and then confirm with [OK].

Results of the actions are shown in each case in a message window during communication.

If an action is not successful or the function is not supported on bank side, corresponding error
messages will be shown.
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Furthermore there are the following options in HBCI™:

Use TAN list of another bank parameter file?
Tick this check box if for several accounts of a bank only one TAN list was handed out and if this
TAN list was stored for another account than the current account, for which you want to specify
the access data.

From the selection list behind the check box you select the bank, for which a TAN list is already
stored, which should also be used for the current account.

Use second TAN for transmission of payment orders?
If you tick the appropriate check box, the transmission of payment orders is authorized by input
of a second TAN. The access to the second TAN is linked to a second user (with a second PIN).
This means that in the user administration at least two users have to be registered, who have
the right to send a payment order.

In the dialog box mentioned above you have to add the name of the second user from the user
administration in the left column "MC user name" and the "User ID" in the right column. (The
user ID of the second user normally is identical to the user ID of the first user.) Finally the data is
stored in the program system by pressing [OK].

Each user has to store its own TANS, if it does not want to enter the TANs manually during a
transmission.

Each user has only access to its own TANS, i.e. the user "1" from the example above will see
only its own TANs when clicking the [Maintain TAN list] button. The user "2" only has access to
its own TANSs if it logs on accordingly and then clicks on the [Maintain TAN list] button .

How to send a payment order authorized by a second TAN?
For the first user nothing changes, i.e. after sending e.g. by clicking on [Send file] in the file
manager its PIN will be prompted (and, if not stored, its TAN too).

As soon as the user 1 confirms its PIN entry with [OK], a new dialog box will be shown and the
user 2 is prompted to enter its user name and its PIN.

If for everyone of the users the TAN list is stored and contains still a sufficient number of TANSs,
there will be no prompt for manual TAN entry. Even if both or only one TAN list are not
sufficiently filled, the user-dependent dialog box for manual TAN entry appears. Enter a valid
TAN and confirm with [OK].

Only if all conditions are fulfilled, the payment orders will be sent.

Using the [Maintain period] button you can change the collection period as well as the "Start"
statement number of account statements (see Chapter 3.7.1: Maintain period), if required.

A "period maintenance" is only then required if you want to change the default settings of the program
system.

After pressing the [Maintain period] button, a dialog box opens in which the field "First day" contains
the current system date - 1 month and the field "Last day" contains the current system date; the field
"statement number" is predefined with 1.

If you want to collect the account data at another starting time and/or with another "Start" statement
number, you have to change the default value accordingly.

Entering the starting time is only then required if you have not received so far any account data from
your bank.
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In the further program process, the date in the field "Last day" is always set to the current system date.
In the field "First day the last statement date + 1 day" will be entered.

(Exception: In the last collection procedure, it has been determined that the collected account data is
not complete. In this case, the program leaves the date "First day" unchanged in order that the data still
missing can also be received in the next collection session.)

If a statement for the bank code entered in the BPD file has already been saved with the statement
number entered manually by you in the databases of the Cash Management module, thus this
statement will be overwritten. For this reason, please pay always attention to the correct entry of the
"Start" statement number.

In the further program operation, the statement number will be increased by 1 after each collection
process.

(Exception: In the last collection process, it has been determined that the collected account data is not
complete. In this case, the program leaves the statement number unchanged in order that the data still
missing can also be received in the next collection process.)

Finally confirm your data in the HBCI+ access data dialog box with the [Save] button.

To be able to use the HBCIl+ communication process, you have to ensure that you have allocated the
generated HBCI+ bank parameter file on the Banks property page under —Reference tables- / -Banks-
to the appropriate bank (see Chapter 7.1.1). You have to do appropriate allocations in the payment
modules used.

The key to the [Maintain period] and [Maintain TAN list ] buttons can be found in the corresponding
Chapters on Definition of download periods and on Define TAN lists.
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3.7.1 Maintain period (HBCI and HBCI+)

You need only define periods if you want to change the default settings assigned by the
! program.

After selecting the [Maintain period] button a dialog box appears which contains the fields "First day"
and "Last day" which show the current system date; the "Start statement no™ contains the default
value 1.

Change the default values correspondingly if you want to download account information at another
start date and/or with another start statement number.

You need only enter a start date if you have not previously downloaded account information from your
bank.

The date in the field "Last day" is always set to the current system date from now on. The last
statement date + 1 day is always entered in the "First day" field.

(Exception: this is not the case if the system established during the last download that the account
information downloaded was incomplete. In this case, the program keeps the "First date" unchanged,
so that the missing data can be downloaded during the next session.

' Any statement for the Sort Code entered in the BPD with the statement number you have
» | entered manually in the databases of the Cash Management module will be overwritten. Please
ensure that the Start statement number is entered correctly.

The statement number is increased by 1 after each download session from now on.

(Exception:

this is not the case if the system established during the last download that the account information
downloaded was incomplete. In this case, the program keeps the statement number unchanged, so
that the missing data can be downloaded during the next transmission.

Click on [OK] to save your entries.
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3.7.2 Maintain TAN list (HBCI+)

"TAN" is the acronym for Transaction number. Entering a TAN protects your data from unauthorised
changes and access by third parties during transmission. Together with your BTX PIN, TANs constitute
your access rights for the T-Online host computer. One TAN is used up each time you transfer
payment orders. No TAN is needed to download account data.

Your bank sends you TANs, normally 50 at a time, by post.
TANSs are allocated to a particular bank and thus to a particular Bank Parameter Data file.

You can save your transaction numbers (TANS) in your system.
After selecting the [Maintain TAN list] a small dialog box opens in which you can enter your PIN.

For additional security, the TAN list for the BPD can only be opened if you enter the PIN assigned
when the BPD was created. Then click on the [TAN list] button.

The first time you edit a TAN list, the table displayed can hold up to a maximum of 100 TANs.
Only a few bank data centres require you to assign a TAN list number. Your bank will notify you in
such cases.
Each TAN consists of a 6-digit number.
Please ensure that all TANs are entered correctly as incorrect TANs can result in the Comms.

* | session being cancelled.

Save the TANs you have entered by clicking on [Save]. If your bank has sent you more than 100
TANS, page to the next TAN entry page with [Next page].
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3.8 ETEBAC3

Most French banks use the ETEBAC3 communication method for data transfer. ETEBAC3 is used to
send payment orders to the bank and download account data.

Select the relevant menu item to edit the BPD file needed for ETEBAC3. The information you need to
configure the ETEBAC3 BPD will be notified by your French bank.

You can only use ETEBACS3 for data transfer if you have installed the corresponding ETEBAC3
module.

For more information refer to

Create ETEBACS3 BPD file
Configure ETEBAC3 parameter cards

LE™ please note:
The data you need to create an ETEBAC3 BPD will be supplied by your French bank on request
(normally by fax). Before creating an ETEBAC3 BPD, you should therefore contact the customer
services department at your French bank.

Incidentally:
The statements downloaded from the French bank using ETEBAC3 are saved in the main
directory ..\MCCW!IN under the name of the corresponding backup file (*.STA) as well as in the
original format with the extension *.AFB.

Create ETEBAC3 BPD file

You must enter the appropriate data into the following boxes to create an ETEBAC BPD:

Description of BPD file
Enter an explanatory description of the BPD in the this box. The description you select will then
be shown in all cases instead of the BPD file name.

User ID
Use this box to enter the Customer ID with which you must log in to some banks. The User ID
will be supplied by your French bank (always in upper case).

Account
Enter the account number for your account at the bank in this box. The payment orders sent by
online transfer are processed through the account number you enter here. You can also only
download account data for the account you enter here. In some cases, an access number for
the Electronic Banking service notified to you by the bank should be entered here instead of the
account number. Your French bank will provide details.

TRANSPAC NUA
The program uses the Transpac Number (= Bank computer NUA) you enter here to establish a
connection with the bank’s gateway computer.

ISDN direct connection
Here you can decide via list box whether your connection to your bank is a ISDN direct
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connection or not. If you choose "Yes", ISDN number of the bank can be given in the next field
"ISDN no. of the bank". If it is set to "No", the indirect connection using a french PAD is chosen
and two other fields have to be filled (see below).

ISDN no. of the bank
If the field "ISDN direct connection” is set to "Yes", this field appears, where you have to enter
the ISDN number of your bank for point to point connection.

ISDN no. of TRANSPAC
If the field "ISDN direct connection” is set to "No", this field appears, where you have to give the
ISDN number of the french PAD (TRANSPAC: 08 36 08 64 64).

X25 NUA of the bank (X25 B-canal)
If the field "ISDN direct connection” is set to "No", this second field appears, where you have to
enter the X25 NUA of the bank. This is the same number as in the field "TRANSPAC NUA".

Bank dialog
The ETEBACS3 diskette provides predefined dialog files for communication with the French
banks. The available dialogs are contained in the "Bank dialog" list box. Double-click to select
the appropriate dialog from the list.
(The file name consists of an 8-digit abbreviation of the bank name.)

Transmission no.
Some banks require each Commes. session to be assigned a consecutive number related to the
current date. Starting with the number "0", this value is increased by 1 after each successful
transfer.

If your bank requires transfers for each day to start with a particular transfer number, enter the
relevant start value in this box. Transfer numbers are then increased automatically. In such
cases, you must reset the transfer number to the start value every day before starting a Comms.
session.

' For your information, the program enters the date on which the last successful transfer was
» | made using the corresponding BPD in the "Last transmission on" box.

Last transmission on
The date of the last transmission is shown here.

Character set
Use the list box to select the character set which will be used for data transfer.

Choose between:

« EBCDIC (default)
« ASCII

Data interchange with French banks normally uses EBCDIC.

Comms. mode
Use the list box to specify whether a separator (<CR><LF>) must be inserted between individual
records.

Choose between

« With pause (no <CR><LF>, default)
* With separator (<CR><LF>)

Data interchange with French banks normally takes place without <CR><LF>.
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Pause after Comms
Depending on the bank involved, you can define pauses between the individual Comms.
sessions. The figure you enter relates to a pause of 1/20 of a second (for example: if you enter a
"5", this means that there will be a pause of 5/20 = 0.25 seconds).

The default pause is 5/20 second.
PCV
This field is only valid for X.25 connections and within France: Communication fees can be paid

by the bank. To do this set parameter to "Yes" via list box.

User data field
Up to twelve alphanumeric characters can be entered here for your own purposes.

If necessary, click on [Parameter cards] to define specific data — if necessary - for file transfers.

If you have already found and configured an existing entry in the "Bank dialog" box for data interchange
with a bank, it is not normally necessary to make changes in the parameter cards. You should only
change the parameter cards if instructed to do so by your bank or if you are configuring a new bank
using the Bank dialog.

Save the settings by clicking on [Save].

Configure parameter cards

s The parameter cards supplied with each dialog type contain valid settings. Modifications will only
Y | be required in particular (exceptional) circumstances.

Parameter cards describe communication between the bank and customer systems for the various
session types (e.g. transfer orders, direct debits, etc.). A parameter card contains exactly 80
alphanumeric characters which must be entered as specified by your bank. It is important that the
entries are made at the specified positions, e.g. exactly at Position 11, 22 or 65, etc.

To improve transparency, the parameter description is split across 3 lines, whereby a max. of 40
characters can be entered in the first and third lines. The second line facilitates the exact positioning of
the values to be entered. Enter the values needed for Positions 1 to 40 in the first line, and for Position
41 to 80 in the third line.

You can enter variables for the following values in the parameter cards:
User ID
Account no.
Password
Transmission no.

A key to which variable is used for which function is shown in the last line in the dialog box. At present,
the
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User ID can be defined by uuu ... uu
Account no. aaa ... aa
Password ppp .- pPp
Transmission number nnn ... nn

Once variables have been entered in the corresponding sections of the parameter cards, the entries in
the first dialog box for creating ETEBAC3 BPDs are automatically transferred to these positions during
data transfer.

EE: Please note:

The variable "p" for defining the Comms. password is an exception to the arrangement
described above. This variable must always be entered in the parameter card as specified by
your bank. During the Comms. session, this variable will be replaced by the password which you
enter.

In the current program version, parameter cards can be defined for

e Account statements

« Domestic transfers

» Direct debits

* LCR collections (computerised bill of exchange statements)
e International payments

* Receive log file

* Send free text

* Receive free text

e Collect return clearing information

« Collect LCR payment statement (computerised bill of exchange statements)
* Send LCR statement answer

e Send VSOT

e Collect clearing status

Open the following parameter cards each by clicking on [Next] on the first page of the parameter cards

dialog box or at the bottom of the parameter cards. Finish scrolling on the last parameter card by
pressing [OK].
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3.9 WOP

WOP (Web Ongum Portal) is a procedure used in the savings banks group for the file transfer via
Internet.

The information needed to configure the WOP BPD file will be supplied by your savings bank.

One exception is the "Bank parameter data file description” field, in which you should enter an
explanatory BPD file description. This description will then always be shown instead of the BPD file
name.

The following boxes are available for generating an WOP BPD:

Proxy server:
Usually the access to the Internet from local firm networks is made by a proxy server. If an

existing proxy server should be used, tick the "Use proxy server?" check box.
If this check box is activated, you can add "Address" and "Port" of the Proxy server in the next
fields.

Encryption information:
"Encryption information" provides information on whether customer or bank encryption has been
specified

Connection information of bank:
Use the "URL of the bank" field to enter the Web address of the bank server or of the server in
the associated IT centre.

Information on bank:
The Customer ID defined by the bank identifies the customer in all Comms. sessions.
The Host name and the bank parameters will be provided by your bank.
The "Bank parameters" box contains a character string consisting of a combination of letters and
numbers (cf. Chapter 3.3: FTAM).

Matching Internal User and Bank user no.:
The matching of "Internal” user (within the system) and "External" name (at bank) should be
made as described for FTAM. Also up to 512 authorized signatories can be stored in one BPD
file.

Use the[New user] button or the context menu entry —New entry of user — to add new users
(from the available ones on the PC) to the BPD file (a new record will be created). Click the list
or use the context menu entry —Maintain record - (right mouse button) to open the list of
available users. Use -Delete- and confirm the security prompt with [Yes] to remove user entries
from the BPD file.

In addition, it can be defined for each user whether the Comms. password should be saved in
the bank parameter file. To do so, choose either "Yes” or "No” from the list in the column "Save
Comms. password".

In the "S(ignature) class" column that signature class is entered by the bank side, which was
defined there for the respective customer.

After successful initialization the ES version used by the respective customer is shown in the
"Current ES version" column.

Click on [Change Comms. password] to change the Comms. password, which is stored in the

BPD (cf. FTAM).
Then confirm your entries by clicking on [Save].
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Use the [Session types] button to define the session to be available and/or whether an
encryption should be enabled. The information is used for the creation of Comms. batches.
Select the wanted session type from the list box containing all possible session types. Add this
session type to the table below by clicking on [Add this session type]. Continue doing this until
you have entered all the session types you want in the table. You can then specify for each
session type whether encryption should be activated or not. Confirm your entry with [Save].

Click on [Save] to save the settings to the Bank Parameter Data file.

2012 COM 3-42



Table of Contents: Chapter 4

Table of Contents: Chapter 4

Page
4 Special communication fFUNCHIONS .....ooiiii i 4-2
4.1 Change Comms Password (Session type PWA) ..o ereeee e 4-3
4.2 Firstinitialization of bank access (Session type INID ......ccveevvvicciiiieiee e 4-5
4.3 Reset EPFT/MCFT communication access (Session type RES).......cccccoevvvvveennnnn. 4-10
4.4 Block a Comms. access (SeSSIiON tYPe SPR) ...t 4-13
4.5 Encryption for FTAM/FTP tranSmiSSIONS ....uuuiiiiieeiiiiiiiiieiireee e e s ssiiieeeeeee e e s e ssnnnneeeeeas 4-15
4.5.1 Activate encryption With Banks........cccccooiiiiiii 4-16
4.5.2 ENCryption retUIM COUEBS ..oiiiiiiiiiiiiiiie ettt e s e e e e e e s e e e e e e e s e annraneees 4-21
4.6 Convert FTAM/FTP bank access t0 EBICS ... 4-22
4.7 Exchange EBICS authentication KEYS .......cccuuiiiiieeiiiiiiiiiee e ee s 4-26
4.8 Change EBICS COMMS. PASSWOIT ...cvvvieeiiiciiiiiiieeeeesesiiieeie e s e e e s ssinnraee e e e e e s s e nnnnnneeaeee s 4-31
4.9 Key media adminiStration WiZard ........ccccccocuiiiiiiiie e 4-32
4,10 Manage CEIITICALES ..ottt e e e e e e e e s e e e e e e s e annrrraees 4-34
4.10.1 Generate system key and certificate .......cccccvvveeiiiiiiiiic e 4-35
4.10.2 Generate TLS key and CertifiCate.....cccccoviiiiiiiiiiiie e 4-36
4.10.3 Generate CertifiCate rEQUEST ........uuuiiiiei e e e e 4-39
L 0 I [ g o To ] A o= o= = SRR 4-41
4.10.3 ASSIGN COMITICALE ...t iiiiiiie e e e e e e e e e e e e 4-42

2012 COM

4-1



4 Special communication functions

4 Special communication functions

The special functions for the Comms. parameters comprise functions only used occasionally for the
administration of your Comms. access such as

. Change Comms Password

. First initialisation of bank access(INI)
. Reset bank access(RES)

. Block a Comms. access.

You can use the
. Encryption

option if you are using FTAM or FTP for dial-up communication.

For EBICS -besides some functions, which are integrated in the common wizards (First initialization,
Blocking)- some special functions are available in separate menu items:

. Convert FTAM/FTP bank access to EBICS
. Change EBICS authentication keys
. Change EBICS Comms. password

2012 COM
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4.1 Change Comms Password (Session type PWA)

Select the menu item -Change Comms Password- in the Communication menu to change an existing
Comms. password.

A wizard will guide you through the steps that need to be taken when changing the Comms. password:

1

Select the bank(s)

All the banks that are saved in the system which allow you to change your password are shown
in a list. Click on the bank for which you want to change the Comms. password. You can change
the Comms. password for several banks, if, for example , the current Comms. password is the
same for these banks. Then press [Next >].

Change Comms. password x|

- Select the bank s) for which you want to change the Comms. password.
*You can also change the Comms. password for several banks, if the
previous Comms. password agrees for these banks.

DEDC

Die Bark for die Dokumentation (ZWDFO)
ETEBAC3 (ETEBAC3)

FTAMBANK (BANKFTAM)

FTPSBANK

J.P.Margan (JPMORGANPROD)

J.P Morgan (JPMORGANTEST)

Lz Caixa (ber EDlran (EDITRAN)
MCFTBANK

Sicherung von Zahlungsdateien (MCARCEXT)
SWIFT-Anbindung der Testbank (SWIFTBPD)

| Weiter > | Help

Enter current and new password

Three mandatory boxes now appear below the selected bank(s). Enter your current Comms.
password in the "Current password" box. This is needed by the bank to verify the change of
password.

Use the TAB key to jump to the next box and then enter the new password. This will be used for
future communication sessions after it has been successfully sent to the bank.

Because password definition is concealed, i.e. when you press a key you only see an * (asterisk)
on the screen, you must repeat the new password in the appropriate field for your own
protection.

EE: Please note:

2012

In contrast to normal practice, entries are not converted into capitals when you enter the
password. A differentiation is thus made between upper case and lower case entries. Please
remember this when entering and then using the password.

Close password definition by clicking on [Next >].
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You can return to previous steps and make any necessary alterations using the [< Back] button.

2012

Enter existing and new password

Banl(z) Ceska narodni banka

Previous password

Please enter your cument valid password. This is needed to
validate the passwond change with the bank.

Password |

New password

Please enter the required new Comms. password. After successful
transfer ta the bank, this is required for future communication jobs.

New password

Pleaze repeat the new password for security reasons.

Please repeat

<Zuick | | Help

Start communication

A Commes. session file is generated from your entries. Comms. can be started automatically
during this last step if you confirm the default entry using the [Complete] button. If you do not
wish to start the Comms. immediately, you will have to deactivate the entry "Start Comms

Now".

If working in a network, you can select a computer which may have been specially designated
for Communication sessions by selecting the list box "On workstation:" and start

communication there.

Start Coemms,

(e

Communication jobs are generated from your detailzs. These can now
be started automatically. I you want to execute the Comms. later, then

please deactivate the following entry.

[ Start Comms. now

On worlkestation: Cwn j

< Zurick | Fertig stellen | Help
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4.2 First initialization of bank access (Session type INI)

4.2 First initialization of bank access (Session type INI)

Select the menu item -First initialisation (INI)- in the Communication menu to initialise access for the

first time. First initialisation is, for example necessary for EPFT/MCFT when your bank provides you
with a new bank disk.

A wizard will guide you through the steps that need to be taken to carry out first initialisation. A
message asks you to insert the appropriate bank disk.

1 Select the bank(s)

Click to select the bank(s) from the list for which first initialisation is to be carried out. Then press
[Next >].

First initialisation (NI} 2

- Select the bank for which you wart to make the first initialisation. A first
inttiglisation is required, for example, for EFFT/MCFT, if you receive a
new bank diskette from your bank.

__ EBICS to omikron test bank__ (OMIEBICS) "
Ceska narodni banka (CNBACZPF)
Doppel-User-BPD (PMCB3IXGE)

EBICS (EBICS)

EBICS to the omikron test bank (EBICSOMI)
EBICS to the omikron test bank (KSKKOELN)
EBIXBANK

FTAM1597

FTAMBAMK (FTAM)

FTAMBAMK (FTAMMATF)

FTAMBAMK (MATF)

FTAMBAMK not converted (FTAMMNEL) -

m

First initialization for the following banks ient possible:

FTPBANK - noch nicht auf ADD4 (FTP) EX\_321\MCCWIN\DAT\FTP.
Mo bank key has yet been collected.

| Weiter > | Help

Banks, for which a first initialization is not yet possible, appear in a second list together with a
notice on the cause, e.g. "No bank key has yet been collected".

2 Enter current and new password

Three mandatory boxes now appear below the selected bank(s). Enter your current Comms.
password in the "Current password" box. This is needed by the bank to verify the first
initialisation.

Use the current password contained in the PIN letter should you have received such a letter
from your bank. Should you not have received such a letter, initial password is usually "start".
Use the TAB key to jump to the next box and then enter the new password under "New

password" This will be used for future communication sessions after it has been successfully
sent to the bank.

Because password definition is concealed, i.e. when you press a key you only see an * (asterisk)
on the screen, you must repeat the new password in the appropriate field for your own

protection. If necessary a second password must be entered and its new entry must be repeated
likewise.
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LE™ Please note:
In contrast to normal practice, entries are not converted into capitals when you enter the
password. A differentiation is thus made between upper case and lower case entries. Please
remember this when entering and then using the password.

Close password definition by clicking on [Next >].

Enter previous and new password Lél

Ceska narodni banka

o Bank(s)

Previous password

Pleaze enter your actual password.

If this iz the first time you wish to inttialize and you have received a PIN letter
from your bank:, you will find the first password in this letter, otherwise the
password is ‘start’.

Password |

New password

Please enter the new Comms. password of your choice. Once successfully
gent to the bank, this passwond will be needed for all future communication.

New password

Please confirm by repeating the password in the field provided.

Pleasze repeat

<Zumick | | Help

only for EBICS:
If the user status deviates from "New" or "Disabled", a warning appears here for EBICS.
Otherwise, step 3 follows directly.

3 Print initialization letter(s)
You will have to send a signed initialization letter to your bank (or several banks) to confirm a
(already generated) keypair. Access will normally not be released by the bank until such time

as

the initialization letter has been received. If you would like the INI letters to be printed, leave the

default box "Print INI-Letter(s)" checked.
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Print initialization letter(s)

Banki(s)

bank.

EBIXBANK

v Print initiglization letter(s)

[ Initiglisation letter(s) without presheet

< Zurick | Weiter > |

You have not yet generated a key pair for the electronic signature.  you press
‘Continue’, then the wizard will be started to generate your personal key pair.

To confirm the key pair, an initialisation letter signed by you must be sent to the

Without this initialization letter, the bank will not normally releaze the new key.

Covar Eheat for Initialization Form

17.12.04 17: 04

Stadisparkazie
Or. Smartmanms
Harkarasnatrals o0
ELLEE b

Talsforn Q121/31614%32118551T0
Fax-fr LEFEELE[SEEFRETLFLEL ]

E-:lrl;'r Pottary
Enlan Departrsnt
Lo Lisssacap

Talaphons, 0044 DATER 12141E
E-RuLl 11a0p.uk

Imitialization of Trar Access

COM

Together with the INI letters a cover letter is generated for each bank automatically, if a bank
parameter file was allocated. Address data is taken from the entries on the Banks property

page: Information on bank (see Chapter 7.1.1 of Core module) and on the Contacts property
page (see Chapter 5.4.4 of Core module).

If the cover sheet should not be printed each time for the same bank at the first initialization of
several users, you can inhibit the generation by ticking the "Print INI-Letter(s) without cover
sheet" check box additionally.
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Then click on [Next >].

If you have not generated a keypair yet, first the wizard for keypair generation is started
afterwards (see Chapter 6.1: Generate / Send ES keypair).

If you have not generated any key pair for the bank-specific signature, subsequently to this the
wizard/dialog for the key pair generation or for the import of the public keys from the signature
medium is started first (see Chapter 6.1: Generate / Send ES key pair).

Generate signature keys

If you have not generated any key pair for the bank-specific signature, subsequently to this the
wizard/dialog for the key pair generation or for the import of the public keys from the signature
medium is started first (see Chapter 6.1: Generate / Send ES key pair: Key generation).

Generate EBICS authentication keys (only for EBICS)

If you have not generated any A- and V-keys, you can do this on this page. In the dialog box, the
checkbox "Generate new authentication key" has already been highlighted. If you want to
generate a new key pair for the EBICS authentication, unchange this presetting.

If, however, already existing keys (e.g. generated earlier) should be sent to the bank(s), untag
the checkbox.

If, however, already existing keys (e.g. generated earlier for another bank) should be sent to the
bank(s), untag the checkbox. Please enter your currently valid Comms. password for the
authentication key in this case.

In case of the highlighted option, the new keys are subsequently generated. Please allocate a
new password for the access to the keys. It is later used as "Comms. password". Since the
password entry is made concealed, i. e. each keystroke is displayed by an * (asterisk), you must
please repeat the password entry for security in the appropriate field.

If you have highlighted the checkbox for the key pair generation, you must enter below the field
for the password entry any character string consisting of exactly 32 characters. These
characters should be chosen as randomly as possibly. The entry is made concealed, i.e. each
entered character is displayed by an * (asterisk). This optionally selectable character string
builds the basis for the creation of the key pair.

Use the checkbox "Also collect current bank key (HPB)" to collect the bank keys. This is only
necessary if for this BPD file still no bank keys are available. If the status of the bank keys is set
in the BPD file to "Ready", the checkbox for collecting the bank keys is predefined without
highlight and deactivated.

Click finally on the [Next >] button.

EE: Please note:

If you have ticked the "Generate new authentication key" check box, although already
valid keys exist, a warning message appears afterwards.

If you continue here, you have to send the new key pair also to your already activated
EBICS banks afterwards, otherwise you cannot continue working with these banks any
longer.

You can go back here to the previous page and remove the tick from the check box if
necessary.
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5 Enter the hash values of the bank keys (only for EBICS)
To ensure that you actually communicate with the correct Partner -i.e. your bank-, the validity of
the bank keys which are collected at the end of this wizard should be verified. This is made
automatically after the retrieval of the keys.
Please enter for this the hash values of the bank keys in the appropriate fields (Authentication
hash of the bank (X0??) / Encryption hash of the bank (E0??)). These hash values are
notified to you by the bank or you can view the hash values on the Internet page of the bank.
You need not to enter all values. Normally a few digits are sufficient for the authentication. All
values entered by you are reconciled with the transmitted values.
The values in the respectively first field are mandatory if they deviate from "00".
You can check the status of the bank keys in menu item -Communication- / -Bank parameter
files- in the bank parameter file and repeat the verification later by entering and saving the hash
values using the [Hash values of bank] button (see Chapter 3.5: EBICS).
Press then the [Next >] button.

6 Start communication

2012

A Commes. session file is generated from your entries.
For EBICS, the following communication jobs are automatically generated by the wizard and
included in the file manager:

INI,
HIA (Transmission of the user public keys for authentication and encryption) and
HPB (Collection of bank keys)

Comms. can be started automatically during this last step if you confirm the default entry using
the [Complete] button. If you do not wish to start the Comms. immediately, you will have to
deactivate the entry "Start Comms Now".

If working in a network, you can select a computer which may have been specially designated
for Communication sessions by selecting the list box "On workstation:" and start
communication there.

You can return to previous steps and make any necessary alterations using the [< Back] button.

For EBICS, the communication jobs INI and HIA are immediately executed after pressing the
[Complete] button.

The bank keys can only be collected if the user is activated on bank side. In this process, the
hash values of the bank are only kept once per BPD file (i.e. not per user) and are automatically
reconciled and activated as far as they have already been stored in the BPD file.

For this reason, the HPB order is included by the wizard with the status "Waits for Comms." in

the file manager (only if no bank key is available) so that it can simply be executed there after
the activation. An appropriate note is displayed for the user.
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4.3 Reset EPFT/MCFT communication access (Session type RES)

Select the menu item -Reset EPFT/MCFT communication access- in the -Communication- menu to
reset the bank access.

A wizard will guide you through the steps that need to be taken to reset bank access. Resetting can
only be effected for one bank at a time.

1 Select the bank
Click to select the bank from the list for which access is to be reset.

Reset communication access lé]
[p— Select the bank for which you want to reset your access. Resetting the
access is only possible for one bank at a time.

DEDC

Die Bark for die Dokumentation (ZWDFO)

MCFTBANK

| Weiter > | Help
Then press [Next >].
2 Print initialisation letter / Reset with signature

You will have to send a signed initialization letter to your bank to confirm the reset. Access will
normally not be released by the bank until such time as the initialization letter has been received.
Therefore you are advised to leave the option box "Print initialisation letter" checked.

Below this you have to enter the valid Comms. password. It is required to authorize the reset at
the bank.

Enter the Comms. password in the corresponding field. The password entry is concealed, i. e.
each key-stroke is shown by an * (asterisk).
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Reszet communication access

Bank Doppel-User-BPD
To confirm the reset. an inttialisation letter signed by you must be sent to the bank.

Without thig initialization letter, nomally no release of the access iz made on bank: side.

[V Prirtt letter
Cumrent password
Pleaze enter your cument valid password. This iz needed to validate the reset of your Comms
access with the bank.
Password
<Zurick | | Help

If supported by the bank system, the reset can be activated directly via signature directly. Mark
the second option for this. Then enter the "ES password".

Furthermore you have to enter the new Comms. password for your future Comms. orders. The
password must be repeated for security reasons.

If the signature can be verified by the bank system, the keys and the new Comms. password are
updated in one step, without manual interaction on bank side.

Close this page by clicking the [Next >] button again.

Start communication

A Commes. session file is generated from your entries. Comms. can be started automatically
during this last step if you confirm the default entry using the [Complete] button. If you do not
wish to start the Comms. immediately, you will have to deactivate the entry "Start Comms
Now".

If working in a network, you can select a computer which may have been specially designated
for Communication sessions by selecting the list box "On workstation:" and start
communication there.
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4.3 Reset EPFT/MCFT communication access (Session type RES)

Start Comms. ]

Communication jobs are generated from your details. These can now
be started automatically.  you want to execute the Comms. later, then
please deactivate the following entry.

¥ Start Comms. now
On waorlkstation: IOW" LI

The Init. letters for each selected bank are now being printed. Please
sent these signed for releasing by the bank.

< Zurick I Fertig stellen I Help

You can return to previous steps and make any necessary alterations using the [< Back] button.

Initialization letters will then be printed for each selected bank. Please sign this letter and send it to
your bank to release access.
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4.4 Block a Comms. access (session type SPR)

To block a bank access, choose menu item — Block a Comms. access — in menu -Communication-.

A wizard guides you through the necessary steps required to block a Comms. access to the bank. The
blocking is only possible for one bank.

1 Choose bank
Choose the bank from the list by a mouse click, for which you want to block the Comms. access.
Click then the [Next >] button.

Lock Comms access lﬁj

- Select the bank for which you want to lock your access. Resetting the
access is only possible in each case for one bank.

__EBICS to omikron test bank__ (OMIEBICS) -
DEDC

Die Bank fiir die Dokumentation (ZWVDFU)
EBICS (EBICS)

EBICS to the omikron test bank (KSKKOELN)
EBIXBANK

ETEBAC3 (ETEBAC3)

FTAMBANK (BAMKFTAM)

FTAMBANK (FTAMMATF)

FTAMBANK (MATF)

FTAMBANK nun ebenso auf ADD4 (FTAM)
FTAMNEW

FTAMTEST (FTADREI)

FTPSBANK

J.P.Morgan (JPMORGANPROD) |4
J.P.Morgan (JPMORGANTEST)

La Caixa tber EDltran (EDITRAN)

MCFTBANK i

B Dmmle RAY CDICSY

| Weiter > | Help

m

only for EBICS:
If the user status deviates from "Ready", a warning message appears here for EBICS.
Otherwise, step 2 follows directly.

2 Blocking the Comms. access
For EBICS, the blocking session must be signed by the user to be blocked. Enter therefore in
the area "Signing user block” your currently valid "ES password" for the Electronic signature in
the appropriate field. The prompt for the ES medium is made in the last step (-> 3) of the wizard.
Below the chosen bank(s) you must enter the valid Comms. password. It is required to log on
the blocking at the bank.
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Lock Comms access

Bank Ity Bank

Sign user locking
The locking must be signed by the userto lock.

Please enter now your cumently valid password for the electronic
signature.

ES password |

Current passwaord

Please enter your cument valid password. This is needed to
validate the locking of your access with the bank.

Password

<Zuick | | Help

Enter the Comms. password in the corresponding field. The password entry is concealed, i. e.
each key-stroke is shown by an * (asterisk). Close the password entry by clicking the [Next >]

button.

3 Start communication

Comms. batches will be generated from your entries. These can be automatically started in the
last step if you confirm the predefined entry using the [Complete] button.

If you want to execute the Comms. later, please deactivate the entry "Start Comms. now ".
If you work in a network environment, you can choose a PC intended specially for

communication jobs using the list box "On workstation:" and start there the communication.

Start Comms.

L

Communication jobs are generated from your details. These can now
be started automatically.  you want to execute the Comms. later, then
please deactivate the following entry.

[v Start Comms. now

On worlkestation: Cwn j
< Puriick | Fertig stellen | Help

Use the [< Back] button to go back each time to the working steps in order to enter changes, if

necessary.

2012
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4.5 Encryption for FTAM/FTP transmissions

The EPFT/MCFT procedure features automatic data encryption. You have the option of encrypting
your data when transmitting it using FTAM or the data will be generally encrypted like with FTP. The
encryption method used here is a hybrid method based on a combination of DES and RSA. The
messages to be transferred are encrypted using DES, and the DES key used is encrypted using RSA
and transferred in a message header record.

Further information on the subject of the encryption of data transmitted using FTAM/FTP is contained
in Chapter 1.2.3: FTAM. Here will you also find a chart illustrating the encryption workflow.

A requirement for data encryption is that the recipient of the encrypted data must inform the sender of
this data of the public key of his RSA encryption keypair. You must notify your bank of your public key
using session type VPK (Transmit Customer public key).

The bank’s public key is notified to you using session type VPB (Transmit Bank public key) by the
bank.

The parameters you need to set for encryption which can be found in menu item -Parameters-,
-Encryption-, are explained in the following chapter:

Chapter 4.5.2: Activate encryption with banks

You can find special return codes concerning encryption in

Chapter 4.5.2: Encryption return codes
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4.5.1 Activate encryption with banks

Selecting menu item Communication / -Encryption- generates the keypair needed for RSA-encrypted
transmission of the DES key in the same way as described for the Electronic Signature (see Chapter
6.1: Generate / Send ES keypair).

A Wizard will guide you through the steps that need to be taken to activate encryption.
1 Generate a new keypair

LE™ please note:
If you have already generated a keypair, it will only necessary to generate a new keypair if you
suspect that an unknown third party has acquired access to your keypair.

To calculate the keypair, enter an arbitrary character string consisting of exactly 32 characters.
The character string is a random combination of 32 letters, numbers and special characters.
Entry of the characters is concealed, i.e. each character you enter is represented by an *
(asterisk). This freely-selectable character string forms the basis for generating the keypair and
should therefore be selected as randomly as possible. A message tells you if the character
string contains less than 32 characters. Confirm your entry by clicking on [Next].

Prepare encryption lﬁj

= Do you wish to generate a new key pair for the encryption of FTAM/FTP
transfers 7

-

Pleasze note that after generating a new key pair, thiz must first be zent to
all banks, before you can collect data again from the bank.

If you have generated a key pair already earier, a new generation is only
required i you have the suspicion that unauthorized persons know your
key pair!

To generate the key pair, please enter exactly 32 arbitrary characters |
These characters should be chosen as randomly as possibly.

| | Help

Both key components (secret and public key) are encrypted using the internal user ID and a timestamp
and saved on your hard disk in directory .\MCCWIN\DAT.

Use parameter entry (V_KEY_DRIVE) in control file CSUB.PRO to save the secret key on another
drive.

Normally, you do not need to regenerate a keypair to use the program. If you change the key,

* | you must notify this change to all banks with which you communicate using a VPK session i.e.
after generating a new keypair, you must sent it to all banks before you can download data
from your bank.

2 Select the bank(s)
A list of FTAM-(FTP-) banks is available for which a "VPK"- or a "VPB"-Comms. session should
be generated automatically. The respective encryption status is shown. Triple DES is the default
encryption method used with the bank.
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Click to select the bank(s) from the list for which you want to generate a keypair. You can check
one or more banks for the purpose of changing the encryption status. Only one keypair is
generated if you do not select a bank.

Select banks lﬂhj

- Here you see all FTAM/FTP banks with the respective status of the
encryption. You can highlight one or several banks to change the status
of the encryption. i vou highlight no bank, only a new key pair wil be

generated.
Bank Customer... | Bank side | ES
FTAM1557 Prepared Prepared Yes
FTAM-Korto (FTAMZGO1) Prepared Prepared Yes

FTAMESPAN (FTMODDDS) Inactive Inactive Yes

FTPBANK - noch nicht auf AD... Inactive Inactive Yes

4 m 3

-
[v Get bank key (VPB)
¥ Send customer key (VPK)

< Zuriick | Weiter > | Help

You can only check "Send with Electronic signature” if you have also installed the ES
supplementary module (= Electronic Signature) and want to send the data to the bank using
FTAM (FTP). Information on the ES is contained in the documentation on the Comms. module

(Chapter 6: Electronic Signature).
If you wish to sign a file before sending it, check the box in front of "Send with electronic

signature" (standard setting).

The further checkboxes "Get bank key (VPB)" and "Send customer key (VPK)" are predefined
according to the currrent encryption statuses (customer / bank side) and, however, can be
adapted as and when required. This option exists only then if exactly one bank (parameter file)
has been chosen. As soon as more than one bank is marked, the two check boxes are not
available, since communication orders will then be generated automatically according to the
status of the BPD.

Press the [Next >] button subsequently.

Enter Comms. password
You have to enter the current Comms. password below the selected bank(s). This is needed by
the bank to verify the change of key.

The file saved on the hard disk must be protected by a Comms. password so that it can be sent
to your bank via Comms.
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Enter password x|

- Banki(z) FTAMESPAN

Comms. password

FTAMESPAN

Please enter your valid password. This is used for validation of the
communication access with the bank.

Pazsword [

<Zuick | | Help

This Comms. password is known only to you and is specified on installation of the
communications link between your computer and the bank.

If necessary, you can change the Comms. password at any time.

You can only specify and change the Comms. password in the Comms. program in the Core
module. Information on this is contained in the Comms. module documentation (see Chapter
5.1.1: Database overview File Manager: "Password and execution date" property page).

If you have selected several banks, you determine by ticking the "Use the same Comms.
password for all banks" check box, that for all banks the same Comms. password is used.
Otherwise you leave this option unchecked. Then for each selected bank the current valid
Comms. password is prompted afterwards.

LE™ please note:
The bank (parameter file) can only be displayed above the password entry box if the field
"Description of bank parameter file" has been filled in the respective bank parameter file.

Enter the Comms. password in the corresponding box. The password definition is concealed, i.e.
when you press a key you only see an * (asterisk) on the screen. Close password definition by
clicking on [Next >].

Enter ES password
As long as you have checked parameter "With Electronic Signature” (see above), entry of the
Comms. password is followed by the entry of the password for the Electronic Signature.

Before you enter the Electronic Signature, you are prompted to enter the ES password. You

chose the ES password when generating the keypair for encrypting the private key on the key
diskette (see Chapter 6.1: Generate / Send ES keypair).

Confirm your entry by clicking on [Next >].

Print initialization letter(s)
You will have to send a signed initialization letter to your bank (or several banks) to confirm a
(already generated) keypair. Access will normally not be released by the bank until such time as

COM 4-18



4.5.1 Activate encryption with banks

the initialization letter has been received. If you would like the INI letters to be printed, leave the
default box "Print INI-Letter(s)" checked.

Print initialisation letter(s) X

— Banki(s) FTAMESPAN
To confirm the key pair, an initialisation letter signed by you must be
sent to the bank.

Without this initialisation letter, nomally no release of the new key is
made on bank side.

[ Prirt initialization letter(s)

< Zurick | Weiter > | Help

If you would like to print no initialization letter(s), please remove the check accordingly.

6 Start communication
A Commes. session file is generated from your entries. Comms. can be started automatically
during this last step if you confirm the default entry using the [Complete] button. If you do not
wish to start the Comms. immediately, you will have to deactivate the entry "Start Comms now".
If working in a network, you can select a computer which may have been specially designated
for Communication sessions by selecting the list box "On workstation:" and start
communication there.

Start communication lﬁj

- A Comms. batch will be created from your details. This can now be
started automatically. if you want to execute the Comms. later, then
please deactivate the following entry.

[ Start Comms. now
On worlkestation: Own j

Initialisation letters will be printed for each bank, with which you work
without electronic signature. Pleasze send this signed for releasing with
the bank.

Anew key pair for encryption will be generated.

< Zuriick | Fertig stellen | Help

You can return to previous steps and make any necessary alterations using the [< Back] button.
The new keypair for the Electronic Signature is then generated Insert a formatted disk and

close the message with [OK]. If a private key has already been save on the disk, a message
appears asking you if you really want to overwrite this key. Select [Yes] to overwrite the existing
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key. Should you not want to do this, select [No] and insert a new disk.

é Always keep the key disk in a secure place!

[ ]
You are then prompted to insert the key disk into the disk drive defined when the ES module
was installed so that the key disk can be verified using the ES password.
Communication starts after you have clicked on [OK] and have entered the Electronic Signature.
The Comms. sessions for sending public keys are generated temporarily and then deleted once
the Comms. session has been completed.
As soon as the bank has been able to authenticate the (new) VPK, the data prepared by the
bank is encrypted using your (new) VPK and you are released for the download sessions agreed
with your bank. The bank public key is saved in the BPD file on your hard disk.
If the VPK session is not successfully authenticated, the bank sends return code 54 "Encryption
code must be resent” when you try to download an encrypted session type from your bank. The
bank will also contact you separately to rectify the problem.
If all sessions for activating encryption have not yet been performed (e.g. because the line is
permanently busy), a message tells you to reselect the menu item -Encryption-.
Acknowledge subsequent messages (such as the creation of a Comms. batch to sent the key at
a later time) by clicking on [OK].
Initialization letters will then be printed for each selected bank, with which ES should not be
used. Please sign this letter and send it to your bank to release the keypair.

LE™ please note:

As soon as encryption with a bank has been activated, all session types can be transmitted in
encrypted form, apart from the ES files and the session types listed below. The session types
which are sent in encrypted form is the subject of a separate agreement between you and your
bank. This is ultimately relevant for download sessions only, as you can send transmission
sessions to the bank in encrypted or unencrypted form.

The following (administration) session types are transmitted in unencrypted form:

ID Description

INI Password initialisation

PUB Send public key for signature verification
PWA Password change

SPR Block access rights

VPB Download bank public key for encryption
VPK Send customer public key for encryption
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4.5.2 Encryption return codes

The following encryption return codes are issued by the bank. They trigger off the actions described
below on the customer computer, as long as the customer computer uses version "A3" of the
application protocol in the FTAM remote file name. (Older customer systems using version code "A2"
generally do not received these return codes.)

50 Action successful - Fetch new Bank Parameter data

New Bank Parameter data is available for downloading on the bank computer. Your system
automatically generates a BPD download session and tells you that the download session will be
started automatically.

51 Encryption code with the bank must be updated (session type VPB)

A new public key was generated on the bank computer, which must be downloaded by your system.
You are informed about this by the message "Please start menu item -Activate encryption with bank-".
You cannot send any (encrypted) data to the bank until you have downloaded the new public key from
the bank.

Return code 51 may also be returned by the bank if the hash value of the bank public key (VPB) used
in the FTAM remote file name does not match the hash value expected by the bank. In such a case,
you must also download a new public key from the bank.

52 Data must be downloaded in encrypted form
This message will only appear if you try to download data in unencrypted form despite activated bank
encryption.

53 Data must be downloaded in unencrypted form
This message will only appear if you try to download data in encrypted form although it is provided by
the bank in unencrypted form.

54 Encryption code must be resent (VPK)

After the VPK session and the associated validation request has been successfully sent, the customer
computer assumes that the corresponding authentication has been performed by the bank with a
positive result. However, if the result of the bank’s signature validation of the VPK file is negative, your
system receives return code 54 when you try to download encrypted session types.

55 User does not have ES permission

This message is returned by the bank computer if it emerges that the authorised signatory for a VPK
file sent with an Electronic Signature does not have signature authorisation from the bank. This can
also be established when the file is transferred, as the user ID of the signatory is transferred in the
FTAM remote file name.

56 Encryption code not yet released

You will receive return code 56 each time you try to download encrypted session types until such time
as the customer public key has been authenticated by the bank.
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4.6 Convert FTAM/FTP bank access to EBICS

To convert an existing FTAM/FTP bank access to EBICS, choose menu item -Convert FTAM/FTP
bank access to EBICS- in the -Communication- menu.

A wizard leads you through the necessary steps in order to execute the conversion. First you are
prompted to choose the bank to be converted.

1 Select bank
Choose a bank via a mouse click from the list of banks which can be converted to EBICS
(FTAM-/FTP-BPDs with ES version A004 as well as EBICS-BPDs with user status unequal to
"Ready" or "Blocked").

Select bank [ﬂ?—]

Here you see all FTAM/FTF banks, which can be converted to EBICS.

Prerequisite is that all uzers are initializad with an electronic signature of version ADD4. ff this is not the caze, the
respective users must first run through the wizard "Generate / Send ES key pair”.

The conversion is made in two steps:

1. General conversion to EBICS by a user

2. Conversion of further users

Step 1 must be passed through for each bank individualty by a user with electronic signature. By means of the signature
check the EBICS access becomes immediately active without manual release by the bank.

If in this connection the function "Default user” is activated, all other approved signatories can also sign immediatety
without conversion for EBICS orders.

If then later the wizard is executed for an EBICS-BPD by a user not yet converted, thus he can make hiz conversion for
all EBICS banks in one execution.

Before you continue for a FTAM/FTP access, make sure that the following information ie available for the bank to
convert:

1. Intemet address of the EBICS access

2. Hash values of bank kevs

If you continue the processing, the BPD file is saved in the data directory under the description "<name>.BPD.ORG'in
order that you can access the original file once again as and when required.

Bank

| | Help

The migration wizard must be passed through for each FTAM or FTP bank individually. If you
choose more than one bank, an error message appears:

EE: Please note:

Prerequisite for a conversion is that the respective user is initialized at the bank to be
converted with an Electronic Signature of version A004. If a conversion to A004 has
not taken place before, thus later an adequate EBICS status can only be achieved by
blocking the old access and first initialization of the new access.

The conversion procedure need to be executed only by one user, provided that the remaining
users accomplish signatures only. After the conversion, these users can directly continue to
work. If they should become full EBICS users, i.e. they also can create communication jobs
themselves, each of them has to pass through this wizard.

In this case, several already converted (e.g. by a first user) EBICS bank parameter files can be
chosen.

Subsequent to this, the new authentication keys are transferred with Electronic Signature so that
the access becomes immediately activated without release by the bank.
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Press subsequently the [Next >] button. The converted bank parameter file is saved in directory
.\DAT under the description <BPDNAME>.BPD.ORG in order that you can access once again
this original file if required.

Setup Comms. parameters (proxy settings for EBICS)

If you have to use a proxy for the access to the internet, highlight the corresponding checkbox.
The necessary details on the address and on the port of the proxy are provided by your
administrator. Furthermore, a user name and a password can be entered for the access to the

proxy.

The proxy settings are only offered for entry if they have not yet been defined in the Comms.
parameters (see Chapter 2.6: TCP/IP connection property page). The details entered in the
wizard are saved in the Comms. parameters and are no longer prompted for the next execution
of the wizard.

LE™ please note:
If you want establish the Comms. link using a Comms. network, please cancel the wizard
here and configure this first on the property page mentioned above.

Complete the entries by pressing the [Continue >] button.

Define EBICS communication address

Use the [ ? ] button to open a list of known EBICS access data.

If a suitable access is contained in the alphabetical list, you can choose it and add the access
data to the bank parameter file by clicking on the [Save] button.

If the bank access is not contained in the list, enter the internet address intended for the EBICS
communication of the respective bank in the field "Address (URL)". This can be taken from
documents provided by the bank.

Additionally, the host name of the bank (for the EBICS process) is to be entered. With older
releases (before version 3.21.005) the EBICS host name is to be entered before the conversion
directly in the bank parameter file, if the EBICS host name is different from the FTAM/FTP host
name.

You complete the address entry by pressing again the [Next >] button.

Define default user (=technical user)

In large-scale companies, Electronic Banking specific jobs as payments entry and creation or
execution of Commes. jobs as well as their authorization with ES are often executed by different
persons. This organizational structure is explicitly supported in the EBICS procedure by the
introduction of a "technical user" who is intended only to execute Comms. jobs.

In the program, you can label for this a user as "Default user". If in the bank parameter data a
user is labeled as default user, his ID, his password and his authentication keys are used for
each Commes. job which any other user can create. With it, the transport is completely separated
from the current user and also users who are not entered in the BPD file can include Comms.
jobs.
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By ticking the checkbox "Define current user as default user" at the bottom of the page, you
define yourself as default user. After executing the wizard, your Comms. password is saved in
encrypted form and predefined for each communication job. Thereby, all other users can

immediately continue to work without having to execute the conversion to EBICS themselves.

If you do not define any default user, all other users must also execute this wizard. The settings
for the default user can also be later converted in menu item -Communication- / -Bank
parameter files- in the bank parameter file (see Chapter 3.5: EBICS).

Press subsequently the [Next >] button.

Enter the hash values of the bank keys

To ensure that you actually communicate with the correct Partner -i. e. your bank-, the validity of
the bank keys which are collected at the end of this wizard should be verified. This is made
automatically after the retrieval of the keys.

Please enter for this the hash values of the bank keys in the planned fields (Authentication
hash of the bank (X0??) / Encryption hash of the bank (E0??)). These hash values are
notified to you by the bank or you can view the hash values on the Internet page of the bank.

You need not to enter all values. Normally a few digits are sufficient for the authentication. All
values entered by you are reconciled with the transmitted values.
The values in the respectively first field are mandatory if they deviate from "00".

You can check the status of the bank keys in menu item -Communication- / -Bank parameter
files- in the bank parameter file and repeat the verification later by entering and saving the hash
values using the [Hash values of bank] button (see Chapter 3.5: EBICS).

Press then the [Next >] button.
Generate EBICS authentication keys (for the first execution of the wizard)

If you execute the wizard for the first time, a user-related authentication key is generated for you
one-time. This key is required only for the EBICS communication.

Please enter in the field "Comms. password" your currently valid Comms. password also as
new password for the authentication key. Since the password entry is made concealed, i. e.
each keystroke is displayed by an * (asterisk), you must please repeat the password entry for
security in the field planned for this.

To generate the key pair, please enter exactly 32 random characters. This character string is
an arbitrary combination of characters, numbers and special characters. The entry is made
concealed, i. e. each entered character is displayed by an * (asterisk).

In the area "Electronic Signature" you must confirm the new key pair with your Electronic
Signature. With it, the release of the key is directly authorised on bank side.

For this, enter your "ES password" in the corresponding field. The prompt of the ES medium is
made in the last step (-> 7) of the wizard.

Press finally the [Next >] button.

Enter password (for the repeated execution of the wizard)
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In case of the renewed execution the "Password" for your authentication key is first prompted.
This is required for the authorisation of the communication job at the bank.

Subsequently, you must confirm in the area "Electronic Signature” the key pair with your
Electronic Signature. With it, the release of the key is directly authorised on bank side.

For this enter your "ES password" in the corresponding field. The prompt of the ES medium is
made in the last step (-> 7) of the wizard.

Press then the [Next >] button.

7 Start communication
A communication job/communication jobs is/are generated from your details. The Comms. can
be automatically started in this last step if you confirm the predefined entry using the [Complete]
button. If you want to execute the Comms. at a later time, please deactivate the entry "Execute
communication directly".
In case you work in a network environment, you can choose a PC planned possibly especially
for communication jobs using the list box "On workstation:" and start there the communication.

Use the [< Back] button to go back in each case the work steps in order to enter changes, if
applicable.

At the end, the communication jobs HSA and HPB are generated and, if applicable, immediately
executed.

Using the session type HSA the Public Keys are transferred to the bank signed with the currently
bank-approved key for authentication and encryption. The Public Key for the Electronic
Signature (ES version A004) does not need to be sent any longer to the bank, since this has
already been used within the framework of the BCS-FTAM or BCS-FTP protocol and is already
available on bank side. The session type HSA does not require the additional transfer of an INI
letter, since the authenticity of the transmitted keys is secured by the ES of the affected user.

Subsequent to this, the collection of the bank keys is made using HPB with automatic release.
Since each EBICS communication job must be denoted with a signature, the prompt follows to

enter the ES medium subsequent to pressing the [Finish] button. (The ES password has
already been entered.)

After inserting the ES medium and confirming with [OK], depending on the above mentioned
checkbox, the communication is started immediately or later (i. e. from the file manager).
In the lower part of the window, a display for the status of the processing then appears.

Communication immediately:

After the successful transmission, close the appearing message with [OK].

Close the wizard by a concluding pressing of the [Finish] button.

Communication later:

Confirm the appearing message with [OK]. Process the communication jobs with the
corresponding ID-Group subsequently in the file manager.
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4.7 Exchange EBICS authentication keys

To change (to generate or to send) the EBICS authentication keys (A- and V-Key) and/or to call again
the corresponding keys of the bank, choose in menu -Communication- menu item -Exchange EBICS
authentication keys-.

A wizard guides you through the necessary steps which are required to exchange the EBICS
authentication keys.

1

2012

Generate / Send EBICS authentication keys

After starting the menu item, the checkbox "Generate new key pair” is already highlighted in the
dialog box. If you want to generate a new key pair for the EBICS authentication, retain this
presetting.

If, however, you want to send already existing keys (e. g. generated earlier) to the bank(s), untag
the above mentioned checkbox.

If you want to send the key pair generated again or the current key pair to the bank (s), thus
retain also here the highlight of the checkbox "Send key pair (HCA)".

Use the session type HCA to send a query for changing the user keys for authentication and
encryption. If you also untag this checkbox, you can use the wizard after highlighting the third
option for generating a HPB communication job (see below).

For the authentication of your job / your jobs, you must enter your currently valid Comms.
password.

Generate EBICS authentication key pair (|

Do you want to generate a new key pair forthe EBICS authentication 7
Iv Generate new key pair
Do you wart to send the new/cument key pair forthe EBICS authentication to the bankis) 7

-

Pleaze enter now your cumently valid password for the authentication.

Commes. password

To generate the key pair, please enter exactly 32 arbitrary characters | These characters should be chosen as randomly
as possibly.

[~ Mlso collect curent bank key (HPB)

| | Help

If you have highlighted the checkbox for the key pair generation (first option), you must enter
below an arbitrary character string consisting of exactly 32 random characters for the
generation of a new key pair. These characters should be chosen as randomly as possibly. The
entry is made concealed, i. e. each entered character is displayed by an * (asterisk). This
optionally selectable character string builds the basis for the generation of the key pair.
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If you want to create in addition (or, if applicable, exclusively) a communication job with the
session type HPB, thus you must highlight the checkbox "Also collect current bank key
(HPB)".
Using the session type HPB the transfer of the public bank keys is made.
Press finally the [Next >] button.
2 Choose banks
A list of EBICS banks is offered to you. Choose the bank(s) to which you want to send the (new)
key pair. Please note that you can make EBICS transactions only after successful transfer of the
key pair to the bank!
Select banks Lﬁj
Select the bank(s), to which you want to send the (new) key pair. Please note that you can make EBICS transactions
only after successful transfer of the key pairto the bank |
__EBICS to omikron test bank__ (JMIEBICS)
EBICS (EBICS)
EBICS to the omikron test bank (EBICSCMI)
EBICS to the omikron test bank (KSKKOELN)
EBIXBANK
FTAMBANK (FTAM)
FTAMBAMK (FTAMMATF)
FTAMBAMK (MATF)
FTAMBANK not converted (FTAMNEL)
FTAMNEW
< Zurick | Weiter = | Help
Subsequently click the [Next >] button.
3 EBICS user status

2012

If the chosen options are invalid EBICS transactions for the current user or bank status, a
warning follows. Thus e.g. in the user status "New" a key change is an invalid transaction. A
valid status for such a transaction would be, for example, the status "Ready". Current and valid
statuses of the user or bank side are displayed here for your information.

LE™ please note:
You should proceed with the wizard in case of this warning only if you are absolutely sure
that the status in the bank parameter file is not correct. Otherwise, the communication
with the bank will not be successful and your access is then no longer possible.

Press subsequently the [Next >] button.
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EBICS user status 22|

My Bank

Waming:

This function is an invalid EBICS transaction for the cument user or bank status . Please continue only if you are sure that
the status in the BPD file is not comect.

Ctherwize the communication with the bank does not lead to a successful result and your access is no longer possible.

Current user status: Valid statuses:
|Ne‘,\' | Ready
Currert bank status: Valid statuses:
|New | Ready

< Zurick | Weiter > | Help

Signing the order (not for the exclusive creation of HPB orders)
Subsequent to this, the (new) key pair must be clicked with the Electronic Signature in order that
the release of the key is immediately authorised on bank side.
To be able to make subsequently the Electronic Signature, you are prompted to enter your ES

password.

Sign order (2|

Banki(s) My Bank

‘You must corfimm the (new) key pair with your electronic signature.

With it, the release of the key iz diractly authorised on bank side.

User ES password

B I

< Zuniick | Help

Then press the [Next >] button.
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If an HPB retrieval shall be executed, subsequently the hash values of the bank keys are
prompted for the automatic verification after their retrieval (This page is displayed per each
chosen bank.).

Confirm subsequently with [Next >].

Start communication

A communication job/communication jobs (HCA and, if applicable, HPB) is / are generated from
your details. The Comms. can be started automatically in this last step when you confirm the
predefined entry using the [Complete] button. If you want to execute the Comms. later, please
deactivate the entry "Execute communication directly".

If you work in a network environment, you can choose a PC planned possibly especially for
communication jobs using list box "On workstation:" and start there the communication.

Start Comms. L&J
[J— Communication jobs are generated from your details. These can now be started
automatically. f you want to execute the Comms. |ater, then please deactivate
the following entry.
[ Start Comms. now
On workstation: Own ﬂ
< Zurick | Fertig stellen | Help

Using the [< Back] button you can go back in each case the work steps, if applicable, in order to
enter changes.

Since orders must be denoted with a signature for the key transfer, subsegently to pressing the
[Finish] button, the request follows to enter the ES medium. (The ES password has already
been entered: step 4)

After inserting the ES medium and confirming with [OK], depending on the above mentioned
checkbox, the communication is started immediately or later (i. e. from the file manager).

In the lower part of the window, then a display appears for the status of the processing.
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Communication immediately:

After the successful transmission, close the appearing message with [OK].

Close the wizard using a concluding pressing of the [Finish] button.

Communication later:

Confirm the appearing message with [OK]. Process the communication jobs with the
corresponding ID-Group subsequently in the file manager.
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4.8 Change EBICS Comms. password

If the necessity to change the Comms. password arises for your EBICS access (i.e. of the access
password for the A- and V-Keys), thus choose from menu -Communication- menu item -Change
EBICS Comms. password-.

The program prompts you in the first step to enter the old EBICS password used so far. Subsequent
to this, enter then the new EBICS password. The entries are made concealed, i.e. each entered
character is displayed by an * (asterisk). For reasons of security, you must please repeat the entry of
the new EBICS password. Confirm your entries by selecting the [OK] button.

Change EBICS Comms, password L-'EE-J
0ld Cornrms. password |
Mew Comrmz. password
Flease repeat
Help

Confirm also a concluding message with [OK].
Analogously to changing the ES password, no communication to the bank is required for this.

If it is defined for you in the BPD file that the Comms. password shall be saved, thus the new password
is also changed in the BPD file.
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4.9 Key media administration wizard

[E™ please note:
This key media administration function cannot be used, if you are using a chipcard as key
medium.

To move private keys for the Electronic Signature and/or private EBICS authentication keys to an
external medium (e.g. after having activated the parameter "Use external medium for EBICS
authorization keys") or between different key media, you have to use the "Key media administration"
wizard. Additionally, you can delete keys with this function or backup them on another medium.

Which media can be used, e.g. for the external key storage, depends on user specific (see Chapter
5.4.1: User property page) and computer specific settings (see Chapter 6.1.5: Electronic Signature

property page).

Key media administration L&J

Please note:
This function cannot be uzed, if you're using a chip card as key medium!

Electranic signature
™ Register USE-Stick for using your electronic sighature on this waorkstation 7

I =]

I Move medium for electronic signature ?
Topically walid ELl medium: Take aver ta:

USB-DRIVE H: USB-DRIVE H:

[ Delste private key for elsctionic signature ?

[ Backup private key for electronic signature to another medium ?

Walid ES passward:

EBICS authentication keys
[ Mowve medium for EBICS authentication 7

Topically walid authentication medium: Take aver ta:
DRIVE D: DRIVE D:
USB-DRIVE H: JSB-DRIVE H:

[ Delete private key for authentication ?

[ Backup private key for authentication to another mediurm ?

alid EBICS password:

Users, who work with USB sticks, are notified in the ILM that it is possible to register a stick.

- Information | Log managsr « | fou can regisker wour LISB-Stick. For using wour Electronic signature on
E-ER Communication this workstation.

o ® Electronic signature Then you can use it for your electronic signature independently From

LI assigned drive letter |

First you have the possibility here to register a certain USB stick for the Electronic Signature on a
specific computer. To do this, check the "Register USB stick for using your electronic signature on
this workstation?" check box. Then select the required stick via selection list box. After confirming
with [OK] the selected stick is registered on this computer. Subsequently, a message is displayed that
the selected stick is the currently registered ES medium on this computer.
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This registered USB stick is then always used for the Electronic Signature on this computer,
independently from the drive letter actually used.

Example:
In this case the drive letter G:\ is already occupied by another USB stick.

i~ Electromsc signature

[ Register ISB-Stick for using yous electionic signature on this workstation 7

The GUID of the USB stick can now be used to clearly identify the registered stick as the medium
registered for the Electronic Signature (here the drive letter H:\ is assigned to it).

i~ Electionic signature
[ Register LISB-Stick for using your electionic signature on this workstation 7

This setting need to be repeated for a user on further computers if necessary, since the GUIDs are
occupied specifically for a workstation. If no USB stick is registered for the user/computer, the drive
letter setting from the system parameters is used.

The next part of the wizard is used only for actions, which concern the Electronic Signature. Each
action here is to be authorized with the current valid ES password.

The lower part of the wizard is used for the authentication keys necessary in addition with EBICS.
Actions, which concern these keys, are to be authorized with the current valid EBICS password.

By ticking the appropriate options in the ES, in the EBICS or in both parts, you decide whether the
actions are to be accomplished individually or at the same time.

The first option in each part is used for moving the private key for the Electronic Signature and/or the
private EBICS authentication key from the current medium to a new target medium. To do this, select
in each case the currently used medium from the available drives on the left side, the designated target
medium on the right side.

After input of the ES or EBICS password and confirming with [OK] the key(s) is(are) moved to the
target medium.

The second option in each part is used for the deletion of the private key for the Electronic Signature
and/or the private EBICS authentication key.
After confirming with [OK] the key(s) is(are) deleted.

The third option in each part is used to backup the private key for the Electronic Signature and/or the
private EBICS authentication key on a further medium. After choosing this option, a field is displayed at
the bottom of the wizard, where you can enter the designated backup directory, if need be, using the
folder selection via [...] button.

After input of the ES or EBICS password and confirming with [OK] the key(s) is(are) copied to the
backup directory.
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4.10 Manage certificates

If accesses to the web application with TLS encryption or with TLS encryption and client certificates
shall be used, the respective certificates must be generated using the application before configuring
the accesses. For this the following menu items are available:

4.10.1 Generate system key and certificate
4.10.2 Generate TLS key and certificate

What is important in these functions relevant primarily for system administrators can be found in the

separate document "Quick reference for system administrators” in the Chapter: Accesses to the web
application (File »-QuickRef_Admin-..PDF in the .\DOC directory of the installation).
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4.10.1 Generate system key and certificate

Using this menu item you can create a new system key and the corresponding self-signed certificate.
The system certificate will be used to sign client certificates and TLS certificates.

Attention!
After creating a new system key all client certificates and TLS certificates sighed with the

previous system key are invalid!

2012

Generate system key and self-signad certificate l.i:-?-J

Here you create a new systemn key and the comesponding self-zsigned certificate. The spstem certificate will be used to sign
client certificates and TLS certificates.

After creating a new systemn key all client certificates and TLS certificates signed wsing the actual system key are invalid |

[¥ Generate system key ? Last generated:
¥ Last generated:
Password of key: Please repeat passward:
Key length in bits: 2048 - Walidity of the certificate in years: |10 -

Details for creation of certificate

Country code: GE
|
|
|

Federal state:

City:

Company:

Department: |

Mame: |MultiCash
EMail adress: ||

Help
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4.10.2 Generate TLS key and certificate

Using this menu item you generate a new TLS key and certificate for browser access.

Generate TLS key and server certificate x|
Here you create a new TLS key and certificate for browser access.
[ Generate TLS key ? Last generated:
™ Generate TLS certificate 7 Last generated:
™ Generate certificate request only for external CA and don't self-sign ?
Password of system key:
Key length in bits: 2042 - Walidity of the certificate in years: | 4 -

Details for creation of certificate

Federal state:

City:

Company:

Country code: GE
|
|
|
|

Department;

On creating TLS certificates, thiz has to be the baze URL, which iz accessed by browser |

URL: |MuliCash

Erail adress: ||

Impart certificate |

Help

There are two variants available:

Alternative 1: Self-signed certificate

For this you have to tick the options "Generate TLS key?" and "Generate TLS certificate?". After

entering the required data confirm with [OK].

Alternative 2: Certificate of a Certification Authority (CA)

Check for this the "Generate TLS key?" and the "Generate certificate request only for external CA and

don't self-sign?" check boxes.

After entering the required data and confirmation with [OK] a certificate request is generated, which
must be transmitted by you to the Certification Authority. Later you receive a certificate response from

this authority.

2012 COM

4-36



4.10.2 Generate TLS key and certificate

Certificate request

our requested certificate:

----- BEGIM CERTIFICATE REQUEST -

MINCkCCAXoCADAWT TELMALGATUEBhMCROIXHzAdB gMYEAM TFRIEEGSrd<BzLrRy
LmStaiwityb 242G UxH TABE gkghkiG wIBCOEWD m iU BvEwircrmSuLmR MBI AN
BokghkiGIw0BAQEFAADCARBAMIIBCohCARE ARG B wos3SKIULLRbcAT btFG Ty
n2 e mHY 7oi7 1R 4B 3dIt2gg] 1% w0 &G POQIEC/B22 LIPISixiEdk s 2hy+

YHEK Y 9g7 /A7 nk PV d7 aPak. 71 fiB 3B PrmBcrwBD Be/f2ire T Pz2vtw cmiMCzdja
HOMBEODZmT vBek 2feLeBlaGEnOUy - GEY c30D jeBXE7 eo+ AU 4M T I WE

RN oBz8 280 BHPuw] dybpa Tl U2 3sM 20 30+ 2b &) E0mdeE M S A kiU O 1)
C0 ek B+ U ditgD ek Y H7D hG T T a9cw+wSE TD 2ed42) gldyLin/E +vMFlQ IDADAR
odswD OV IkeZlhveNAQEFBOADggE BAG WP kL29cekbYnRERKKFIBE NsipSFCoBZ)
IS hiG 0A+H RnsZj0g/ 2gPtEvhT grCpebnlUejmgjvR goG6 c2U 3vLOIdB meLeghs

7T oMIE3hSEYIKMR ogakEnts'gnlkyHywpB PG 4HO 2k BucEDkgbLBoly 225 nsam. 4
UUeDmzHng?zU4U 3mdsB5LGZS red+bSKM cOuxgy> 1 ZLU o TRy 2iPEEXsWH frxCF 1 ab
HFBcsH19pvsHY 10KMagMPEi9R 5R +abY imiG 2 G DiwigtwB blfdy3enD 05gzPhy. 21
PkLgBOKISSE 59 W7D I0251w QUM TNvFoD DiuaSP2K a+0IR38=

----- EMD CERTIFICATE REQUEST -

R

In order to import the requested certificate into the system click the [Import certificate] button first.
Then copy the certificate response and paste it in the large text box. Confirm with [OK].

Import certifikate

(S

The certificate chain is not entire, please you import the certificate for:

Certification autharity: |

Certificate iszued on: |

Copy certificate into input area:

----- BEGIM CERTIFICATE -~

MIICkiCCaxaCALAwWT TELMAKGATUEBRMCROlHzAdB gNVBAMTFrlZG Srd<EBzLnFy
Lm3taiwtyb2duz G UxH T ABE gk.ghkiG SwiBCOEWD m1rvUB vbwirem3ulmB IMIBlAN
BokahkiGIwBAQEFAADCARD BAMIIBCOK CALNEAMK G S was 25 K 3ULLRbed TRFGTY
n2 ek mHY o7 TR 4B 3dIt2aq1 1w G 4GP AGIEC 8aZLIPIS kG dk s 2hp+

rHE K 3g7 97 mkl Fyd7 2P ak 7 g1 fig3B PrmBonaBD Be A 2irc TPz 2vtw/ cKmiMCz4ja
BOMBEGDZmT vBek.2feeBhla Bn0U yljp<GY c 30D 1e5<E T e+ SU4MTT k 3vcWiE

FiM Bz 280 BHPuw] 49bpoZi THrL) U2 352N 20 30+ 20 A) B0maeE M SAchIL 01
G0 ek B+ dOtgD ek YH 7D shG T T a9cw+wSET D 2eddz)gldpln/E ++MFIwWR DADAR
odswDIY kel bveNADEFB QAD ggE BAGWPITkL23cek by nRERKK FIbE NsipSFCoBZ)
w151 hG0A+HRRnZ 00/ 2gPtVhT guCpBbnU ejmgjvR G 2 ) 37 LAIdB mel eghs
7ToMIE 3hSEYIKMN R ogdkEntw ondkyHypBIPW GAH G 2k BucEDkgbLB o225 nsamd 4
UUeDmZHngTzU4U 3md s BELGZSred+bSKNcO g1 Z LU0 T Py 2iPEEXswHfn=CF1ab
HFBosH19peeesHY 1 0M ggM PSR SR +abyimGZ] GD wigtwBbIMp3esD 0 5g:Ph RQ
PkLgBOKISSN S9N 7DAI02s 0 UM TN vF oD DiuaSP2ka+0IR38=

----- EMD CERTIFICATE -

Impart PKCSHTY file

I

Alternatively you can import appropriate certificate files from other directories into the system using the
[Import PKCS#7 file] button. Then the well-known file open box is displayed.
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Using the [Open] button you can import the certificate file.

a Import certifikate [&J
Suchen in: | ., CER j e« ck B
= Name = Anderungsdatum Typ
Py
Zula‘t:rb)e‘sudﬂ =l omikron-ca-root.cer 22/02/2008 15:38 Sicherheitszertifikat
_ﬁZKBlBélS.pl?_ 03/12/2007 16:48 Privater Informati...
Desktop
=]
Biblictheken
1A
Computer
b= )
A _
Netzwerk 4| m +
Dateiname: |omikron-ca-root.cer j Offnen |
Dateityp: | Al iles* | Abbrechen
Hitfe:

Import certifikate

The certificate chain is not entire, please you import the certificate for:

Certification autharity: |Dmikr0n Fioot Certificate Autharity

Certificate izzued an: |Dmikr0n Rioot Certificate Authority

Copy certificate into input area:

----- BEGIM CERTIFICATE -~

Lm3taiatyb2auZGUHT AR
BakghkiG3wiBARDEFAAL

2Tl mHy7ei7 14 Note 742

»

MIICkICCAKaCAL AT TELMAKGATUEEhMCR OlxHzAdE gNVBAMTFnltZG 3rd-<BzLnfy

YHE K 3g /A7 b | Py
[OMBKQDZmT voek 2fed
RM 0B 280 BHPuw 4

oddwD IR N AL _—
WIS hGOA+HRNsZ0g/2
7ToMIE 3hS5rIkxNRogd
Ul eDmZHng7zl) 4l 3rnd
FBcxH9pkwsHY10KMg
PlLgBOKISEN 53 V7D

----- EMD CEHTIFICATE---L

C0ck 8+l diVvigD ek l . The certificate was imported successfully!

Impart PECSHT file

Help ok

If the import is successful, a display shows you under “Certification Authority” who has issued the
certificate. Under “Certificate issued on“also valid information is displayed.
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4.10.3 Generate certificate request

Further menu items are only available, if the additional module "Certificate
administration" is installed.

These are:

4.10.3 Generate certificate request
4.10.4 Import / install certificate
4.10.5 Assign certificate

After using this menu item you are first prompted to insert the appopriate ES medium:

Generate certificate request L—Ehj

! . Please insert the ES medium

oK | Abbrechen |

In the following dialog some entries necessary for the creation of the certificate request must be made:
Type of private key

Password of private key

To enable the access to the key the ES password need to be entered.

Further mandatory entries are: Country code, Name and E-Mail address. The fields Federal state,
City, Company and Department are to be filled optionally.
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Generate certificate request u

Type of private key:

Passward of private key:

— Infarmation far the generation of certificate request

Country code:

Federal state:

City:

Company:

68"

|

|

|

Department: I

Name: R
[

EMail adress:

*r'our requested certificate:

Help | Ok |

After clicking on the [OK] button the requested certificate appears in the large field below the entries.
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4.10.2 Import certificate

In order to import the requested certificate into the system, paste the certificate copied before in th
large input field and confirm with [OK].

Using the [Import PKCS#7 file] button you can import appropriate certificate files from other
directories into the system. Then the well-known box for file selection opens.

Using the [Import certificate from medium] button you can import a certificate file directly from a
signature medium.

Import certifikate Lﬂhj

Copy certificate into input area:

Imnpart PECSHY file Impart certificate from medium Install system key |
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4.10.3 Assign certificate

Using this dialog the requested or imported certificates can be assigned to the appropriate banks (i.e.

bank parameter files), which support the usage of certificates.

In the display fields suitable entries can be chosen and then linked together using the [Assign] button.

Using the [Remove assignment] button you can remove these links.

Assign certificates

Requested certifik ates:

lzsued on | [rate | Time | Type of private key

Imported certificates:

[n] | lzzued on Certification authority Imported v alid from

“alid uritil

Type of private key

4| 1

Agzsign Femove aszignment

Azsigh here to pour bank parameter files the imported certificates:

Bank 1D Type of private key
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5 File Manager / Execute Comms.

5 File Manager / Execute Commes.

The file manager is the central control tool of the communication of the program, i. e. for all incoming
and outgoing messages.

The function buttons in the File Manager (Chap. 5.1) and the functions described under Execute
Comms. (Chap. 5.3) are available to start Comms.

5.1 File Manager

You can open the File Manager

by clicking on the icon

Bz,

or

or
the menu item -Communication- / -File Manager-.

Controlling the communications is exclusively made using the file manager.

The File Manager shows all the information relating to incoming and outgoing bank transactions. Users
who make frequent use of the system can check all pending and executed Comms. sessions and
control the assignment of signatures and the transmission of the files. All reference and process
information is collected here.
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5.1.1 Database overview: File Manager

After selecting the File Manager, a database overview opens in which you can administer all incoming
and outgoing Comms. Files.

& File manager = | )

Signatures Time
General information about the file E:\_323\IDCWIN\12051005.IDC

Number of legical files Total number of payments Sum payments  Currency
1 1.234.567,89 EUR

Value date / Ordering party Currency
Transfer 10.05.2012 1 1.234567,89  EUR
37050299 DE50370502990010203040

AUFTRAGGEBERNAME

Period

e
| Display transmit sessions | [curent ~|

I~ Do not show successtully sent files

[~ Gnly show files pending ES
[~ Do not show files signed by yourselves
Session type | ONo | Status | original file name

Amount | Total number of payments | Attributes | ES made | S required | ID-Group | Comms_date

1| ACK01092

Gomms. Time | Hash value -
CAB81703 (CHK2)

FAAG1B05 (CHK2)
45A21805 (CHK2)

i 09
4070 Pending ES __EBICS 3 234,567.89 C 17248

Collect data fiom several banks | View file ‘ Help Mew order ‘

Signatures (up to six) with date and time of signature are displayed in the in the display section of
the database overview with a summary of the file contents next to them.

If the internal approval function is activated (cf. parameter "Number of internal approvals" in the Core
module chapter 6.1.5: Electronic Signature / File Manager), the IDs of persons, who made the
approvals (up to two with date/time), are displayed. Then a signatory can check, who has
accomplished the approval.

Use the list box to limit the display to defined groups of Comms. batches. So you have the choice
between:

- Display transmit sessions

- Display collection orders

- Display received files. and

- View all.

If you check the control box "Do not show successfully sent files", all successfully sent Commes. files
(Status "OK") will be excluded from the display.

You can use the control box "Only show files pending ES" to limit the display of files to those which
still require an Electronic Signature (Status "Waiting for ES").

Using the "Do not show files signed by yourself" check box you can hide files signed by you as
logged on user.

Using the selection list "Stock" you can display beside current data also historical data, if the File
Manager history had been activated by the parameter "Maintain history?" (see Core module Chapter
6.1.5: Electronic Signature/File Manager). Functions like [Select or [Print] have only an effect on the
data currently selected.

The record list of the database overview lists the individual entries using the session type, the order
no. of the order attribute (see, for example, Comms. chapter 1.2.3: FTAM), no. of signatures
required/made, of the status (e. g. Collection OK, Pending Comms. (ES), OK, error, rejected, deleted,
ES check OK, ES error, Comms. initiated, Pending Comms. PIN, Waits for approval), of the file name
(including drive and path entry, a grouping name (internal name), the date and the time of the Comms.,
of the name of the bank parameter file used for the Comms. (as clear text if available) and the total of
orders (currency and amount). Use these to better identify the individual entries. The total is displayed
in the original currency if all orders have the same currency. For orders in different currencies, it will be

2012 COM 5-3



5.1.1 Database overview: File Manager

converted into the base currency (i. e. the currency which is with rate 1 in the currency table) and then
it will be added up.

The column "ID-Group” can be very simply used for a selected processing of the Comms. batches
(former DAD name).

The display of the next execution date in the columns "Comms. date" and "Comms. time" of the
overview (for comms. orders with periodical repetition cycles) always occurs if the status of the order is
set on "Comms. initiated" and therefore a next execution date exists. Then the display of the next date
has a higher priority as the display of the last execution date (see line 1 in the following example).

Sezsion type Status File name Bank name 10- Group Comms. date | Commsz. Time

Comms. initiated AMBWMDADS0.ETA  Mandant 100 WANLUELL 21.06.06 10:32

Pending Comms. CALAMCCWINBWMDADTOPTK | Mandant 100 MANUELL

R-MKADZ

CLAMCCWINBEWMDADSO.ETA | Mandant 100 21.06.06 10:28

For the status "Pending ES/Pending Comms./Rejected/Deleted/Pending Comms.-PIN", the display of
date and time in the overview remains empty (see line 2 of the example above).

For the status "OK/Error/ES check OK/ES error”, the last execution date is displayed (see line 3 of the
above example).

The most recent file (the most recent comms. job) is at the top of the list.

Multiple selection

If you have highlighted several Comms. batches in the database overview of the File Manager by
highlighting the checkboxes before the session type, some functions can be executed in a "batch
processing" (you can mark all orders using the context menu item -Mark all records-).

Above all, this simplifies the signing, since in this case you have to enter the ES password only once.

The functions, which can be used for this processing, are on one hand the following menu items from
the context menu (right mouse button):

- -Reject-

- -Reset-

- -Reactivate-

and on the other hand the following buttons from the functional area:

- [Execute order]

- [Delete signature]

- [Sign].

If several data records are marked in the file manager, a further dialog opens after selection of one of
the functions specified above (in each case the selected function is shown in the title bar). The data
records with ticked check box in the file manager are listed here again.

In addition symbols will show you whether the selected function can be applied to the Comms. order. A
green check mark ( -/ ) signals that the selected function is applicable to the data record. The records
highlighted in the list with a red cross ( % ) cannot be processed with the chosen function.

Example:

Thus in the following case three Comms. orders were marked in the file manager. The function
[Execute order] is applicable however only to two of the data records.
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Execute order L&J
r'ou have highlighted one or more orders. Please select whether the P ]

chosen_ fu_nction zhall be exgcuted for all arders or only far the curent B eellboetieichiched

record i file manager overvisu. from it, these cannot be processed with this function: |1

Sessionby... | OMo | A..| Status File name Hash value Curency Amount

2 AD4D B Waits for approval L. EjmultlangbZ2WwINSTI061 40012 446DE200 [CHEZ) EUR 9.000.00

+/ HPB A000 D Pending Comms. ... E:AMULTLANGSMCOWINADATSTEMP..

o HSA A000 O Pending Comms. ... E:vmultlangWMCCOWINADATATEMPADD...

Fleaze nate the recards marked with a red eross; these cannot be processed with this function!

Execute for all valid records | |

The number of data records marked altogether in the file manager is indicated to your information on
the top right of the dialog. In addition the number of the data records, which cannot be processed with
the selected function, is indicated below this.

Now you can decide by selecting the [Execute for all valid records] button, whether the selected
function can be applied to the possible (i.e. marked with a green check mark) data records.

If you choose the [Execute for current record: <ID>] button, the chosen function is only used for the
record highlighted in the file manager (!). This must not be necessarily the record highlighted in the
multiple selection window. For the unique identification, the ID of the communication order highlighted
in the file manager window is displayed on the button additionally. In the following example this is e.g.
the record with the order number A070, not the record with the order number A080, which is
highlighted in the selection window.

Example:
a File manager =HAC =
Signatures
Execute order
‘r'ou have highlighted one or more orders. Please select whether the .
chnsen_ functinn shal be Em_acuted for all orders or anly for the current Licesllogsialiiicy
record in file manager overviev from it. these cannot be processed with this functi
Approvals
Sessiontype | OMo | Altrib.. | Status File name Hash value Currency
2 Ade0 B Waits for approval .. ExvmublanghZvwINY11080301.127 DEF16200 [CHK2) EUR
2 ADFD B “Waits for approval .. E:\mublanghZ2vw/INYI108010212y 20746200 [CHK2) EUR
Rty ADBD B Waits for approval .. E:vmublangWZVWINLVIT0B0 0112V 2C7AB200 [CHK2) EUR
|Display tranzmit sessions j Curreff | | 12Y L0400 B “Waits for approval .. E\mullangW20wWINAVTT0ET401.12Y 44606200 (CHEZ] EUR
[~ Do not show successfully sent files
[~ Oniy show files pending ES
[~ Do not show files signed by yourselves
Session type | ONa | Status
[v 12V A0S0 | Waits for approval
v
[ 12V ADB0 | Waits for approval
v 12V AD40 | Waits for approval
~ uen annn | Pandina Camme | B m
1 =
I Please note the records marked with a red cross; these cannot be processed with this function!
1P s e
Exrecute order | Ezecute all due arders | | |
Select Frint Collect data from several banks I Wiew file ] Help ] Mew order ]
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If you use the batch processing for signing files, then you will be prompted only once for the ES
medium as well as for the input of the ES password.

If the minimum number of signatures (depending on the session type) is reached with the signature
made, a prompt follows whether the file is completely signed if the corresponding system parameter
"Prompt whether signatures are complete" is set (see Chapter 6.1.5: Electronic Signature property
page).

Are these files signed finally 2 Ed

For the highlighted files, the minimum number of signatures is reached. You can now reset the highlight, for files which hawve not vet
1 been completely signed !

Please confirm the skatus change to ‘waiting comms' For marked Files by pressing ‘Execute for all valid records' |

Please close this message box first using the [OK] button.

In the dialog with changed texts the files are already highlighted, for which the number of required
signatures is reached (-normally- by a grey highlighting of the records).

Are these files signed finally # | x|
For the highlighted files, the minimum number of signatures is reached. Ord ltogether highlightad |3
“I'ou can now reset the highlight, for files which have not vet been raers alogeiner ignignte

completely signed |

| Currency |
EUR
ELR

le name
o,

Amaunt |
00,00

ELR

Flease confirm the statuz change ko 'waiting comms' for marked files by pressing 'Execute for all walid records' ]

Execute for all valid records I Help |

By clicking on [Execute for all valid records] all files marked in such a manner would be labelled as
completely signed and released for execution in the file manager (status "Pending Comms.").

To add further signatures to some files you have to reset the highlight.

This can be done by clicking on the completely signed files to highlight them explicitely, (-normally -
blue cursor highlight; multiple selection with hold Shift or Ctrl key if necessary). Only for records
marked like this the status will change after pressing the button mentioned above.

Are these files signed finally # 3
Fur the highlighted files, the minimumn number of signatures is reached. Ord ltogether highlightad |3
“I'ou can now reset the highlight, for files which have not vet been raers alogeiner ignignte

completely zigned |

Session type | OMa | Abtributes | Status | File hame | Currency | Amount|

ADBD B Pending ES 1, 09110 3.000,00
Pending ES
ADED B Pending ES
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To reset all highlights -i.e. further signatures should be added to all files - click into the empty area
below the records.

After closing the dialog using the button mentioned above the status of the non-highlighted records
remains on "Pending ES" in the File Manager. For this files further signatures (second and more
signatures) can be added then (using the multiple selection again if need be).

LE™ Please note when using the multiple selection for deletion:
Whereas original files of normal orders remain until the expiry of the storage period (see Core
module Chapter 6.4.1), if entries are deleted from file manager, the original files of confidential
payments (i.e. payments where an access class has been set) are deleted immediately for
security reasons.
To prevent as far as possible an unintentional deletion of payment files with confidential
payments, these files are marked with an additional exclamation mark ( 1 ).

Use the context sensitive menu (right mouse button menu) to reach important processing functions
for the individual records:

View details

Delete record

Reject

Reset

Reactivate

Approve

Remowve approval

Add to Favourites

Change Cornms, password
Remowve mark from all records

Mark all records

Reset sorting

A detailed view of files belonging to an individual record can be obtained using the menu item -View
details-.

Use -Delete record- to remove entries from the file manager. Before the deletion, a prompt follows in
each case for security whether the entry shall be actually deleted. Only if you confirm this prompt with
[Yes], the corresponding action is executed.

After the deletion you are prompted additionally whether the underlying file should be deleted as well.

If you answer the prompt with [Yes], the original file is finally deleted. With [No] this file remains and
can be sent within a new Comms. session if necessary.

Files, where the entry in the file manager has been deleted (1st answer [Yes]), but which were not
deleted here immediately (2nd answer [No]), will be deleted automatically after the so-called storage
period, which was specified for each file type (session type, e.g. IZV) (see Chapter 6.4.1 of Core
module).

For confidential payments (i. e. payments with the set access class), the original files are immediately
deleted from the ..\SAV directory.

Use the item -Reject- to set an order to the status "Rejected", i.e. to exclude it from the Comms. In
order that this action is executed, you must confirm a security prompt before with [Yes].
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Rejected orders can be reactivated again using the appropriate context menu entry (see below).
If the status of a file in the file manager is set to "Deleted" or "Rejected", the corresponding plan data
are deleted.

Use the item -Reset- to reset an order to a previous status. Thus you can reset, for example, an order
with the status "Comms. initiated" using this entry to the status "Waits for Comms.". Also here a
security prompt follows to be answered accordingly.

Use the item -Reactivate- to activate again orders in the status "Rejected". In principle, ES orders are
thereby set to the status "Waits for ES" so that they have to be confirmed again with a signature.

If the internal approval function is activated (cf. to parameter "Number of internal approvals" in the
Core module chapter 6.1.5: Electronic Signature / File Manager), newly entered files get the status
"Waits for approval" first. Authorized staff can accomplish approval using the context menu entry -
Approve-.

Status Criginal file name

Waits for approval View details

Waits for approval Delete record
Waits for approval
Waits for approval
Pendino Comms Approve

Add to Favourites

Reject I

Mark all records

L T |

The approval can be revoked using the context menu entry -Remove approval- .

Preferred session types (transfer and collection orders) can be added to your list of Favourites by
selecting -Add to favourites-.

If a file has been provided with a wrong or without a Comms. password, you can assign a (new)
Commes. password using the context menu item —Change Comms. password -.
Please enter the Comms. password in the appearing dialog box and confirm your entry with [OK].

With missing password the status "Pending Comms. PIN" is changed to "Pending Comms" thereafter.
If the order has been transferred incorrectly before, then the status will be set again to "Pending
Commes.". The last return code (AC) is reset to 0.

Using the -Insert again- option you can resend already successfully sent files from the SAV directory.
For this the original file from the SAV directory will be copied first into the \RESEND directory and then
a new Comms. order for this file is added in the file manager.

If several or all orders have been highlighted for the batch processing, all highlights can be removed at
once using the context menu entry -Remove mark from all records-.
To mark all records use the context menu item -Mark all records-.

If a sorting of file manager data was made by clicking on one of the colums, then this sorting can be
removed using the context menu entry -Reset sorting-.
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Functions in the context of special session types:

As for the use of the Distributed Electronic Signature with EBICS (s. Chapter 1.2.5: EBICS) several
EBICS requests are handled with the well-known session type ESP (Send distributed signature),
several function calls exist for this session type to be called at different places in the File Manager.

Thus an ESP order can be cancelled using the context menu item -Cancel original order at the
bank-. After selecting the item the HVS cancellation order (DES cancellation) has to be be signed.
After sending the cancellation order a signature is not possible any longer. Therefore a warning
message is displayed, that the file is removed irrevocably from the DES processing on bank side,
which you have to answer accordingly with [Yes] or [No].

With the execution of the ESP order the retrieval of the original file up to a certain file size (usually 1
MB, adjustable) is made automatically using the EBICS request HVT (Retrieve DES transaction
details), executed in the background.

If you try to display information of original files, which exceed this limit, using the [View file] button,
then you are prompted, that the original file is not yet available, but it can be retrieved from the bank
(including display of the approximate file size). If you answer this prompt with [Yes], an appropriate
HVT request is started in order to retrieve the original file. Select the [No] button, if it should not be
retrieved.

Functions relating to the Electronic Signature and to the sending of files can be found in the button bar
section in addition to the standard functions [Select], [Print] and [Help].

Press the [Execute order] button to initiate the Comms. for a chosen file and send the file.

Use the [Execute all due orders] button to start the transmission of all due communication orders,
provided that the status of the order allows this. If a selection was accomplished, all due orders are
executed, which match this selection.

LE™ please note:
With collection orders to be executed manually the [Execute order] button is blocked and the
orders will not be considered, if the [Execute all due orders] button is used. These orders can
only be executed using the icon "Collect information from bank(s)" (see Chapter 5.2). In order to
mark these orders specifically, they are displayed in the file manager overview with the color
specified for deactivated fields in the system parameters, e.g. grey in the following:

IShow collection orders j

I_ Do not show suceezsfully sant files

I_ Only show filez pending E

Sezsion type | Status 10-Group
[ 8TA Comms. initiated | AUTOMAT

Oy
[ 5TA Comms. intiated | AUTOMAT

Owin

Cwen
|_ STA Fending Comms. | MARUELL
Onin

CEEE e

Execute order | Execute all due orders |

Select | Frrint |
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After pressing the two buttons or after choosing the corresponding buttons in the multiple selection
window -if operated in a network-, first a dialog box opens immediately before the execution, where
you select the computer for the execution of comms. orders.

You have the choice between

- Execute only due orders of selected computer or
- Execute all due orders on selected computer,

together in each case with the option to select the wanted computer name (if installed in a network)
via list box. The selection made last is stored in each case computer-specific as default for the next
selection. Computers, on which the Comms. bar of the program is not open, are marked in the
selection list by an "(Inactive)" behind the computer name in each case.

Additionally the name of the Comms. computer is shown in the file manager with the "Pending
Comms." or "Comms initiated" stati also marked with the label "(Inactive)", if the Comms. bar of the
program is not started on this computer.

Seszion type I OHo I Status I File narme.
A053 | Pending Comms.

D (Inactive)

[T 12 CALAMG

- Execute all due orders as defined in order

is available as third option (when executing single comms. orders, only this option is available).

With the marking of the first option "Execute only due orders of selected computer” you determine,
that only Comms. orders, which are defined for the execution on a certain computer (e.g. on the own),
will be executed.

Marking the second option "Execute all due orders on selected computer" effects, that all due
orders (e.g. collected for a working group) are executed on the selected computer. This is indipendent

from what was defined as Comms. PC for each order during creation before.

If all due orders should be executed as they were defined at order creation in each case, then you
should use the third option: "Execute all due orders as defined in order".

After confirming with [OK], Comms. orders are executed according to your selection (status changes to
"Comms. initiated").

Click on [View file] to view the complete contents of a file in a display window. The presentation of the
information depends on the display form stored for the respective session type (using parameter
Display form in file manager; see for this Chapter 6.4.1: Session types property page).

Click on [Delete signature] to cancel a signature which has already been entered.

Click on [Sign] to sign the original file. Information on managing the ES can be found here.

Using the [Collect data from several bank(s)] button you can start data collection from your bank(s)

as described in Chapter 5.2. The button corresponds in its function to the button for the autodial
function described there:
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Execute favourites

Click on the [New entry from favourite] when in the File Manager or the menu item -Communication-
|/ -Execute Comms. favourite- or the icon

Ll
& Al

to carry out data communications with a simple click of the mouse if you prefer to establish a simple
and direct connection to your bank.

The Comms. favourite serves thereby for pre-defining often used Comms. orders (e.g. for the sending
of third-party payments).

By setting the "Generate plan data in file manager" parameter(see Chapter 6.4.1: Session types
property page) for the appropriate session type, automatically the plan data creation is also available
for the sending via "favourite".

With sending orders one signature is used during the order creation. Further signatures can be carried
out using the file manager if necessary.

When in the File Manager database, you can add a session to the list of preferred session types by
opening the shortcut menu (right mouse button) and clicking on the entry -Add to favourites-.

After selecting the function "Execute favourite" (using the button, menu item or icon) this list will be
displayed. In addition to the session type and favoured bank, small symbols indicate whether the
respective session type will be carried out with encryption ( il ), with Electronic Signature ( £ ) and/or
with compression ( &).

Favourites which are no longer required can be removed from the list using the [Remove from
favourites] button.

You can enter a new favourite using the [Create new entry in favourites] button. The following dialog
box will show you the available banks where you can choose your favourite. In addition you will find
information regarding the possible session types for the chosen bank (incl. Angaben zu Compression,
Encryption, ES).

Create new entry in favourites Lﬂhj
Banks
EBICS to amikron test bank_ [OMIEBICS] -~
DEDC N
Die Bank fir die Dokumentation [2DFL)
EBICS [EBICS)

EBICS ta the omikron test bank [KSKEOELM]
EBIXBAME

Possible session types for marked bank
ACK. G EBICS log file (PSR) o~
AEAP  SendEwxport LC

AlAP Send Import LC

AIDP  Send Taking-Up-Doc Import LC
ARA G Receive Import LC

AKD G Receive Doc-Transaction Imoort LC

-
-
E

Help
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With EBICS you have the possibility to deactivate the "Send with Electronic Signature" checkbox.
Orders are then generated, which provide a transport signature only (attribute T).

Bank name | Cumency Amount | Atrbutes | ES | ES L
EBIC

1.120

Confirm your choice finally with [Save].

You can select the file to be sent using the [ ... ] button behind the field "file". As a function of the
selected session type the suitable subdirectory is offered directly (e.g. with 1ZV the directory. \IZVWIN).
After the file selection you can enter below the path and the display of the file content the Comms.
Password (if necessary a second) and -if need be- the ES password needed to issue the Electronic
Signature (the field "user" is filled with the current user).

Execute favourite Lﬁj
Seszion type Bank
TS 12 Domestic payments fils EBICS

Create new entry in favourites |

File E:hmultlangt 2y AT T 08030312y

File creation date
03.08.2011

m

Value date / Ordering party  Mumber
Transfer 03.08.2011 1 EUR 3.000,00

37050198 0023633322 -
Comnmz. pazsword Arocess clags Execute Electronic zsighature
Password [+ ? User 2
Help | ES password |
| Execute immediately Wiew file | Save for later execution |

In the file manager, during the new entry in the favourite an access class can be allocated (see
Chapter 7.8: Access classes reference table).

The [View file] button is used similarly to the button of the same name in the file manager to display
the complete file content of the selected file.

You can select the [Save for later execution] button to save this Comms. session for later
transmission. You also use this function, if you liked to issue further signatures to the order in the file
manager.

You can send it immediately as well, by selecting the [Execute immediately] button.

Finally use the [New order] button to add a new Comms. session to the file manager.

"Select bank" property page
First specify the bank related to the new Comms. session. A list box on the Select bank property
page shows all BPDs saved in the system together with a plain text description. Position the
cursor or use the mouse to select the required bank.
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File manager 5

Select Bank | Session type ] Attributes | Select file | Password and execution data ]

Select bank for the new Comms. batch

EBICS (EBICS)

Help | [ MNes

If you have set parameter "Prompt for EPFT bank parameter files on diskette" on the
Program property page via menu item -Administration- / -System parameters-, the program then
prompts you to insert the diskette with the BPDs in the floppy disk drive. After confirming by
clicking on [OK], a list box then displays all BPDs on the diskette, as well as BPDs saved in
directory ..\DAT in the Core module. BPDs on the disk are indicated by the corresponding drive
letter behind their name. If you choose [No], only the BPDs saved in directory ..\DAT in the Core
module will be shown.

After selecting [Next] (this brings you to the next property page), specify the session type and - if you
are using FTAM to transfer the data - the file type.
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"Session type" property page

Dependent on the display option chosen in the file manager (Display transmit sessions etc.) the
Session Type property page lists all session types activated in each case accordingly (cf. Core
module, Chapter 6.4: Session types).

File manager =RNRCN X

Select Bank  Session type l.'—rtributes ] Select file | Password and execution data ]

Bark [EBICS [EBICS e O
Please select session type
AEA P Send Export LC -

AlA P Send Import LC

AlD P Send Taking-Up-Doc Import LC
ATE P Urgent domestic payments Austria V2
ATF P Austria foreign payments V3

ATL P Austria direct debits V3

ATM P Austria mixed V3 payments

ATP P Austria direct debit authorization V3
ATQ P Austria foreign urgent payments V3
ATS P Austria salary payments V3

ATU P Austria domeastic urgent payments V3
ATZ P Austria domestic payments V3

m

AZB P Send ACH payments in DTAZV format
AZV P Foreign payments file

BAD F Bosnia domestic payments

BAF P Bosnia foreign payments

BEC P Belgium Credi transfers

BED P Belgium Direct debits

BPD P Bank payments bank side

BTL P Dutch Foreign Payments BTLS1

BUN P DMB-Format Metherand

BUS P DMB-urgert payments Netherdand
BZV P Bank foreign payment orders DTAZV
C2C P SEPA Corporate Direct Debit Cortainer

CC3 P Customer Credit Transfer MT103
CCC P SEPA Credit Transfer Cortainer
CCM P SEPA Credit Transfer ZKA

CCT P SEPA Credit Transfer ZKA

CNR P SFPA Camarate Direct Dehit

Help | [ Nex

Session types include:

- IZV . Send Domestic Payment (DOMPAY) orders
- STA : Collect SWIFT daily statements

- PTK : Collectlogs

- etc.

Click on the session type you want to select. Selecting the session type also determines the
format of the file to be uploaded or downloaded, so that formal validation checks can be carried
out at a later point.

Attributes property page

2012

To choose a File type from the list box click on the drop-down arrow to the right in the window to
view a list of file types.

To facilitate keying on repeated new entries the last selection made here will be suggested for
the "File type" field subsequently (per user and per Comms. procedure).

The following options are available in the current program version:

- Original file without signature

- Original file with signature

- Signature file

- Original / Signature together (only FTP)

- Original / Distributed signature (only FTP)
- Original file with transport signature

If you use the MCFT procedure and if you have installed the ES supplementary module, you can

only send file types "Original file with signature" and "Original file without signature”. Information
on the Electronic Signature is contained in Chapter 6: Electronic Signature. Further entries are
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2012

not necessary because encryption and compression methods are inherent features of this
procedure.

If you are using the FTAM procedure you can choose between
- Original file without signature

- Original file with signature
- Signature file

File manager 5
Select Bank ] Session type  Aftrbutes l Select file | Password and execution data ]
Bank [EBICS |EBICS User SMITH
Session type |IZ‘-r" |E=-:-mesti-: payments fils |san-:| J
File type: (Original /Signature together -
Encryption and compression Customer |0 for second signature FTP
Encmpytion ,7 -
|Encryption (Hybrid DES/RSA) | —r
~ =
,7 -
Please note that a change of these
entries for collection orders may only r
be made after congulting your bank. r
oo || et |

The Original file is the file you want to upload or download. The original file may be saved in a
particular format (DTAUS DOMPAY format, DTAZV FORPAY format, etc.) determined by the
session type defined. The session type also determines the validation checks to be carried out.
If you want to send the Original file using FTAM and the file involves a payment order, you must
enter an Electronic Sighature (= ES). You can enter the Electronic Signature for an original file
directly when a payment order is generated in a payment module. You can also enter the ES for
an original file at a later time. The Electronic Signature itself is saved in a Signature file which
must also be transmitted to the bank.

If you have installed the FLAM supplementary module, you can achieve an efficient data
compression by ticking the "Compression” check box.

With the FTP procedure you additionally have the possibility of entering the customer
identifications which are -in the context of the distributed electronic signature- intended for a
second signature (distribution list). Via check box you can decide in each case whether the
original file is to be passed on or not. Before this, the file type "Original/Distributed signature" has
to be selected.

Unlike FTAM, EBICS offers the possibility to transfer the signature together with the data in one
transaction and to transmit immediately the result of the signature check to the customer. For
EBICS, thus only the option "Original/Signature together" is valid when preparing an order to
send with the Electronic Signature. If another option with signature not admissible for EBICS is
chosen, it is automatically changed into the option "Original/Signature together".

According to the EBICS specification it is also possible to send a file without bank-specific
signature for authorizing via cover note. Unlike the procedure for FTAM or FTP, where the file
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can be sent without signature, for EBICS in this case the file always has to be provided with a
transport signature. For this case, the option "Original file with transport signature” is
available when adding a new communication job. If the option "Original file without signature" is
chosen, it switches automatically to "Original file with transport signature” for EBICS.

For a better distinction, the order is included with attribute “T" and status "Waits for ES" in the file
manager.

"Select file" property page

2012

In the case of transmit sessions, the program opens the appropriate subdirectory depending on
the session type selected (e.g. the directory .\AZVWIN for session type AZV), from which you
can select (session) files which are to be added to the Comms. batch.

If another sub-directory was selected, this is offered again for the next order.

Click on the required file and then select [Open].

ii Select file [—EE-J
Suchenin: | 1L IZVWIN | £ EE-
= Name ° Anderungsdatum Typ
o
il | DAT 11.01.2011 11:05 Dateiordn
Zuletzt besucht
| DTASAVE 11.01.2011 10:56 Dateiordn
3 | PRG 1101201110:5  Dateiordn
Desktop | XSCFR 11.01.2011 10:56 Dateiordn
— 1106140112V 20,09.2011 17:11 IZV-Datei
=il | 1108010012V 20.09.2011 17:17 IZV-Datei
Bibliotheken || 11080102.12V 20.09.2011 17:17 IZV-Datei
A | 11108020112V 02.08.2011 09:41 IZV-Datei
e | 1108030202V 03.08.2011 09:44 IZV-Datei
@mime’ | 11108030302V 03.08.2011 10:23 1ZV-Datei
@
MNetzwerl d U k
Dateiname: || j Offnen
Dateityp: |AII files™* ﬂ Abbrechen

The file to be transmitted is displayed in a window for control purposes. The data displayed also
depends on the file format defined by the session type. The complete path will be shown in the
field "File".

If an error occurs after file selection, it will be shown in a separate window with a short error
message.

Using the normal output functions of the window you have among others the possibility to print
out this information for your files. This is useful, for example, in the case of payment orders.

For download sessions, the downloaded file will be saved in directory .\MCCWIN under the
name shown in the details dialog box for the Comms. session. The file name is formed from the
constant "BWM", a code characterising the file, the 4-character session number assigned by the
program and the session type as the extension.

Example:

BWMDAOAS.STA

BWM . Constant

D . File code

AOA5 . Session number
STA . Session type
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File manager

Select Bank I Session type | Attributes  Select file | Password and execution data |

Bark  [EBICS |EBICS User [smiTH
Sess. type IlZ\-" IDomestic payments file Isend j
File type: IOriginaIf’Signaiure together ;I

IEncryption (Hybrid DES/RSA) ;I ¥ Compression
File IE:"-muhlang"-.lZ\;“."a'IN"-.‘I‘IDEDBDZ.IZ\-" |

General information about the file
E:\multlang\ILZVWIN\11080302.1ZV

02.08.2011

Summary information on all payments

Transfer 02.08.2011 1 EUR 66,00
37050198 0023633322
MY NAME
Hep [ N

"Password and execution data" property page
The final step when creating a Comms. session is to enter the Comms. password (if need be
an ES). The Comms. password, which depends on the bank for which the Comms. session is

2012

being created, must be entered to process the sessions. You need a separate Commes.

password for each bank for which Comms. sessions are created.

-

File manager

= | B S |

Select Bank I Session type | Attributes I Select file Passwonrd and execution data |

Bank  [EBICS |EBICS User
Session  |1ZV

ISMITH

|Dc-n'|estic payments file Isend j
File Type IOriginaIx"Signature together LI

IEncryption (Hybrid DES/RSA) ;I ¥ Compression
File IE:"-.IZ\."‘.'\.-'I NA11061401.12V

— Password Make Bectronic Signature

Password I'— User IZ—
ES password ||

r— Other

|D-Group ﬂl
Access class l“ I

[~ Forthis file, plan data shall be generated additionally in a new way
r Execution
Repetition IOnce

Pause in minutes before repetition?
Execute on worlstation: Own

COM
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Password:

Password
The Comms. password assigned by you when you added the session to the Comms. batch. The
Comms. password cannot be changed for sessions added to the Comms. batch from other
modules. You can change the password of Comms. download sessions.
For EBICS the log-on at the bank server is not longer made using a Comms. password, but
using a signature. For the access to the Private Key necessary for this, a password is also
required. For this, the "Comms. password" box -available in all necessary places in the program-
is used.

Make Electronic Signature:

User name and password for the Electronic Signature
If a procedure with Electronic Signature was selected on the Attributes property page for
transmit sessions, than you can enter the user, who accomplishes the ES (default is the user
currently logged in) and the ES password subsequently.

Other:

ID-Group
According to to the former DAD name, a ID-group can be assigned. Thereafter, it can be
selected and so the processing can be structured.

Access class
In the file manager, the access class can also be set when adding a new file (cf. Chapter 7.8).

For this file, plan data shall be additionally generated in a new way
To generate also plan data for e. g. files from third-party systems which are sent using the file
manager, you must highlight this checkbox. If the corresponding accounts are available, then the
data (if applicable with own grouping name) will be included in the plan data.
Highlighting this checkbox can be predefined for each session type using the parameter
Generate plan data in file manager (see Core chapter 6.4.1: Session types property page).

Execution frequency:

Repetition
Open the list box with the drop-down arrow to define the repeat cycle for the download session.
For transmit sessions a change of the repeat cycle is not possible (also: Last date).

. Once

. Hourly

. Every 3 hours

. Every 6 hours

. Twice daily

. Once daily

. Every weekday

. Three times per week
. Once per week

. Twice per month

. Once per month

. Every time (daily until successful)

The repetition " Every time (daily until successful)" starts (depending on the waiting period
entered below) an order again and again until it is terminated once a day successfully with return
code 1. This frequency should be chosen for collection orders which typically should be
successful once a day (e.g. retrieve a/c. statements).
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The frequency "Once" is suitable for orders which should be triggered manually as and if
required (e.qg. retrieval of ES logs). For this case, the checkbox "Start 'Collect data' allways
manually" should be activated additionally (see Chapter 5.1.2.2: Post-processing and transfer
parameters property page).

More about how to create collection orders comfortably using a wizard can be found in Chapter
5.2: Wizard for collecting data from several banks / Autodial function.

Pause in minutes before repetition
Enter here the time (in minutes), if it should be waited a certain time before the repetition.
When choosing the execution frequency "Every time (daily until successful)", the field is
predefined with the value 30 (minutes).

1st transmission
Enter the date and time for the first processing of a Comms. session in this box. You can leave
the box blank if you do not want to specify a particular date/time for first transmission.

Last date
If you want to limit the transmission period for a Commes. session, enter the date and time of last
transmission. You can leave the box blank if you want to transmit the order in a particular cycle
with no expiry date, or in the case of a one-off transmission. You can only edit this box if the
session was not added to the Comms. batch from a module.

If entries are made in the fields for "1. Transmission" and "Last date", then collection orders can
only be executed within the time frame defined for them, e.g. hourly from 0 a.m. to 12 p.m.
(exclusive! l.e., at 12 p.m. no more order is executed).

On workstation:
If the program has been installed on a local computer (standard application), this box always
contains the value "Own" in the Processing database details dialog box, i.e. all Comms. session
files are started on your local PC.

In the case of a network installation or a configuration as a single workstation installation on a
network drive, however, you can use this selection list box to define the computer configured for
data communication from which the Comms. session will be started.

For the selection of the Comms. PC, only those PCs are offered in the list, for which Comms.
parameters are defined. A PC once chosen is prompted as default for each following Comms.

Period (when data should be downloaded)
The "From" and "Until" boxes relate only to data downloads. When you add a new Comms.
session, use this box to specify the period for downloading data (e.g. account data) from the
bank. If you leave the box "Collect data from/until" blank, all data for the specified file type made
available on the Bank computer that has not yet been downloaded will be downloaded.

You can only be sure that all data made available to you by the bank will be downloaded if
you leave the "Collect data from/until" box blank and do not enter any date limit.

The Electronic Signature is executed after clicking on [Save].

With collect sessions the new entry of an order ist completed directly by pressing the [Save]
button.
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5.1.2 File Manager: View Details

To obtain details relating to a single record, select the corresponding database entry by positioning the
cursor and confirming with <Return> or a double-click. You can also open a record by clicking on it
with the right mouse button and then selecting the menu item -View details-.

A dialog box which contains various property pages will open. As View details is primarily a display
function, the data can only be viewed here - with one exception - but cannot be edited. The
corresponding boxes are therefore inactive.

The header of each property page contains the file name of the selected file (including full path
details). General information on the file such as the file type, BPD name, attributes status and, in the
case of the session being rejected, the name of the user who rejected the session as well as the time
and date of the rejection.

Access class

In the detailed view, the access class can also be set, unless transferred automatically from a
Payments module.

The part below differs between the two property pages.

5.1.21 Communications property page
5.1.2.2 Post-processing and transfer parameter property page
5.1.2.3 Comms. log / ES log property page
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5.1.2.1 Communications property page

The fields of the Communications property page give information on the course of the processing of
the respective order and the status of the Comms.

File manager =RNCN X

Communications I Post-Processing ]

Yo |E:"-._ \MCCWIN'\DISPOT.1ZV
BPD file name |o MIEBICS |_EEICSto amikron test bank__ [Pending ES ~|

File Type |IZ‘-;' Domestic payments file r Attribute Order number

Access class ﬂ | | 3 IT_ _—

e Intemal name Date / Time

Order created [1 [o6 /0712 [11:50
Rejection of order | | |
|
|

Approvals

Electronic signatures

Order number bank / Comms | |

Bank server time

Electronic signatures Comms

ES required / made [ /0 || Ac/Restsprr2 0 /0
Statug original |
Status signature |

Executed actions:

When entering the user (internal name), date and time of the action, you see who has created the
order, who has rejected the order, who has approved the order (up to two approvals), who has made
signatures (up to six Electronic signatures) and when transmission has started.

After the switch to the new protocol version HO04 according to the EBICS specification version 2.5 the
order numbers are allocated by the bank server for transmit sessions, but no longer by the client
system. However, this is only important for the adaptation of bank and customer system (e.g. for
protocols or distributed signature). Therefore, the processing remains unchanged, but the order
number allocated by the bank system is displayed here as Order number bank additionally for
analysis purposes.

In addition, you find here date and time of the Comms. on Customer and Bank server side (Bank
server time).

Electronic signatures:

All information concerning the Electronic signature is combined here. So you can find here the number
of Electronic signatures required/made and the status of original file as well as signature file.
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Comms.:

The first "Result" box contains the Return code (= RC) sent by the bank to acknowledge whether the
Comms. session was processed without error and if transmission was interrupted. A "1" means that
the Comms. session was processed without error. Other Return codes are listed in Chapter 5.4:

Return codes.

This is followed by a second result (sub-return code) and a checksum (PRF2).
Finally two lines show the plain text of the return codes and the original file name.
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5.1.2.2 Post-processing and transfer parameters property page

Information on the post-processing:

The Post-processing and transfer parameters property page contains, inter alia, an option for the
further treatment of the file after the Commes.

I. e. the field "Deletion by days " can be edited here. For the time of the number of days entered there,
the file remains saved in the system, even if no application has "strong interest" in this file type. After
the expiry of this storage period, the file (and the entry in the database) will be deleted without further
question.

LE™ please note:
Only if the checkbox Delete file after processing through all modules is set for the respective
session type, a received file will be deleted at next logon in the automat after all modules have
processed this file with interest .

r 5
File manager L= =R x
Communications Post-Processing l
File name |E:"'-n1uhlal1g"-.3 PAWINY11091403.CCT
BPD file name |EE|>"-B-'*-HK | |Pen-:|ing ES J
File type |CC T SEPA Credit Transfer ZKA r Atribute Order number
Access class ﬂ | 7 B ADKD
Information on post-processing Information on transmission
ID-Group j [sPa2011E |
DezimvlyaaE 0 File type |Origina|. Signature together J
Processed by modle Encryption [Encryption (Hybrid DES/RSA) =]
B o | J
l— Execute on workstation Own -
=] Execution frequency
- Repetition |On-:e J
u How marry minutes pause before a repetition?
o [ ] I
[ l— 1. Transmission |§'_ .09.201 ﬂ |
- Last date 092011 x| |
B Next communication | |
- ,—
Abbreviation for stack of orders SPAZ0116
Original file name | EAMULTLANGNSPAWINY1081403.CCT
<] o] [P ] Heb | |

Below that the applications are shown, which have recorded an "interest" in the file ("Processed by
module"). If the processing through a module occurred, this is indicated by showing the processing
time here.

L]
Assigning "interests" ensures that all applications which must access particular session types
are provided with them for processing only once.
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For example, Cash Management has a "strong interest" in session type "STA" in account data
downloaded from the bank. This means that, irrespective of the storage period specified, the
data is not deleted until the application(s) recorded as having a "strong interest" has/have
processed the data flagged in this way.

If an application records a "normal interest", the data necessary for processing is deleted when

the custody period expires. The data is deleted regardless of whether the application has already
processed the data or not.

Information on the transmission:

According to the former DAD name, a ID-Group will be kept. Thereafter, it can be selected and so the
processing can be structured.

File type
drop-down arrow to the right in the window to view a list of file types.

The file type of the file to be sent or to be received is shown. It distinctive between:

- Original file without signature
- Original file with signature
- Signature file

Depending on the used Comms. process, further attributes can be chosen here, e. g. encryption
using a list box for the procedures FTAM or FTP or a compression via FLAM using a corresponding
checkbox.

On workstation:
If the program has been installed on a local computer (standard application), this box always
contains the value "Own" in the Processing database details dialog box, i.e. all Comms. session
files are started on your local PC.

In the case of a network installation or a configuration as a single workstation installation on a

network drive, however, you can use this selection list box to define the computer configured for
data communication from which the Comms. session will be started.

Execution frequency:

The Execution frequency for repetitive sessions will be set here. Chose as execution frequency from
the field "Repetition™:

. Once

. Hourly

. Every 3 hours

. Every 6 hours

. Twice daily

. Once daily

. Every weekday

. Three times per week
. Once per week

. Twice per month

. Once per month

. Every time (daily until successful)

By selecting an appropriate item from the list you choose the favoured execution frequency.
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The repetition " Every time (daily until successful)" starts (depending on the waiting period
entered below) an order again and again until it is terminated once a day successfully with return
code 1. This frequency should be chosen for collection orders which typically should be
successful once a day (e.g. retrieve a/c. statements).

The frequency "Once" is suitable for orders which should be triggered manually as and if
required (e.qg. retrieval of ES logs). For this case, the checkbox "Start 'Collect data' allways
manually" should be activated additionally (see below).

Pause in minutes before repetition

Enter here the time (in minutes), if it should be waited a certain time before the repetition.
When choosing the execution frequency "Every time (daily until successful)", the field is
predefined with the value 30 (minutes).

Start 'Collect data' allways manually

If a collection order is to be started always manually using the icon, then this check box is to be
activated. If you have specified during the collection order definition via wizard the fact that you
would like to start communication manually, the check box is already ticked (see Chapter 5.2:
Wizard for collecting data from several banks / Autodial function).

1. Transmission
Last date

Store the date for the first transmission of a file in the corresponding text box with date (to be
included using the calendar) and time. For transmissions with Electronic signature, the date
applies respectively for original file and signature file.

If the communication job is to be executed only to a defined date in an execution frequency
entered before, thus define a last execution date with date (to be included using the calendar)
and time. The communication job will no longer be executed if the last date has been exceeded.

Next communication

The "Next communication” field displays when a comms. order is pending execution for the next
time. On the basis of the predefined frequency, the next execution time (date and time) is
calculated and displayed.

For the Display of the next due date time in the overview of the file manager, see Chapter 5.1.1:
File Manager: Database overview.

Abbreviation for order batch

In order to be able to combine communication orders in groups, they can be labelled with a
collective abbreviation. The abbreviation (max. 8 digits alphanumerically) is assigned on setting
up order batches (see Chapter 5.2: Wizard for collecting data from several banks / Autodial
function).

If an order is assigned to such an order batch, then its abbreviation is displayed here.

Period (when data should be downloaded)

2012

The "From" and "Until" boxes relate only to data downloads. When you add a new Comms.
session, use this box to specify the period for downloading data (e.g. account data) from the
bank. If you leave the box "Collect data from/until" blank, all data for the specified file type made
available on the Bank computer that has not yet been downloaded will be downloaded.

[ ]
Only if you leave the field "Collect data from/to" untagged and you do not enter a date limitation,
you can be sure that you receive all data provided for you on bank side.
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LE™ please note:
With collection orders to be started manually the latter fields are generally deactivated and
simple display boxes. The maintainance of these fields is only possible using the Wizard for
collecting data from several banks (see Chapter 5.2).
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5.1.2.3 Comms. log / ES log property page

On the ES log property page the results of collected bank logs (e.g. concerning signature check) are

displayed. This property page, if available, is inserted between the two other property pages (the

language of the contents depends on the language of the corresponding bank server).
With EBICS 2.5 as an alternative to the well-known session type PTK you can retrieve with the session
type HAC a customer log in XML format. This is also allocated to the corresponding file manager entry

and prepared for display analog to PTK.

Example:
Communications  ES log |Post-Processing|
I INMC323R2WMCCWINAS AV 2070602 12V
File name
123 LIFA VER 3.22 W
BPD file name IEBC,z,KI{ IJF. -EBICSSERVER 3.22 auf LW K. [Escheck oK =]
File type ||.’_"v' Domestic payments fils T Racaived Adtribute Order number
IB I.’A.COB
Access class l“ I ' Send
06.07.12 10:39:30 FILE UPLOAD 120706105032529 |~
Hostname : EBICSUFA
Order : IZV BO3R
Customer : EBC323KK Ebics BER 323
User = EBC323TT E
Result : T501 Die Ubertragung der Datei war erfolgreich
06.07.12 10:39:30 E5 VERIFICATION 120706105032529
Hoatname : EBICSUFA
Order : IZV BO3R
Customer : EBC323KK Ebics BER 323
User = EBC323TT
User : EBC323T2
Besult : D501 Elektronische Unterachrift{en) korrekt
06.07.12 10:39:30 ORDER_HAC FINAL POS 120706105032529
Hostname : EBICSUFA
Order : IZV BO3R
Customer : EBC323KK Ebics BR 323
User : EBC323TT
GUTSCHEIFTEN
Bankleitzahl : 20090700
Kontonummer : 0030004712
Luftraggeber : AUFTRAGGEBER 1
Erstellungsdatum : 04.07.12
Anzahl der Zahlungssdtze : 1
Surme der Betrage (EUR) : 67,00
Surme der Kontonummern : 30.004.712
Summe der Bankleitzahlen : 20.0390.700
Ausfiihrungstermin : 04.07.2012
j Erirrtl Help Save
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5.2 Wizard for collecting data from several banks / Autodial function

Comms. processes are normally background operations so that users can continue using other
program functions even when transmission is taking place. A typical example for that kind of process is

the collection of account information.
You can collect relevant information like statements, exchange rates, pre-posted items, FTAM logs etc.

fully automatically via mouse-click from all your banks (so-called autodial function).
In addition you can start the collection orders manually by a mouse-click at any time using an icon from
the toolbar.

To define or to change collection orders please choose the menu item -Assistant for Collecting data
from several banks- from the -Communications- menu.

Collect data from several banks Lﬁj
Pre-defined collection order to your banks Abbreviation of batch order
Bank / Session type Compression Encryption: - |.'—.'JT'CJf-r1.'—.T J
FTAMBANK (BANKFTAM)
o] Awvailable session types for bank
DEDC
= ERIC C - QEA G LB-Datei LS und Scheck von Kreditinstit. -
g EHICS (EBICS) . 3 QG1 G GT-Datei Prior1-Uberweis. von Banken
STA G Receive account data Yes Yes QG2 G MT103im Bundesbankformat
EBIXBANK QM3 G M3 Nachricht dber nicht bearbeit. Datei
=) | 3 Caixa (ber EDran (EDITRAN GME G ME Nachricht Uber verarbeitete Datei
ETEBACS (ETERACY ) QM7 G M7 Nachricht iiber nicht ausaef. Zahlung.
& { ; ) QMBE G M8 Nachricht Uber nicht bearbeit. Datei £
FTAMTEST (FTADREI) QM3 G M3 Nachricht Ober verarbeitete Datei
FTAMBANK nun ebenso auf ADD4 (FTAM) E,Er;g g"ﬁ'ﬁ; d;:t'rt Left_lum to customer (DTAUSD)
= olle ch files
FTAMBANK _ STF G Receive CFONB account data
FTAM(MKA) jetzt auch auf EBICS (FTAMDREI)
FTAMBANK umgestelt auf EBICS (FTAMHDE) Add session type |
EE FTAMRANK (FTAMMATF S
4 T 3 ‘
r |
Execution frequency
Comms. batches will be created from your details. These are nomally configured so that the Comms. ¥ se the same execution frequency for all collection orders
batch is started automatically on the comesponding due date.
Repetition Once -
Oryou use the menu item to manually start all of these orders when you wish to do so. How many minutes pause before a repetiion? -
1. Transmission [22092011 ] [o0.00

092011 > [00:00

™ Start Comms. manually Last date |

| Weiter > | Help

A Wizard will guide you through the steps that need to be taken to define collection orders from several
banks.

By assigning different labellings using the "Order batch" function, different "batches" of collection
orders can be administered (similarly to the DAD in former versions). By repeated calling of the wizard
using the menu item different order batches for different purposes can thus be provided.

If collection orders are to be combined as "batches", then you can choose a description for such an
"Order batch" using the list box "Abbreviation of batch order" (the order batch with the abbreviation
"Automat” with an identical ID-Group [in the file manager] is always available as default entry and is

immediately available for collection orders to be assigned individually).
New descriptions for order batches can be created using the adjacent [New] button. After pressing this
button, you are prompted to enter an abbreviation (max. 8 digits alphanumerically) for the new order

batch. Finally confirm your entry with [OK].

1 Select the banks and/or Session types/Define collection orders
Choose the bank from which you want to collect data by mouse-click from the list of banks ().

Check one of the available download session types for the selected bank. By pressing the
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Wizard for collecting data from several banks / Autodial function

[Add session type] you will add the selected session type to the list of pre-defined collection
orders to your banks.

The orders defined by you are shown in each case in the list below the bank ().

Additionally, if you have marked a collection order in the list by mouse-click and if it is available
from the transmission method, you can decide, whether you want to "Compress the
downloaded data" and/or whether you want to "Encrypt the downloaded data".

Repeat this process for each of the banks from which you want to collect data.

To delete collection orders please mark the order in the list and then press the [Remove
marked collection order from processing].

Execution frequency:

For the autodial function Comms. batches will be generated from the given information, which start the
transmission automatically at the specified time.

However, you can start all these orders at a time decided by you using the corresponding icon
(see below) if you highlight the checkbox "Start Comms. manually".

Thus within a batch -similarly like in former times in a DAD- collection orders with different
repetition cycles and periods can be defined, which are executed only if due , as soon as the
batch is started manually via icon.

[E please note:
Settings in this area restrict the possibility for the execution of collection orders to be

started manually (if they do not match the criteria selected here they are regarded as "not
due").

So e.g. after the first manual start (of the batch) a collection order with the repetition cycle
"Every hour" can be started again at the earliest after one hour by manual starting. Only
then it is due again. If the batch is started manually in the meantime, the mentioned
collection order remains unconsidered for execution.

If entries are made in the fields for "1. Transmission "and" Last date ", then the collection
orders can only be executed within the time frame defined for them in each case by
manual starting of the appropriate order batch, e.g. daily from 9 a.m. to 5 p.m. (exclusive!
l.e., at 5 p.m. no more order is executed).

Use this setting (only time, no date) to restrict also the execution of automatic jobs which should
be repeated several times a day to a defined time frame.

The autodial is made for all banks at the same time if you leave the predefined highlight of the
checkbox "Use the same execution frequency for all collection orders " unchanged. If you want to
start automatical data collections for different banks at different times or define several automatical
data collections daily, you have to remove the highlight and enter an execution frequency separately for
each collection order.

Repetition

2012

Open the list box with the drop-down arrow to define the repeat cycle for the download session.
If the session was added from a module, you cannot change the repeat cycle here.

Choose between

. Once

. Hourly

. Every 3 hours
. Every 6 hours
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Wizard for collecting data from several banks / Autodial function

. Twice daily

. Once daily

. Every weekday

. Three times per week

. Once per week

. Twice per month

. Once per month

. Every time (daily until successful)

The frequency "Once" is suitable for orders which should be triggered manually as and if
required (e.qg. retrieval of ES logs). For this case, the checkbox "Start 'Collect data' allways
manually" should be activated additionally.

The repetition " Every time (daily until successful)" starts (depending on the waiting period
entered below) an order again and again until it is terminated once a day successfully with return
code 1. This frequency should be chosen for collection orders which typically should be
successful once a day (e.g. retrieve a/c. statements).

Also with an execution started from the file manager the following waiting cycle is considered.

Pause in minutes before repetition

Enter here the time (in minutes), if it should be waited a certain time before the repetition.

When choosing the execution frequency "Every time (daily until successful)", the field is
predefined with the value 30 (minutes).

The entry "0" also corresponds to this value (default). To prevent too frequent collection
processes, in case of a frequency "Every time (daily until successful)" and a pause < 10 minutes,
the time period for the next transmission will be automatically increased up to "10" minutes.

1st transmission

Enter the date and time for the first processing of a Comms. session in this box. You can leave
the box blank if you do not want to specify a particular date/time for first transmission.

Last date

2012

If you want to limit the transmission period for a Comms. session, enter the date and time of last
transmission. You can leave the box blank if you want to transmit the order in a particular cycle
with no expiry date, or in the case of a one-off transmission. You can only edit this box if the
session was not added to the Comms. batch from a module.

Then press [Next >].

Enter Comms. password

Enter your current Comms. password. This is needed by the bank to verify the Comms. session.
The password definition is concealed, i.e. when you press a key you only see an * (asterisk) on
the screen.

If you use the same comms password for all selected banks you can check the corresponding
check box "Use the same password for all banks". This way, you will need to enter the
password only once.

Your session will be saved. Step 2 is no longer required the next time you contact your bank.
You will only be required to enter your Comms. password for verification if you add further
session types.

Close password definition by clicking on [Next >].
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Enter password (S|
[pe— Barkis) EBICS
r
Comms. password

EBICS

Please enter your valid password. This is used for validation of the communication access with the bank.

Password N

<

3 Start communication
If you have decided on the first page that you want to start the communication manually, you can
finally define that the defined orders may always be started only on the own PC for collection.
To do so, leave the corresponding checkbox highlighted. Otherwise, you can define behind "On
workstation:" a PC within a network on which the Comms. batches should be processed (for
autodial function as well).

Close this last step using the [Complete] button.
Then the Comms. session with the ID-Group "AUTOMAT" will be generated from your entries.

You can return to previous steps and make any necessary alterations using the [< Back] button.

Start Comms. [ESx]
r
Please define a workstation. on which the Comms. batches shall be processed.
On worsalion -
<o
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"Collect information from bank(s)" function / Autodial function (manually)

The manual starting of the autodial function for the processing of your defined collection orders is
made from the main application window using the following icon from the toolbar:

If several order batches are available for communication which can be started manually, then after
clicking the icon these are offered for selection, if they contain at least one due collection order just
now:

EE: Please note:

If a batch contains only orders, which are not due regarding to execution time and/or
frequency (e.g. because the manual start time does not match a given time frame), this
batch will not be offered for selection.

If no order batch to be started manually with at least one due collection order is available,
"No record found." is diplayed in the selection list:

Select the desired order batch by a mouse click and confirm with [OK]. Only the due orders of the
chosen batch are then executed.

Subsequently, all orders with e.g. frequency "Once", for which the communication shall be executed
manually (appropriate checkbox ticked, see above), are executed immediately and then set to the
status "Pending Comms." afterwards irrespective of the result. Thus they can be started again
manually at any time.

(If a date for the first transmission has been entered, the orders are not executed immediately, but to
the given date.)

Orders with frequency "Every time (daily until successful)" can be started via icon until they have been
successful once on the current day.
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5.3 Execute Comms.

Comms. processes are normally background operations so that users can continue using other
program functions even when transmission is taking place.

To execute the communication jobs included in the file manager, use the buttons [Execute order] or
[Execute all due orders].

The execution of communication jobs is made automatically if a corresponding entry is available in the
file manager and the Comms. bar can be seen on the screen (switchable using menu -View-).

A B C D E

| = fown ~| | 5TAADA3 D | | 5TA A0B3 D 04.03.08 12:00

° | | (1,00 order successfully completed | Y WEW BahE | CAZMCTEST ISV MW IMIEWMDADAS, STA
FG H I J

Parts of the Comms. bar and what they show or effect:

A: Current status of the communication processing in symbols (disconnected mode: = , connected

mode: g , post-processing mode: [l )

B: PC whose communication status should be displayed

C: Name of the Comms. batch just executed

D: Name of the Comms. module which is just active (Comms. process, e.g. MCFT, EBICS))
E: Next Comms. batch pending for execution

F: Stop button to cancel the Comms. batch currently executed

G: Status symbol of the communication job currently executed (e.g. connection, transfer direction,

disconnection): ‘;}j.}’ M M ’_ﬁ

H: Progress display of the Comms. batch currently executed / result
I: Name of the bank (parameter file) for which (currently) a Comms. is / was executed

J: Name of the file for the Comms. batch (currently) executed

Using a list box (field B) you can, if you work in a network, define the PC whose Commes. status shall
be displayed in the Comms. bar.

If no Comms. batches are definitely pending for execution, thus the Commes. bar displays (if activated
using -View- / -Comms. bar-) that no Comms. batch is currently in processing (disconnected mode,
cf. to the bar above). In addition, you see in the Comms. bar which Comms. batch will be when
processed next.

If Comms. batches are definitely pending for execution (execution time reached) or have been started,
thus the Comms. bar changes immediately to the connected mode:

| E|own ~||EscaokoT | EBICS |

O8AENEEE | _esKStoomkontesthank_ | COZMCTEST21IMCCWINBWMDADKD.ESG
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You can take the following information from the first line of the Comms. bar: Name of the Comms.
batch just executed and name of the used Comms. process. Via the fields G and H in the second line
you get further information about the status of the processing of the order.

Use the stop button (0) in the second line to cancel the Commes. just during execution.

Clicking the stop button means that only the order just in execution is transferred per Comms. All
following orders will not be processed.

The system shows either the message "Cancelled by user " or in case of creating the start block in an
EPFT transmission "Error when creating the start message".

Data transmission remains active as long as due Comms. sessions are present. After closing the
Comms., the Comms. bar changes to the post-processing mode:

| e fown |1z aoiz | |

(] | | (1,00 OK | _EBICS to omikron test bank__ | CAZMCTESTZ1ZYWINYOBO30302 12V

Once all due sessions have been processed, the Comms. dialog box closes and data transmission
ends with the corresponding return codes and message texts (e.g. "(1,0) Order successfully
completed!").

After the transmission, the result of the last connection remains in the second line for control purposes.

As soon as the time for the execution of an automatic Comms. batch is reached, the Comms. starts
again.

Using the item from the -View- menu you can activate the so-called Comms. log, which is displayed in
a separate window (showing all data transmissions since program start). The window always remains
as the highest window open and displays some information of the communications log. Successfully

completed transmissions are identified by a green check mark (~f). If an error message occurs you will
be warned by an appropriate symbol (®).

%7 Comms. Log (=] & [t
Time Bank Session type / Result / File
+ 15:133-15:33 OMIEEICS 12V Domestic payments file
10030K
CaL U AMCCWIMNYSAVRESEMDY D907 2201 . 12
W 15:57-15:57 CMIEEICS PTK Receive log file
1 {0} positive Quittung erhalten
+ 15:39-15:39 OMIEEICS ESG Get file Faor distributed Signature
1{0) 0K
15411541 CMIEEICS ESP Send distributed Signature
100y 0K
Cih L AMCCWIN DAT|ESPADES. INF
+ 15:44-15:44 OMIEEICS PTK Receive log file
1 { 0} positive Quittung erhalten
o T 3

In the event of transmission not being successfully completed, refer to the Comms. log for further
details (see Chapter 6.10: Logs)
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Special procedures when using the EPFT communication method:

If you want to transmit data using EPFT, the start block is generated first. The start block contains,
amongst other information, the Customer Payment Key (KZV).

This key is calculated for each EPFT transmission. The message "KZVUP Calculation" is displayed
whilst the key is being calculated. The Customer Payment Key (KZV) is a dynamic key calculated
individually for each user using the Diffie/Hellman Public Key Exchange method. The key itself is not
transmitted, but forms the start value for the subsequent Customer Payment Key Recalculation.
Only the change calculated in the Customer Payment Key is transmitted to the bank. The start block is
decoded by the bank computer.

The key is changed on both the bank and customer computers once transmission has been completed
without errors. The Customer Payment Key must be then recalculated.

After recalculation, the Customer Payment Key is saved on the customer computer in encrypted form
in the corresponding Bank Parameter Data file. If the Bank Parameter Data file is saved on a diskette,
this diskette must remain in the floppy drive until calculation of the new Customer Payment Key
has been completed.

Calculation of the new Customer Payment Key is finished when the message "KZV Recalculation" in
the lower half of the screen disappears and the key has been written to the bank disk.

5.4 Return codes

The meaning of the Return codes depends on the Comms. method employed.
There are different types of Return codes:

. EPFT (MCFT) return codes

. FTAM return codes
. FTP Return codes
. EBICS return codes

The following list explains the meaning of the return codes issued by the bank computer. It is followed
by a brief description of the possible error causes.

‘\’ Lines marked by this symbol describe a suggested error rectification.

ﬂ If you see this symbol, you should call your bank’s systems consultant and notify the
error.
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The following EPFT return codes may be issued:

RC Meaning, cause and rectification of error

0 Transmission not yet started
No transmission has been started, or transmission was interrupted, e.g. due to poor
line quality.

‘\’ Start or repeat transmission.

1 Transmission successfully completed
Transmission was completed without any errors and no further action on your part is
required.

In the case of a session with distributed signatures, return subcodes may still be transmitted
using the MCDFUE process which specify the result in further detalil, i.e.:

-1 Forwarded for second signature:

The signature was correct, but insufficient. The file will be provided to another customer
authorised to enter the second signature.

-2 Insufficient signatures:

Will only be issued when a second signature is sent (session type ESP). The signature was
received correctly, but must be completed by the second signature from another customer.
-3 File already processed:

Will only be issued when a second signature is sent (session type ESP). The signature was
received correctly, but the file has already been fully signed by another customer. The
signature sent is rejected by the bank.

-4 Last second signature insufficient
2* Subscriber number not registered
ﬂ Your subscribed number has been (accidentally) deleted on the bank computer.
3* Incorrect transaction number
ﬂ The bank computer expects different information from the information transmitted.
4 Transmission rejected by bank computer

The function -Download files- has not been performed on the bank computer for some
time. The memory reserved for you has been allocated.

‘\’ Repeat transmission later.
5* User number blocked
ﬂ Your user number has been blocked by the bank. You can no longer send data to or

download data from the bank. You need a new bank diskette with a new Bank
Parameter Data (BPD) file.

6 User entry busy
The bank computer is currently performing e.g. the function -Download files- which will
free up memory for the files you have sent.

‘\’ Repeat transmission later.
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r+3

8*

10*

/

11

N\

12

N\

13

N\

14*

r+3
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Invalid session type

The bank computer is unable to process the data type you have sent.

Installation routine not performed

Before you transfer data for the first time, you must perform an installation routine. This
tells the bank computer that it must now expect data transfers from you. Without this
installation, the bank computer will reject any attempt at transmission.

Initialise your password with (INI) or use the New User Wizard , to generate the
initialisation sessions for EPFT and FTAM banks.

Internal error: see error log

The hard disk capacity of the bank is insufficient to save the data you have
transferred. The bank must reorganise its hard disk.

File has already been transmitted
You tried to send a file which you have previously sent to the bank.
Please check whether you accidentally sent the file again or if you really want to
retransmit this file.
If you really want to retransmit the file, call your bank’s systems consultant. He will
take the necessary action.
If you only initialised transmission of the file by accident, no further action on your part
is required.
Transmission interrupted by bank computer

Transmission has been interrupted, possibly because of poor line quality.

Repeat transmission later

Incorrect checksum
The data have been corrupted, possibly due to poor line quality.

Repeat transmission later

No data available
The bank computer (currently) has no data which you can download.

Repeat your download attempt later

You have no transmission permission for this account

The transmission permission for a particular account has been deleted by the bank.
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15*

16

17*

18*

19

20

=
N

N\

2012

No authorisation for this session type

The bank has deleted, or has not issued, transmission permission for a particular
data type (DTAUS file, DTAZV file, signature file, etc.).

Error during message logic check
The data have been corrupted, possibly due to poor line quality.

Repeat transmission later

User blocked after 3 unsuccessful attempts

Access to the bank computer has been blocked after you have entered a wrong user
PIN to initialise a transmit/download session three times in a row. You can no longer
send data to or download data from the bank. You need a new bank diskette with a
new Bank Parameter Data (BPD) file.

Customer computer date invalid

The system data of your computer is more than 2 days ahead or 14 days before the
bank computer’s system date.

Check your system date with the DOS "date" command. Change the system date and
repeat transmission.

Cancelled by user

Your computer’s hard disk capacity is insufficient to save the data downloaded from
the bank.

Reorganise your databases, e.g. by opening menu item -Admin.- / -Reorganisation-
(see Core Module Chapter 7.3: Database reorganisation) or by backing up the data to
external storage devices after closing the application to free space on your hard disk.
Cancelled with ESC
Transmission was cancelled by pressing <ESC> .

File has been manipulated (checksum)

Validation by the bank computer showed that the transmitted file had been
manipulated in the customer computer after it had been added to a Comms. batch.

Replace the manipulated file and repeat transmission.

Can't write local file

An error occurred while the downloaded file was being written to your hard disk.

Check your hard disk and repeat transmission.
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23* Start message decryption error
The user PIN you entered is no longer valid because it has already been changed.

‘\’ Enter the currently valid PIN and repeat transmission/download.

25 User not yet released

Transmission was rejected because you have not yet been released in the bank

computer.
ﬂ Ask your bank’s systems consultant why your user record has still not been released.
27 Other order with bank not complete

The transmission has been rejected, since your customer system has not completely
closed a preceded communication with the relevant Bank server.

‘\’ Before other files can be transmitted, you must first execute again the incomplete
order which is marked with answer code 29 in order that it can be completely closed.
Then the blocking of this bank will be automatically cancelled.

29 Agreement bank is missing, please repeat
The transmission of this order has not been completely closed because the connection
is cancelled before the confirmation of the bank system has been received. The bank
system can have correctly completed the processing or also can have registered a
cancel. The status of this order is pending.

‘\ Please execute this order again in order that it can be completely closed. Hereby, the
data will first not be transferred again, but the status of this order will be prompted at
the bank. If the bank system has accepted the data, the status will be set to AC 1 and
the order is positively closed. If the bank system has not received the data, the AC 11
will be set and the transmission will be repeated.

If the affected payment file is transferred with a new Comms. batch once again, this
could lead to a double processing at the bank. Therefore the affected bank parameter
file is blocked as long as the incomplete order is completely processed. For this
reason, other orders to this bank will be cancelled during this period with AC 27.

ﬂ Warning:

If the bank system cannot be reached for the renewed execution of the incomplete
order, the AC 29 remains. You cannot be sure that the order is NOT received at the
bank. Before you execute the order in another way, contact your bank. Only in this
way double executions can be surely excluded!
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The following EPFT Return codes occur only if you are using the EPFT communication method with
Electronic Signature (= MCFT).

RC

28

30*

31*

32*

33*

34

35*

36

37*

Meaning

One or more signatures still missing

The number of required signatures has not yet been reached.
Public Key not yet released

You sent a session type PUB, but this has not yet been released on the bank computer
by <Shift>+<F8>.

Electronic Signature incorrect

1. After the start block:

ES verification failure.

Reason: Customer is using an obsolete keypair.

2. After the trailer block:

Hash value of the file is incorrect.

Reason: The transmitted file does not match the signed file.

No Public Key

Your public key is not saved on the bank computer. This may be because you have
generated a keypair but have not yet sent it to the bank.

Inconsistent Signature file

The signature is inconsistent because
- the same user has signed more than once,
- the timestamp of the original file is different.

Insufficient signatures

The number of signatures entered is insufficient.

One of the following return subcodes is issued:

-2 Signature category is invalid

The ES file contains an insufficient combination of signature categories. (E), (AA) and
(AB) are valid.

-5 The file must be signed.

The file was sent without a signature, but this is required by the bank computer.

-6 User not authorised to sign

This user has signature category N.

No signature permission for this account

When the original file or the ESP file is sent, the account for which there is no
permission is displayed in the Comms. batch.

It may also be the case that the user does have signing permission, but that the user’s
signature category is insufficient.

Reserved (for internal control purposes)

Limit exceeded

If Return codes marked * occur, the corresponding Commes. sessions are not automatically repeated
as these involve serious errors or violations of the EPFT/MCDFUE security measures.
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The following FTAM Return codes may be issued:

The explanations of the error causes, plus descriptions of how to rectify these errors, are contained in
the corresponding RC numbers of the EPFT Return Codes.

RC

0
1
2*
3*
5*
7*
8*
9
13
15*
16
17*
24

25

26*

27

28

29

Meaning

Transmission not yet started

Order completed

User ID not registered

Incorrect password

User ID locked

Invalid order type

User ID not initialised

Internal error

No data available (yet), try again later

No authorisation for this session type

Formal error

User ID locked after three unsuccessful attempts
No data available

No data is available for downloading from the bank computer.
User ID not yet authorised

Non-standard error;

do not repeat transmission

There is a malfunction on the bank computer.
Non-standard error;

please repeat transmission

Your record in the bank computer is being accessed, for example by a host process.
Negative acknowledgement;

please repeat transmission

(output text is variable)

Dial-up connection cancelled

(output text is variable)

If Return codes marked * occur, the corresponding Commes. sessions are not automatically repeated
as these involve serious errors or violations of the FTAM security measures.

The bank computer also issues the following return codes relating to encryption. These trigger off the
corresponding customer system actions described below, as long as the customer system uses the
"A3" application protocol version code in FTAM remote file names. (Older customer systems using
version code "A2" generally do not received these return codes.)

RC

50
51
52
53
54
55
56

Meaning

Action successful - Fetch new Bank Parameter data

Encryption code with the bank must be updated (session type VPB)
Data must be downloaded in encrypted form

Data must be downloaded in unencrypted form

Encryption code must be resent (VPK)

User does not have ES permission

Encryption code not yet released

The return codes are explained in Chapter 4.5.2: Encryption return codes.

2012

COM 5-41



5.4 Return codes

In addition to the FTAM protocol return codes which also apply to FTP, the following return codes

apply to online ES validation:

RC

2012

60
61
62
63
64
65
66

67

Meaning

ES specified hash value OK

ES specified hash value not OK

ES OK

ES not OK, see log file

ES not validated, see log file

Data not yet ready, Pollingrate

Encryption version error

You are trying to transmit data using an invalid version of the bank code.
Your bank’s systems consultant will ask you to download the current VPB.
Timestamp error

The session you have generated is not within the bank computer’s time window, i.e. it

is too old or has been generated with a date in the future.

COM
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For EBICS a new systematic of six digit return codes was defined. The first two digits characterize the
error class:

Error class Meaning Effect on current transaction

00 Information none

01 Note none

03 Warning none

06 Error (unrecoverable) none or increment of the recovery
counter

09 Error (unrecoverable) abort

Behind it, one digit for the EBICS identifier follows:

EBICS identifier Meaning
0 no EBICS-specific return code (except "EBICS_OK")
1 EBICS-specific return code

Subsequently, one digit as identifier of a subcategory follows:

Subcategory Meaning

0 no specific subcategory

1 Transaction management (technical)
2 Key management (functional)

3 Pre-validation (functional)

The last two digits characterize the specific error codes.

These EBICS return codes are mapped to the well-known return codes, in order to minimize the
influence on the post-processing. The EBICS short text (if defined) and the associated symbolic name
of the EBICS code are displayed in the text lines in the file manager and in the log.

With error class 06 the transaction can be continued after rectifying the error. The general action in this
case is continuing the transaction after rectification of the error cause.

With error class 09 the transactions are aborted on bank side. The general action in this case is
repeating the complete transaction after rectification of the error cause.

The following tables, which contain specific actions for some error codes, are structured for each
EBICS return code (RC) according to the following scheme:

EBICS Symbolic name Return code
RC

Meaning, cause Possible actions

2012 COM 5-43



5.4 Return codes

Technical

000000

011000

011001

011101

031001

061001

06 1002

061099

061101

091002

091003

2012

return codes:

EBICS_OK

On processing the EBICS request, no technical errors
occurred.

EBICS_DOWNLOAD_POSTPROCESS_DONE

After receipt of a positive acknowledgement the closing
download processes were accomplished and the EBICS
transaction was terminated.

EBICS_DOWNLOAD_POSTPROCESS_SKIPPED
After receipt of a negative acknowledgement the transaction

was terminated on server side without accomplishing the
closing download processes.

EBICS_TX_SEGMENT_NUMBER_UNDERRUN
The total number of the segments transmitted in the
transaction initialization has been under-run.
EBICS_ORDER_PARAMS_IGNORED
Unknown order parameters were ignored (e.qg. if
OrderParams for Upload were given).
EBICS_AUTHENTICATION_FAILED

The verification of the authentication signature was not
successful.

EBICS_INVALID_REQUEST

The received message does not comply with the EBICS
requirements syntactically.

EBICS_INTERNAL_ERROR

While processing the EBICS requests, an internal error
occurred.

EBICS_TX_RECOVERY_SYNC

Starting the transaction again requires the synchronization
between customer and bank system.

EBICS_INVALID_USER_OR_USER_STATE

Either the remitter of the order is unknown to the bank
system, or the user state of the remitter stored in the bank
system is invalid concerning the order type.

EBICS_USER_UNKNOWN

COM

01 OK

01 Positive acknowledgement
received

27 Negative acknowledgement
received

27 Segment number has been under-
run

27 Unknown order parameters are
ignored

27 Authentication signature defective

27 Message not EBICS-compliant

27 Internal EBICS error

27 Synchronization required

Continue the transaction by using the recovery
point from the EBICS response of the bank
systems.

02 User unknown or user state
incorrect

02 User unknown
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091004

091005

091006

091007

091008

091009

091010

091101

091102

091103

2012

The remitter of the order is unknown to the bank system.

EBICS_INVALID_USER_STATE

The user state of the remitter stored in the bank system is
invalid concerning the session type.

EBICS_INVALID_ORDER_TYPE

The session type is unknown or not allowed to be used with
EBICS.

EBICS_UNSUPPORTED_ORDER_TYPE

The selected order type is optional with EBICS and is not
supported by the bank.

EBICS_DISTRIBUTED_SIGNATURE_AUTHORISATION_FAILED

The user does not have an authorization to sign for the
referenced order in the DES administration.

EBICS_BANK_PUBKEY_UPDATE_REQUIRED

The public bank keys, which has the user available, are
invalid.

EBICS_SEGMENT_SIZE_EXCEEDED

The defined size of an upload order date segment (with
HO002: 1 MB) was exceeded.

EBICS_INVALID_XML

XML validation against EBICS schema failed or XML not
well-formed.

EBICS_TX_UNKNOWN_TXID

The transaction ID sent is invalid.

EBICS_TX_ABORT

The transaction was aborted on server side, since a
recovery of the transaction is not supported or no longer
possible due to a too high recovery counter.

EBICS_TX_MESSAGE_REPLAY

COM

02 User state incorrect

07 Session type not allowed

07 Session type not supported

09 User has no signature
authorization
i.e. verification defective

66 Bank keys not valid

Collection of the current bank keys via
HPB

26 Segment size exceeded

26 XML not valid according to EBICS
XML schema

27 Transaction ID invalid

If the problem occurs on recovery with a
recovery point before the last block:

Repeat with new transcation ID

If the problem occurs on recovery with a
recovery point at the last block:

64 ES not validated, see log file

27 Transaction aborted

26 Message replay
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A message replay was recognized (duplicate nonce-
timestamp pair).

091104 EBICS_TX_ SEGMENT_NUMBER_EXCEEDED 26 Segment number exceeded

The total segment number from the transaction initialization
was exceeded.

091112 EBICS_INVALID_ORDER_PARAMS 26 Invalid order parameters

The contents of OrderParams is invalid from content side,
e.g. start after end at StandardOrderParams, fetchOffset
with HVT greater than NumOrderlInfos (total number of
single order information in the order).

091113 EBICS_INVALID REQUEST _CONTENT 26 Message content semantically not
EBICS-compliant

The received message corresponds syntactically to the
EBICS XML schema, corresponds however semantically not
to the EBICS requirements (e.g. 1ZV upload with UZHNN
requires NumSegments = 0).

091117 EBICS_MAX_ORDER_DATA_SIZE_EXCEEDED 26 The Bank system does not support
the required order size

Upload or download of an incorrect large order file (e.g. for
HVT, 12V, STA).

091118 EBICS_MAX_SEGMENTS_EXCEEDED 26 Maximum number of upload
segments exceeded

The bank system does not support the specified total
number of segments for the upload.

091119 EBICS_MAX_TRANSACTIONS_EXCEEDED 26 Maximum number of parallel
transaction per customer exceeded

The maximum number of parallel EBICS transactions
specified in the bank system for the customer was
exceeded.

091120 EBICS_PARTNER_ID_MISMATCH 26 The PartnerID (=CustomerID) of the
ES file does not match the PartnerID
(=CustomerlID) of the remitter

On checking the remitted signatures in the user signature
data document a partner ID was found, which is not
identical to the partner ID of the user in the request header.

091121 EBICS_INCOMPATIBLE_ORDER_ATTRIBUTE 26 The indicated order attribute is not
compatible to the order on the bank
system

E.g. order attribute "UZHNN" for order with order attribute
"DZHNN", order attribute "DZHNN" for order with order
attribute "UZHNN" or "OZHNN".

also:
A file of this customer with the same order number (e.g. 1ZV
A030) is already stored in the bank system.

Adapt next order number in the session types
reference table and send order again.
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Functional return codes:

000000 EBICS _OK 010K
On processing the EBICS request, no functional errors
occurred.
011301 EBICS_NO_ONLINE_CHECKS 64 Pre-validation not supported

i.e. ES not validated, see log file

The optional pre-validation is not supported by the bank
system.

091001 EBICS_DOWNLOAD_SIGNED_ONLY 26 Bank system requires signature

The bank system supports only bank-functionally signed
download order data for the sent order.

091002 EBICS_DOWNLOAD_UNSIGNED_ONLY 26 Bank system does not support
sighature

The bank system supports only unsigned download order
data for the sent order.

090003 EBICS_AUTHORISATION_FAILED 15 No authorization for this session
type

The user is not authorized to remit the order with the
chosen session type.

090004 EBICS_INVALID ORDER_DATA FORMAT 26 Format errors in order data

The transferred order data do not correspond to the defined
format.

090005 EBICS_NO_DOWNLOAD_DATA_AVAILABLE 24 No data available at the moment
i.e. no data available

For the selected download session type no data are Repeat download at a later time
available at the moment.

09 0006 EBICS_UNSUPPORTED_REQUEST_FOR_ORDER_INSTANCE 26 Request for this business
transaction not possible

The bank system does not support the selected order
request for the concrete business transaction of the order.

091105 EBICS_RECOVERY_NOT_SUPPORTED 27 Bank system does not support
recovery

The bank system does not support recovery.

091111 EBICS_INVALID_SIGNATURE_FILE_FORMAT 33 Format errors in ES files
i.e. inconsistent signature file

The ES files sent do not correspond to the specified format.
The ES file cannot be parsed syntactically (no bank-
functional validation!).

091114 EBICS_ORDERID_UNKNOWN 26 Order ID unknown
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The transmitted order ID is unknown. HVE, HVS, HVD,
HVT with unknown combination partner ID (= customer ID)
/ order type / order ID.

091115 EBICS_ORDERID_ALREADY_EXISTS 26 Order ID already existing

The transmitted order ID is already existing. For the
customer an order with the same order ID was already
remitted (duplicate order remittance).

091116 EBICS_PROCESSING_ERROR 26 Other functinal errors occurred

On processing the EBICS requests other functional errors
occured.

The message was correct, but could not not be processed
due to an other functional error.

091201 EBICS_KEYMGMT_UNSUPPORTED_VERSION_SIGNATURE 26 Unsupported version of signature
key

The algorithm version of the bank-functional signature key  INI: supported algorithm versions are given on the
is not supported by the bank (order types INI and PUB). EBICS registration forms

PUB: supported algorithm versions are given in the
bank parameters (HPD)

091202 EBICS_KEYMGMT_UNSUPPORTED_VERSION_AUTHENTICATION 26 Unsupported VerSion Of
authentication key

The algorithm version of the authentication key is not HIA, HSA: supported algorithm versions are given
supported by the bank (order types HIA, HSA and HCA). on the EBICS registration forms

HCA: supported algorithm versions are given in the
bank parameters (HPD)

09 1 2 03 EBICS_KEYMGMT_UNSUPPORTED_VERSION_ENCRYPTION 26 Unsupported version of encryption
key

The algorithm version of the encryption key is not HIA, HSA: supported algorithm versions are given
supported by the bank (order types HIA, HSA and HCA). on the EBICS registration forms

HCA: supported algorithm versions are given in the
bank parameters (HPD)

091204 EBICS_KEYMGMT_KEYLENGTH_ ERROR_SIGNATURE 66 Invalid length of signature key

The key length of the bank-technical signature key is not ask your bank for valid key lengths,
supported by the bank (order types INI and PUB). generate new key

The key length of the authentication key is not supported by gsk your bank for valid key lengths,
the bank (order types HIA, HSA and HCA). generate new key

091 2 06 EBICS_KEYMGMT_KEYLENGTH_ERROR_ENCRYPTION 66 Invalid |ength of encryption key

The key length of the encryption key is not supported by the  ask your bank for valid key lengths,
bank (order types HIA, HSA and HCA). generate new key

091207 EBICS_KEYMGMT_NO_X509 SUPPORT 66 Bank system does not support
X.509 data
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091301

091302

091303

091304

091305

091306

2012

The bank system does not support the interpretation of

X.509 data (order types INI, HIA, HSA, PUB, HCA).

EBICS_SIGNATURE_VERIFICATION_FAILED

The verification of an ES failed. In the case of

asynchronously accomplished orders the error can occur

during the pre-validation.

EBICS_ACCOUNT_AUTHORISATION_FAILED

The pre-validation of the account authorization failed.

EBICS_AMOUNT_CHECK_FAILED

The pre-validation of the account limit failed.

EBICS_SIGNER_UNKNOWN

A signatory of the transmitted order is not a valid user.

EBICS_INVALID_SIGNER_STATE

The state of a signatory of the transmitted order is not valid.

EBICS_DUPLICATE_SIGNATURE

The transmitted order was already signed by the signatory.

COM

63 Verification of ES failed
i.e. ES not OK

generate correct bank-functional key and
start new transaction

14 Pre-validation account
authorization failed

i.e. no transmission permission for this
account

37 Pre-validation account limit failed
i.e. limit exceeded

02 Signature of an invalid user
i.e. user number not registered

25 Signature with invalid user state
i.e. user not yet released

33 The signatory has already signed
this order
i.e. inconsistent signature file
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5.5 Post-processing / User Exits

A user-definable UserCommsEXxit is supported after each transmission. For each entry in the
Commes. batch this exit will be called once.

The program will search for the "UserCommsExit.BAT" / "UserCommsEXxit. CMD" batch file or the
"UserCommsEXxit.EXE™ executable in the .\MCCWIN or.\MCCWIN\PRG directory.

Within these files any script can be executed, e.g. for moving files.
If present, the exit is called with the following parameters (with the field length in brackets):

%21="aaa" file type/session type (3)

%2="A" transmission direction N, P or G (1)

%3="aaaa" job number (4)

%4="aaaaa" job attribute (5)

%5="aaaaaaaa" BPD name (8)

%6="aaaaaaaa" external user name/ user ID (8)
%7="n..n" Comms. return code (1-3)

%8="n..n" Comms. sub-return code (1-3)

%9="a..a" return text (0-40)

%210="a..a" return text part 2 (0-40)

%211="a..a" file name (0-128)

%12="a..a" access class (0-2)

%13="a..a" installation path inclusive working directory (max. 128)
%214="nnnnnnnn" organizational unit (8) [additional module]
%215="nnnnnnnn" client (8) [additional module]

All parameters are included in inverted commas. After call of the exit MultiCash waits on the
completion of the process and then continues in the normal processing.

The exit is called again globally (i.e. not for each processed file) at the end of a post processing
cycle, in order to make further actions possible at this time (e.g. moving all collected STA files).

In this case only in parameter %1 the content "/A" is entered.

UserCommsExit2 can be called

- after Comms. for each file and
- at the end of the post-processing one time for all files (e.g. to pass on AUSZUG.TXT/UMSATZ.TXT)

with the following parameters:

%21 Processing flag (0 = after Comms. for each file, 1 = one time after post-processing)
%2="a..a" file name (0-128)

%3="aaa" file type/session type (3)

%4="aaa" external session type FUL or FDL (3)
%5="a..a" file format (0-50)

%6="a" transmission direction N, P oder G(1)
%7="aaaa" job number (4)

%8="aaaaa" job attribute (5)

%9="aaaaaaaa" BPD name (8)

%210="a" test flag Y oder N (1)

%11="a...a" external user name/user ID (35)
%212="n..n" Comms. return code (1-3)
%13="n..n" Comms. sub-return code (1-3)
%214="a..a" return text (0-40)
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%15="a..a" return text part 2 (0-40)

%216="a..a" installation path inclusive working directory (0-128)
%17="a..a" access class (0-2)

%218="nnnnnnnn" organizational unit (8) [additional module]
%219="nnnnnnnn" client (8) [additional module]

%20="aaaa" external job number (4)

2012 COM
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5.6 Monthly statistics (supplementary module)

Use the menu item of the same name to get a monthly statistics.

By means of format subsystems, the transaction data of sent payment files are extracted for the
monthly statistics. When exchanging other data such as, for example, a/c. statements, logs or
exchange rates, the number of files is stored.

The collected information is stored month by month in aggregated form in a database table. In addition,
the data are stored separated by

Organizational criteria of the operator:
* Unit (as far as the system is operated as ASP version)
e Organizational unit (as far as the Organizational Units module is installed)
e Access class (e.g. wage/salary)

Bank-technical criteria:
e Bank parameter file
e Session type (e.g. DP, FP)
e Transaction type (e.g. domestic payment with/without signature, direct debit with/without

signature)
¢ Curreny
e Bank-ID

e Alc. number
Separated by the above mentioned criteria, the following data are saved in each case:

« Date and time of the last data exchange
e Total amount per month

e Number of transactions per month

*  Number of collective orders per month

e Number of files per month

In this process, the four last criteria are also registered for each day in the month in order that peak
times can be located, as and when required.

For each of the above described criteria combinations, a totals record is displayed per month (in the
record list of the database overview) as well as within the month the daily statistics (in the display area
of the database overview).

By each criterion or by combinations thereof you can make selections and filter out with this the desired
information. This is made either with the quick selection bar or using the standardized selection dialog.

In addition, the data can be output in classified print reports.

For the individual further processing of the statistical data you can define an export interface and then
output the data in, for example, a CSV file.
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(&~ Please note ...
By default, all statistics entries are kept for a period of 12 months. Older entries are deleted
when starting the monthly statistics.

This storage period can be defined using a CSUB.PRO entry: STATISTIK_VERWAHRDAUER
nnn

This entry indicates the storage period in months. An entry of '1' would remove, for example, on
1.3.2012 all entries from January 2012 and earlier from the database.
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6 Electronic Signature

The bank uses the Electronic Signature to identify the sender (customer). If all Electronic Signatures
are correct, the bank executes your orders, transfers, direct debits, foreign payment orders, etc.

[
An Electronic Signature for an order can only be issued if you are using the Comms. methods
MCFT, FTAM, FTP or EBICS.

The Electronic Signature is an encrypted confirmation of your payment orders and other instructions.

Encryption consists of two components, the ("secret”) Private Key known only to you and the Public
Key known also to your bank.

The Signature is generated with the Private Key and can therefore only originate from you. The Bank
uses the Public Key to verify the Electronic Signature and its validity.

The procedure is based on internationally recognised cryptographic algorithms (RSA algorithm). The
manipulation or forging of an Electronic Signature is de facto impossible.

You must generate the two keys (private and public key) needed to issue an Electronic Signature (cf.
Chapter 6.1: Generate / Send ES keypair)

Following encryption, the private (secret) key is saved on an ES medium (see Chapter 6.1.5: Electronic
signature property page) with an ES password of your choice. You must send the public key to your
bank using session type PUB.

You can change the ES password using menu item -Communication- / -Change ES password-.

You sign your orders with the Electronic Signature either directly after the orders have been generated
or later in the File Manager.
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6.1 Generate / Send ES keypair

A key medium containing the private key encrypted with the ES password is needed to issue the
Electronic Signature.

The public key of the keypair is saved on the hard disk in the file "<User>.<ES version>.PUB". You
must send this key to your bank using session type PUB.

Keys already kept on a key medium can be transferred to the system.

A wizard will guide you through the steps that need to be taken to generate / to send a (new) keypair or
to import an already existing one into the system.

1

Initialize ES medium

In the first step you are prompted to insert the selected ES medium (see Chapter 6.1.5 in the
Core module: Electronic Signature property page). Confirm the appropriate message box with
[OK] after insert.

Initialize ES medium - Generate key .. L—-E'i-]

! Please insert the ES medium

oK | Abbrechen |

If the ES medium is new (i.e. empty), the assignment of an ES password (ES PIN) for the
access to the ES medium follows.

Entry of the characters is concealed, i.e. each character you enter is represented by an *
(asterisk). You must then repeat the entry of the new ES password for your own protection.

Initialize ES medium a3

‘Y'ou have inzerted a new ES medium. This has to be prepared for uzsing electronic Signature.

Fleaze enter a new pazaword for electranic signature.

Mew ES pazsword |

Flease repeat your new ES password for validation.
Repeat
Help

CE™ please note:

2012

You must always enter the ES password when you sign a file. You cannot issue an Electronic
Signature without a valid ES password.
You can change the ES password using menu item -Communication- / -Change ES password-.

Generate a new ES keypair / Import of keys

L]
A separate keypair must be created for each user authorised to issue Electronic Signatures.

The -Generate keypair- checkbox in the dialog window is still ticked.
In order to generate a new keypair, you must enter a character string of your choice consisting of
exactly 32 characters.
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The character string is a random combination of 32 letters, numbers and special characters.
Entry of the characters is concealed, i.e. each character you enter is represented by an *
(asterisk). This random character string forms the basis for generating the keypair.

Generate key pair x|

- Do you wish to generate a new key pair for electronic signature, send
the existing key pair to the bank () or import key pair from existing medium
into your system 7

¥ Generate new key pair

Please enter your actual valid password for electronic signature.

ES password |

To generate the key pair, pleaze enter exactly 32 arbitrary characters |
These characters should be chosen as randomly as possibly.

If existing keys (e.g. generated before) should be sent to the bank(s) or keys provided on a key
medium should be imported into the system, uncheck the check box mentioned above. On
importing already existing keys you additionally have to enter the current valid ES password
once in a field below.

Entry of the characters is concealed, i.e. each character you enter is represented by an *
(asterisk).

Finally confirm your entry by clicking on [Next].

Incidentally:

2012

Key calculation is based on prime numbers formed on the basis of the character string you
have entered. The search for valid prime numbers may take some time.

At the same time as you save the private key on the diskette, the public key is copied to a file so
that it can be transmitted to your bank. Your bank needs the public key to verify your Electronic
Signature.

The public key is copied to a file in directory ..\DAT with the extension ".PUB". The actual file
name is formed from the name of the current user and the ES version.

Example:

If the name of the authorised user is "smith" and Mr. Smith generates a keypair, a file named
SMITH.<ES version>.PUB is created in directory ..\DAT. This file then contains the public key for
transmission to the bank.

The Public Key needed by the bank to verify your Electronic Signature must be transmitted to
the bank using session type PUB.

If you generate the keypair before starting the initialization session (session type INI), the public
key is automatically sent to the bank during initialization.
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CE please note:

Each time you generate a new keypair, you must send the new public key to the bank before
you can issue an Electronic Signature.

3 Select the bank(s)
Click on the bank(s) to which you want to send the new keypair. They can be selected from the
list below the "Send keypair" box which is already checked.
Select banks lﬁj
- Select the bank (s)to which you want to send the new key pair. Please
note that you can send files with an electronic signature only after
successful transfer of the key pairto the bank!
v Send key pair
If you dao not generate a new key pair, but f you want to print only a
curmrert initialisation letter, then please do not activate the option *Send
key pair.
Highlight then here the banks for which you want to print an
initialisation letter.
__ EBICS to omikron test bank__ (OMIEBICS) "
Ceska narodni banka (CNBACZPF)
Doppel-User-BPD (PMCB3XGE)
EBICS (EBICS) A
EBICS to the omikron test bank (EBICSOMI) 3
EBICS to the omikron test bank (KSKKOELN)
EBIXBANK
FTAM15997
FTAMBANK (FTAM)
FTAMBANK (FTAMMATF)
FTAMBANK (MATF) i
<zuick [ Weier> | Help
If you only wish to print a current initialization letter and not to send a new keypair, please
remove the tick in the check box.
You can select one or more banks from a list of available banks, for which an initialization letter
should be printed.
Then press [Next >].
= Please note:
It is only possible to send files with an Electronic Signature after keypair has been successfully
sent to the bank.
4 Enter Comms. password
You have to enter the current Comms. password below the selected bank(s). This is needed by
the bank to verify the change of key.
If you have selected several banks, you determine by ticking the "Use the same Comms.
password for all banks" check box, that for all banks the same Comms. password is used.
Otherwise you leave this option unchecked. Then for each selected bank the current valid
Comms. password is prompted afterwards.
The password definition is concealed, i.e. when you press a key you only see an * (asterisk) on
the screen. Close password definition by clicking on [Next >].
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2012

Enter password x|
= Banl(z) Ceska narodni banka
-
v Comms. password

Ceska narodni banka
Please enter your valid password. This is used for validation of the
communication access with the bank.
Pazsword [

<Zuick | | Help

Print initialization letter(s)

You will have to send a signed initialization letter to your bank (or several banks) to confirm the
(new) keypair. Access will normally not be released by the bank until such time as the
initialization letter has been received.

The "Print INI-Letter(s)" option is still checked.

Print initialisation letter(s) (X
= Banl(z) Ceska narodni banka
To confirm the key pair. an initialisation letter signed by you must be
sent to the bank.
Without this initiglisation letter, nomally no release of the new key is
made on bank side.
\ [v Print inttizlisation letter(s)

. Some of your banks support the release of the key using your previous
key still valid. Then no initialisation letter has to be sent to these banks.
v Do you want to release directly the new key using your previous

valid key 7
User ES password
2 |
<Zuick | | Help

If you do not wish to print any initialization letter(s), uncheck the appropriate option.

Some banks support key activation using your current key, which is still valid. In this case the
sending of an initialization letter to the bank is not necessary (see Sending PUB orders with ES
in Chapter 6.3 for this).

If provided by your bank, you can enter your valid ES password to activate the new key directly
using your current valid key.

As EBICS user with the status "Ready" you can update your bank specific keys using a PUB
session. After choosing an EBICS BPD, the checkbox for the key activation is highlighted and
disabled. You have to insert your signature medium and to enter the signature password (ES
password). The new key is then signed with the old one. An INI letter is then not created for the
EBICS access, since the authenticity of the transmitted keys is secured by the ES.
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An exception exists, if you use a chip card, containing only the current key in each case. In this
case, you first have to block your bank access (SPR session). Subsequent to this, execute an
initialization with your new chip card then.

You have to click on [Next >] then.

You can go back to a previous step and make any necessary alterations using the [< Back] button.

6 Start communication
A Commes. session file is generated from your entries. Comms. can be started automatically
during this last step if you confirm the default entry using the [Complete] button. If you do not
wish to start the Comms. immediately, you will have to deactivate the entry "Start Comms
Now".
If working in a network, you can select a computer which may have been specially designated
for Communication sessions by selecting the list box "On workstation:" and start
communication there.

Start Comms. lﬂhj

- Communication jobs are generated from your details. These can now
be started automatically.  you want to execute the Comms. later, then
please deactivate the following entry.

[v Start Comms. now
On worlkestation: |Own j

The Init. letters for each selected bank are now being printed. Please
sent these signed for releasing by the bank.

A new key pair for electronic Signature is being generated or your
topical key is imported.

Stare this in @ securs environment.

< Zuriick | Fertig stellen | Help

The new keypair for the Electronic Signature is then generated or the current key is imported
into the system.

Always keep the ES medium in a secure place!

If you are using the immediate key activation option (by Sending PUB orders with ES), the issueing of
the Electronic Signature follows directly.

Closing messages which appear after the successful generation of the key (such as the creation of a
Comms. batch to sent the key at a later time) quit by clicking on [OK].

Initialization letters will then be printed for each selected bank. Please sign this letter and send it to
your bank to activate the keypair.
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6.2 Change ES Password

The ES password is used to encrypt the private key saved on the ES medium. You can only issue an
Electronic Signature after you have entered your ES password.

If you need to change the password for your key disk, choose menu item -Change ES password- in the
-Communication- menu.

First you are prompted to insert your ES medium so that the private key on the medium can be
encrypted using the new ES password. After inserting the ES medium press the [OK] button.

A message prompts you to enter the current (old) ES password. Then enter the new ES password.
Entry is concealed, i.e. each character you enter is represented by an * (asterisk). You must then
repeat entry of the new ES password for your own protection. Confirm your entry with [OK].

Change ES password L-'EE-J

QOId ES password

MewES password

|

,7

Fepeat ’7
Help

Also confirm the closing message with [OK].

N Because this procedure only involves the encryption of, and not any change to, the private key,
+ | there is no need to transmit the public key to your bank.
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6.3 Convert signature version

The following describes two conversion wizards, which facilitate the upgrade to new Electronic
Signature versions:

Chapter 6.3.1: Convert ES version from A003 to A004

Please note: This conversion is only possible for FTAM/FTP accesses.

Chapter 6.3.2: Convert ES version from A004 to A005 / A006

Please note: This conversion is only possible for EBICS accesses.

Since EBICS does not support the ES version A003, it is not possible to convert AO03 to AO05/A006
directly!

For the basic conversion of the FTAM/FTP Comms. procedure to EBICS see:

Chapter 4.6: Convert FTAM/FTP bank access to EBICS

Please note: This conversion is only possible for FTAM/FTP accesses with ES version A004.
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6.3.1 Convert ES version from A003 to A004 (only for FTAM/FTP accesses)

Starting from program version 3.01.001, the Electronic signature will be supported in the new versions
A004/M002 that work with 1024-bit signature keys:

FTAM/FTP: Signature version A004
MCFT: Signature version M002

In addition to the extension of the signature keys it has been agreed with the banks to support the
sending of the new Public Key with Electronic signature in order to facilitate the transition to the new
signature.

While the keys are updated completely automatic with MCFT in the context of communication with the
bank, with FTAM/FTP a comfortable conversion function enables the smooth transition to the new
versions.

As soon as you have collected/received a bank parameter file from a bank where the support of the
new signature version will be signalized to your system using the bank parameter string, you will be
pointed out to the facts of the now possible conversion by a window when starting the program
("Convert bank files to ES version A004").

Canvert bank files to ES version A004 li—E-J

- Some of your banks support a new version of the electronic signature,
which you can activate now using these banks.

Do you wish to generate a new key pair for electronic signature or zend
the existing key pair to the bank(s) 7

[ Generate new key pair
Please enter your actual valid password for electronic signature.

ES password |

In order to generate a new keypair for the Electronic signature or send the generated keypair to the
bank(s), follow the instructions already described in Chapter 6.1 ("Generate new keypair").

If you generate a new keypair, this will be made both in AO03 format and A004 format. When executing
the PUB order later, the Public Key will be sent in the new format to the banks that have signalized the
support of the new ES version.

Using the [Next>] button you come to the next step of the wizard.

Apart from the name(s) of the bank(s) that offer(s) the conversion option, you find information on the
ES version currently released with this bank (A003), whether a transmission of the new key is possible
with Electronic signature and, if necessary, the end of the conversion period to the new ES version
A004. All banks with which you do not use the new ES version A004 yet are automatically highlighted.

2012 COM 6-10



6.3.1 Convert ES version from A003 to A004 (only for FTAM/FTP
accesses)

Canvert bank files to ES version A004 lﬂhj
The barks listed below support a new version of Electronic signature. Here you can activate the new ES
version with these banks.

‘You see here the ES version cumently released by you with this bank, whether a transmission of the new
key iz possible with ES and possibly the end of the conversion period to ADD4.
All banks with which you do not yet use the ES version ADD4 are automatically highlighted.
Bank ES version | PUB with ES is possible | End of conversion p.
Deutsche Bank (FTMOD0D04) ADD3 No
Commerzbank AG (FTMODDOE) ADD3 Nao
4 m b
<Zuiick | Weter> | Help

If the bank supports the sending of PUB orders with Electronic Signature, you can release the new key
directly using your old key which is still valid. Then the sending of the initialization letter to the bank can
be omitted. For this, enter your valid ES password in the corresponding field when following the wizard
at that step where the print of the initialization letters is initiated and complete the wizard. In case of a
positive ES check with your old key, the new key will be automatically activated and released.

In case the signature check has failed, the key status at the bank will be set to "Initialized " and can be
released as so far manually by an initialization letter. The same applies to the sending of PUB orders
without ES.

After the conversion you make signatures in A004 format that can be combined with signatures in
A003 format by other users until all users have converted their signature versions. Each ES version
currently used will be displayed in the FTAM or FTP bank parameter files for each user along with
information on the status of the ES conversion process (not started, can be started, started, ready), on
the start of the conversion and on the max. length of the conversion phase (60 days by default).

Corwersion to ES verzion A004
— b aximum length of conversion
|F|n|shed J Started on 18.0610 phase d &0

Matching Intemal user and Bank user no.

Internal name | External name | Save Comms. ... | Default user Sig.class | Current ES versig
5 ICH No No
1 HUO No No AD04
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6.3.2 Convert ES version to A005 / A006 or M0O0O5 / MO06

Starting from program version 3.22.001, the Electronic signature will be supported in the new versions
AO005 / A006 and/or MOO5 / MO06 that work with signature keys of 1536-4096 bit length (Default:
2048).

EBICS: Signature version A005 / A006 (EBICS version 2.4, EBICS protocol version H003)

A005 for smartcards, which support only this
A006 always for software ES/ES server / all other smartcards

MCFT: Signature version M005 / M006 analogously

For EBICS and MCFT, a similar procedure for the conversion of the signature keys is used. Each day,
the first time the user logs on, a wizard will prompt the user to make the changes, if the bank systems
have signalized the support of the new procedures (e.g. cf. to Chapter 3.5: EBICS: EBICS
parameters). You can simply cancel this wizard if you don’t want to make the conversion at that
moment.

The key container files will now be converted and cannot be used further in older
program versions!

If you decide on the conversion of the signatures, the program leads you as follows through the
migration process:

1.
If you use a smartcard please note this special case: Some smartcards come with a fixed key
and don't support the generation of a new key pair (e.g. the SECCOS smartcard of the German
banking community). If you work with this card you can switch to the new signature version only,
if you have received a new appropriate smartcard. Due to the fact that the new key has to be
signed with the old one, you have to change the cards in your reader during the conversion
procedure. In this case the system behaves like this:

If no smartcard is placed in the reader during first program start of the day (per user) and all

defined banks have signalized to support the new signature versions A005/A006 or MO0O5/M006
the following advice will be displayed:

If you have received a new chip card and you want to change your signature to the recommended new version, insert
your new chip card and follow this wizard to the end!

Please insert now the new smartcard and proceed.
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2.
If you use the SECCOS smartcard the new public key is just imported.
In all other cases you generate a new key pair for the new signature procedure. The keys used
so far remain unchanged so that the new keys can be signed with the old ones:
Canvert bank files to ES version ADOS/A006/M00S/MO0E [t
= Some of your banks support 3 new version of the electronic signature,
which you can activate now using these banks.
Do you wish to generate a new key pair for electronic signature or send
the existing key pair to the banki(z) 7
~
Please enter your actual valid password for electronic signature.
ES password |
Help
3.

In the next step all banks for which the signature can be converted are displayed. You should
convert all banks together:

Canvert bank files to ES version AD05/A006/M005/M006 |= 28 |
The barks listed below support a new version of Electronic signature. Here you can activate the new ES
version with these banks.

You see here the ES version cumently released by you with this bank.
All banks with which you do not yet use the new ES version are automatically highlighted.
Bank ES version
Ceska narodni banka (CMBACZPF) Mooz
Omikron Test INTERN (MCFTBAMK) Moo2
MCFTBANK Omikron Test INTERN (MKA) Moo3
Meine neue Hausbank (MKATT) Moo3
Doppel-User-BPD (PMCB3XGE) Moo2
Banco estandar (MCFT-BPD) (TESTBANK) Moo3
< Zurick Weiter = Help
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Next, the communication password is prompted.

By entering your ES password you now sign the new public keys (with your old one) so that no
confirmation letter and no approval by the bank are required:

Please note that for EBICS a key change without signature is not planned.

If you use the SECCOS smartcard you are now asked to insert the old smartcard in order to sign
the order with the old still valid key:

Please remove your new chip card and insert your current valid chip card!

If you see this display, the key change has been completed and you can continue to work
directly with the new keys:

All transmissions successfully completed.
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Sample ES initialization letter

User
Dat e
Ti me
User I D

Bank nane
ES versio

nane

Public key for the

n

El ectronic Signature

Exponent

Modul us

9b 5a 7c
al 5e Oc
80 00 53
ce 35 81
2f 50 24
6f cO 92
76 9f a7
50 87 b8

Hash

f7

10
a3
4c
de

f7

A7
68

Smith

23.12.08
13: 21
00000002
MCB30

M

02

I herewith confirmthe above public
key for my Electronic Signature

Pl ace/ Dat

e

Firm/ Nane

Si gnature
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