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1. OVERVIEW

This document provides the necessary information to install Euroclear Web Client v1.17.0.17
which includes:

e Smart card reader drivers
e Nexus Personal
e  Microsoft Visual C++ libraries

e Euroclear PKI components

1.1 Supported platforms & smart card readers

1.1.1 Supported platforms

Below you can find an overview of the platforms supported by the Euroclear Web Client application, in
combination with its compatibility with Internet Explorer (32-bit version of the browser).

Platform Supported

Browsers
Microsoft Windows 7 SP1 (32 bits) IE 11
Microsoft Windows 7 SP1 (64 bits) IE 11
Microsoft Windows 8.1 IE 11
Microsoft Windows 2008 R2 SP1 / IA64 IE 11
Microsoft Windows 2012 IE 10
Microsoft Windows 2012 R2 IE 11
Microsoft Windows Citrix XenApp v6.5 IE 11

Notes:

. to run a 32-bit version of Internet Explorer in a 64-bit OS version, see page 10

WARNING: Please make sure that if smart card creation or renewal is performed, only one Internet
Explorer window or tab must be used, if renewal is done at the same time from two browser windows
make leave the card unusable.

NOTE: Microsoft operating systems or Internet Explorer versions that were not mentioned above were
either not validated yet by Euroclear or are not supported by Microsoft anymore. For information about
Microsoft Support Lifecycle please visit http://support.microsoft.com/lifecycle/

The following smart card readers are supported by this version of Euroclear PKI Web Client:

e Gemalto PC Twin USB smart card reader

1.2 Contact Information

For further information concerning this document, please contact:
Euroclear Helpdesk on +32 2 326 1433 or email connectivity@euroclear.com
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2. RELEASE NOTES

2.1 Introduction

The Euroclear Web Client consists of:

e Smart card reader drivers

o Windows 8.1, 8, 7: Gemalto Driver Product version 2.0.5 (online version: 4.1.3.0)

o Windows 2012, 2008 R2: Gemalto Driver Product version 2.0.3 (online version: 4.1.2.1)
e Euroclear Web Client Setup 1.17.0.17, including:

o Nexus Personal v4.25.3

o Euroclear PKI components v1.17.0.17

o Microsoft Visual C++ 2012 libraries

2.2 How to get the Euroclear PKI Web Client?

The latest version of the Euroclear PKI Web Client is available both online and via a physical media
(EUCLID PC software and databases CD-ROM).

2.2.1 Online

e« To obtain the latest version online, please login to Euroclear website
https://www.euroclear.com and search for Euroclear PKI Web Client or contact
communications@euroclear.com

2.2.2 Physical Media

The Euroclear PKI Web client is also distributed periodically on a CD. The CD that includes the client
contain a designated directory which is divided to different folders, as described below:

Documentation: In which this document is found, as well as Nexus
Personal documentation

Drivers: Drivers for the smart card reader

Webclient-setup-1.17.0.17.exe: Euroclear PKI Web Client, containing "PKI Components",
"Nexus Personal" and "VC++ 2012 Redistributable".
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3. INSTALLATION

3.1 Introduction

Before attempting to install or uninstall any element (smart card reader drivers and Euroclear PKI
Web Client) please ensure the following pre-requisites are met:

e You are logged on the PC as an Administrator or as a user with Administrative privileges.

e Your system conforms to one of the supported platforms as described in section 1.1
Supported platforms.

e You have a supported smart card reader connected to the PC (as described in section 1.1)
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3.2 Install smart card Drivers

Before starting the installation, please make sure that you:

e disconnect the smart card reader from the computer

e uninstall the previous version of your smart card driver, if present (see section 3.5)

3.2.1 Gemalto PC Twin smart card reader. Driver Installation
In the installation folder Euroclear Web Client 1.17.0.17\Drivers:
1. Go to the folder which is relevant for your operating system:
a. For Desktop: go to Gemalto_Driver_205_4130_Win8.1_Win8_Win7
b. For Server: go to Gemalto_Driver_203_4121_Win Server_ 2008R2_2012
2. Double click:
a. GemPcCCID en-us 32.msi OF
b. GemPcCcCID en-us 64.msi if your Operating System is 64 bits

NOTE: Make sure you have already un-installed your previous version of the smart card driver if
it was present!

("8 GemPcCCID Setup |

gemalto

Welcome to the GemPcCCID Setup
Wizard

The Setup Wizard will install GemPcCCID on your computer.
Click Mext to continue or Cancel to exit the Setup Wizard.

Click [Next]

Click in the "I accept the terms in the License Agreement” checkbox once you have read and
accepted them

("8 GemPcccID Setup =)

End-User License Agreement t )
Pleasze read the following license agreement carefu ml O

END USER LICENSE AGREEMENT Iil

IMPORTANT-READ CAREFULLY: This End-User License
Agreement for Gemalto Software ("EULA") is a legal and binding
agreement between you and a subsidiary or affiliate of Gemalto
N.V. ("Gemalto”) that distributes the Software (as defined below)
governed bv this EULA.  “You" are a person or legal entitv ™

| accept the terms in the License Agreement

Back | met | [ cancal
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5. Click Install

ﬁl GemPcCCID Setup

P a—— w-na“:o

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Back [ mstal | [ cancel

6. Click Finish
"8 GemPccCID Setup [

Completed the GemPcCCID Setup
Wizard

Click the Finish button to exit the Setup Wizard

Back |[_Finish ] [ cance

3.2.1.1 Hardware Installation

1. After installation, re-connect the Gemalto smart card reader to the computer. If it is the first
time the smart card reader was connected to the machine then at this point the operating
system will go through a “found new hardware” process as follows:

Installing device driver software % *
Click here for status.

2. After a few seconds, the following message should appear:

USB Smart Card Reader A X
'ﬂ Device driver software installed successfully.
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3. In order to validate the smart card reader was installed correctly, you can Right-Click on the
"My Computer" icon on the desktop, Choose "Manage" and select the "Device Manager"

section, Double-click on "Smart Card Readers" group,

©

g=4 Device Manager - l = | (=] |i2-r
File Action View Help
e @B HE %S

.| Monitors 0
- ¥ Network adapters

D Processors

é_! Security Devices

Jj Smart card readers

> -% Scund, video and game controllers

m

.3 Storage controllers
.gM8| Systern devices
- Universal Serial Bus controllers

L
or
4 j Smart card readers

i j LUSE Smart Card Reader

4. Installation of the driver and hardware is nhow completed.

3.2.2 Install Euroclear Web Client 1.17.0.17

NOTE: This section describes the installation of the software in Windows 7, other Windows operating
system versions may have superficial user interface changes.

3.2.2.1 Installation
1. Go to the Euroclear_Web_Client_v1.17.0.17 installation folder:
2. Double click webclient-setup-1.17.0.17.exe.

3. Either of the following messages may appear, depending on the usage of software
components.
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[l Euroclear WebClient Setuf

Euroclear WebClient
Component usage check

Please close the following programs before continuing with setup...

Application Process

ﬁ Mo programs that have to be closed are running

Euroclear My/S4

[ Install ] [ Cancel ]

Should any of the software components involved still be in use, the installer will warn you as
follows.
[E] Euroclear WebClient Setup [

Eurcclear WebClient
Component usage check

Please close the following programs before continuing with setup...

Application Process

@Intemet Explorer iexplore exe

€ Nexus Personal Personal exe
Euroclear My/SA

[ Install ][ Cancel ]

Save your work, and close the applications in question / Or click install anyway

When forcibly installing, the applications holding our software components locked,
rwiII be terminated. (Click yes, and yes again)
- Euroclear WebClient Setup - &J B Euroclear WebClient Setup u

. . . Some processes could not be closed safely.
To continue with setup, the listed processes must be closed. L Would you like to kill them?

L‘A Would you like to close them now?
WARNIMNG: Any unsaved data will be lost!

v J[ ™ T

4. Click Install
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[E] Euroclear WebClient Setup

Installation Complete
Setup was completed successfully.

Completed

Show details

Euroclear M4

< Back Cancel

5. Click close. The installation is finished. The below programs are installed (the minor version
of the Euroclear Web Client might be different in the screenshot):

@@v| ¥ Control Panel » All Control Panel Items » Programs and Features

Contrel Panel Home .
Uninstall or change a program

View installed updates To uninstall 2 program, select it from the list and then click Uninstall, Change, or Repair.
'@3 Turn Windows features on or
it Organize =+  Uninstall  Repair
Install a program from the
network Mame

-

Size Version
nEurocIear Web Client v1.17.0.16 117.016
CNexus Personal Security Client 128MB 4253
ﬂ Microsoft Visual C++ 2012 Redistributable (x86) - 11.0 50727 173 MB  11.050727.1

Note: on Windows 7 and Windows 2008R2, when the Microsoft security update KB3033929 is not
installed, the name will be “Euroclear Web Client (without KB3033929)".

For more details see https://technet.microsoft.com/library/security/3033929.aspx
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3.3 Automated (silent) install/uninstall

Silent installation is possible by executing the following command, in your packaging installer / other
distribution mechanism.

3.3.1 Installing
> WebClient-Setup-1.17.0.17.exe /S

3.3.2 Uninstalling

> C:\Program Files (x86)\Euroclear\Euroclear PKI Components\uninstall.exe /S

3.4 Internet Explorer settings

Below are the required Internet Explorer settings for version 11.

3.4.1 Internet Explorer 32-bit

When using a 64-bit operating system (for Instance Windows 7 - 64bits), Internet Explorer starts by
default as 64-bit (the browser frame process) but every tab will run as a new 32-bit process. As the
Euroclear WebClient ActiveX components are 32-bit, it is required that this default setting remains.

By doing so no special setting is required to use Internet Explorer 11 with the Euroclear WebClient.

This can be validated in the Windows Task Manager:

158 Windows Task Manager

File Options View Help

Applications | Processes | Seryice:

-~
Image Mame

iexplore, exe
{iexplore,exe =32

The first process “iexplore.exe” is the 64-bit browser frame process.
The seconds process “iexplore.exe *32” is the 32-bit tab process.

When the “iexplore.exe *32" setting is not visible, it means Internet Explorer 11 is not running with
the default settings.
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3.4.2 Internet Explorer disable ActiveX filtering

The setting ‘ActiveX filtering’” must be disabled:

@ @ https://administration.euroclearonline.com/ £ ~ & Euroclear SA/NV [BE] & @ administration.euroclearonl... %

File Edit View Favorites Tools Help Print 3

- File 3

@ Zoom (100%) »

= User Access Management | Link to Delete browsing history... Ctrl+Shift+ Del Safety »

My Profil ¢ Turn on Tracking Protection Add site to Start meny
sers ile rtifi Reportin
u v ertificates Turn off Do Mot Track requests .
View downloads Ctrl+]
! ActiveX Filtering

Manage add-ons
‘Webpage privacy policy...

' F12 Developer Toals
Check this website Go to pinned sites
Turn on SmartScreen Filter... Compatibility View settings

User Access Mar s
IMUVI T TIoT 1TC

Internet options

About Internet Explorer
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The following components have been installed and can be seen in the Control Panel ->"Programs and

Features" section (the minor version of the Euroclear Web Client might be different in the
screenshot):

¥

v v
g@vhﬂ ¥ Control Panel » All Control Panel Items » Programs and Features

Control Panel Home .
Uninstall or change a program

View installed updates To uninstall 2 program, select it from the list and then click Uninstall, Change, or Repair.

'5' Turn Windows features on or

it Organize =+  Uninstall  Repair

Install a program from the -

network MName Size Version
mEuroclearWeb Client v1.17.0.16 117.016
CNexus Personal Security Client 128MB 4253
ﬁ Microsoft Visual C++ 2012 Redistributable (x86) - 11.0 50727 173 MB  11.0.507271

After installation the

To uninstall the WebClient software, the uninstaller of “Euroclear Web Client v1.17.0.17” will also
uninstall the Nexus Personal Security Client’ component.

(‘_" Uninstall Euroclear WebClient
Q Remave Euroclear WebClient from your computer,

eursclear

Eurodear WebClient will be uninstalled from the following folder. Click Uninstall to start the
uninstallation.

Uninstalling from: C:\Program Files (x86)\Euroclear\Eurodear PKI Components),

Uninstall l [ Cancel
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3.5.1 How to identify the version of installed elements?
This section is based on Windows 7 dialogs, other windows versions may vary slightly.

The table below will provide a reference on how to identify if the current elements of Euroclear PKI
web client are installed on your system:

Element / Version Current Version Information How to identify the
Section version?
Gemalto PC Uninstall or change a program Look for the item
Twin smart V2.0.5 To uninstall a program, select it from the list and then click Uninstall, Change, or Repair. GemPcCCID in Windows's
card reader e “add/remove programs”:
driver Organize Uninstall Change Repair
g 4 P
MName ° Publisher Version . . .
57| GemPcCCID Gemalto 205 Selecting this item will
reveal a “Click here for
Section: support information” link.
Section: Pressing on it should
DRIVERS provide the following
information:
Visual C++ V11.0.51106 Uninstall or change a program quk for the item Microsoft
2012 Visual C++ 2012
libraries To uninstall a program, select it from the list and then click Uninstall, Change Redistributable in
Window's “add/remove
Organize v  Uninstall  Change programs”:
Name Publisher Version Selecting this item will
Section: 17 Microsoft Visual C++ 2012 Redistri... Microsoft Corporation  110.51106.1 reveal a “Click here for
support information” link.
Components Pressing on it should
provide the following
information:
Nexus Personal Uninstall or change a program Look for the item Personal
Personal 4.25.3 in Window’s
v4.25.3 To uninstall a program, select it from the list and then click Uninstall, Change “add/remove programs"'
Organize *  Uninstall Change
. Mame Publisher Version Selecting this item will
Section: - ; he followi
exus Fersonal securr 1en echnolo EXUs .
€ NewsP I Security Client Technology Mexus AB 4.25.3 provide the following
Personal information:

3.5.2 Unidentified Versions

If a customer uses a Euroclear Web client and still is unable to determine the current version of
different elements on your computer it is recommended to contact Euroclear helpdesk department
(Please See "Contact Information” above) for further assistance.
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4. WORKFLOW FOR VALIDATION

In case of problems, the following flowchart describe the workflow that will help a user validating they
are using the latest elements and everything has been installed correctly:

Euroclear PKI Web Client -
Validating Elements

reader

drivers installed?

Yes

»| Install latest

What version of
driver?

Visual
C++ 2012 libraries

Uninstall
old, install p
latest

Old one—————|

Installed?

‘What version of C++

-Old ont

Installing Euroclear PKI

2012 libraries?

Is Nexus Peronal

Installed?

hat version of Nexus

Old

Personal?

Do you have PKI

Components

What version of

PKI components?

For information on the latest
version of all elements
mentioned in this document,
please refer to the related
tables in this guide.

> END

29 August 2016
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5. SETTINGS FOR INTERNET EXPLORER AND FILE UPLOAD

if you use "File Upload” functionalit

When using the “Euroclear PKI Web Client” with Internet Explorer 11, the following settings must be
enabled ONLY for an application that uses "File Upload" functionality:

Go to the menu Tools (E) ->Internet Options

o o e
[—
ook

Print vl
—] File L |

Zoom (100%) 3

Safety 3

Add site to Start menu

View downloads Ctrl+J

Manage add-ons
F12 Developer Tools
Go to pinned sites

Compatibility View settings

Report website problemns
Internet options

About Internet Explorer

Choose Security->Custom Level and enable the "Include local directory path when uploading files to a
server", as shown in the following screenshot.

.
Internet Options l B |

| General | Security |Pri\.fac.5-I | Content | Connections | Programs | Advanced|

Select a zone to view or change security settings.

¢ & /'O

Internet  Localintranet Trusted sites  Restricted
sites

i Local intranet T
G)‘i This zone is for all websites that are ;JI &

= found on your intranet.

Security level for this zone

Custom
Custom settings.
- To change the settings, dick Custom level,
- To use the recommended settings, dick Default level.

Enable Protected Mode (requires restarting Internet Explorer)

[ Custom level... H Default level I

I Reset all zones to default level J

.j@] Some settings are managed by your system administrator.,

I oK J I Cancel Apply
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s |
—

.
Security Settings - Local Intranet Zone

Settings

|| Indude local directory path when uploading files to a server
@ Disable
@ Enable
|| Launching applications and unsafe files
() Disable
@ Enable
() Prompt
|| Launching programs and files in an IFRAME
@ Disable
@ Enable
@ Prompt A
|| Navigate windows and frames across different domains
@ Disable
@ Enable
@ Prompt
Dandar lansr fltare

1 [ | r

*Takes effect after you restart your computer

Reset custom settings

Reset to: [Medium-low(default} '] [ Reset... ]

(This solves the issue that if the file to be uploaded (for certain applications) e.g. C:\any-
directory\file.csv is specified using the full path, the user is requested to pick up the file a second
time.)

IMPORTANT: Restart Internet Explorer to make the changes valid.
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6. EXTRA PRECAUTIONS

6.1 Power-management settings

In order to avoid problems related to power-management saving, it is advised to perform the
following procedure

Steps to disable power management in Windows:

1. Go to the device manager: Menu: Start->Settings->Control Panel->System->Hardware, and

click on [Device Manager]
2. Select the smart card reader in use under the smart card readers section.
3. If the smart card reader properties look like this:

Microsoft Usbecid Smartcard Reader (WUDF) Properties [iz-,'

General | Driver | Details | Fower Management

Microsoft Usbecid Smartcard Reader (WUDF)

=

| Allow the computer to tum off this device to save power
Allow this device to wake the computer

[ ok ][ cancel |

4. Then, unselect “"Allow the computer to turn off this device to save power”, as shown below:

.
Microsoft Usbecid Smartcard Reader (WUDF) Properties [iE-J

General | Driver | Details | Power Management

Microsoft Usbecid Smartcard Reader (WUDF)

Allow the computer to tum off this device to save power
Allow this device to wake the computer

0K | [ Cancsl
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5. Now make sure the USB hub which the smart card is connected to is defined correctly. Go to
the Universal Serial Bus controllers tab in the device manager (example below)

4 ACPTxB4-based PC

6. Find the USB Root Hub that the USB smart card reader is connected to:
USE Root Hub Properties

4 18 Microsoft ACPI-Compliant System
----- /M ACPI Fixed Feature Button

..... /M ACPI Lid

----- 1 ACPI Sleep Button

----- (M ACPI Thermal Zone

----- (M ACPI Thermal Zone

| ACPI Thermal Zone

jM ACPI Thermal Zone

k| ACPI Thermal Zone

----- 1M ACPI Thermal Zone

-} Intel(R) Core(TM) i5-4210U CPU @ 1.70GHz

-2} Intel(R) Core(TM) i5-4210U CPU @ 1.70GHz

-2 Intel(R) Core(TM) i5-4210U CPU @ 1.70GHz

-} Intel{R) Core(TM) i5-4210U CPU @ 1.70GHz

----- 1| Intel(R) Smart Connect Technology Device

@ Microsoft AC Adapter

% Microsoft ACPI-Compliant Centrol Method Battery
3 Microsoft ACPI-Compliant Contrel Method Battery

Microsoft Windows Management Interface for ACPI

4N PCI bus

| High Definition Audic Controller
HP Mobile Data Protection Sensor
Intel(R) & Series LPC Controller (Premium SEL) - 9C43
1M Intel(R) & Series PCI Express Root Port #1 - 9C10
L| Intel(R) 8 Series PCI Express Root Port #4 - 9C16
Intel(R) & Series PCI Express Root Port #6 - 9C1A
L Intel(R) & Series SATA AHCI Contreller - 9C03
Aa Intel(R) & Series USE Enhanced Host Controller #1 - 9C26
| 4.{ USBRootHub
4. Generic USB Hub
j Microsoft Usbecid Smartcard Reader (WUDF)

|Genem|| Power |Mvanced I Driver | Details | Power Managemem|

Hub information

The hub is seff-powered.

Total power available: 500 mA per port

Attached devices:
Description Power Reguired
§ Generic USB Hub {8 ports) OmA
2 port(s) available OmA
To update the list, click Refresh. Qe

29 August 2016
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7. Now go to the "Power Management tab”, and if it is:
USE Root Hub Properties

| General | Power | Advanced | Diiver | Details | Power Management

USE Root Hub

[]iAllow the computer to tum off this device to save power
Allow this device to w

vake the computer

oK | [ Cancel

:I'hen change it to:

USB Root Hub Properties &J

| General | Power | Advanced | Diiver | Details | Power Management

USE Root Hub

=4

[CiAliow the computer to tum off this device to save power

Allow this device to wake the computer

oK | [ Cancel

6.2 Windows Store and Trusted Root Certification Authorities

The first time a Euroclear smart card is inserted in the reader, a pop-up message will appear asking
the user to accept importing the “Euroclear Certification Authority” certificate.

Be aware that if the Windows Policy in your network has been configured to be more restrictive and
does not allow a user to import a CA certificate in the “Trusted Root Certification Authorities” an error
message may appear.

In order to solve this problem contact the IT Administrator of your own company to allow importing a
CA in the “Trusted Root Certification Authorities” store.
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7. SPECIFIC SCENARIOS

The purpose of this section is to provide detailed instructions to manage the installation on a specific
environment

7.2 Usage of Citrix

The installation of the "Euroclear Web Client" should be done as described in the previous chapters.
The smart card reader must be recognised by the client OS.

The smart card must be inserted before the Citrix session is established. For more details see the Citrix
support page: http://support.citrix.com/article/CTX132230
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8. TROUBLESHOOTING

8.1 Purpose

The purpose of this section is to provide detailed instructions (to customers who are facing technical
difficulties) on how to perform (when required) an analysis of Euroclear PKI Web Client.

8.2 Visual C++ Redistributable

If Visual C++ redistributable is not installed, the following error message will appear.

1%1 Euroclear PKI Components Setup XS

Module C:\Program Files\Euroclear \Euroclear PKI

! Components'\EocTFUFileUpload. dil failed to register,
HRESULT -2147010895. Contact your support
personnel,

Cancel | \ Retry | \ Ignore |

To solve this issue, please verify the Microsoft VC++ Redistributable 2012 is installed in your system,
going to Control Panel -> “Programs and Features” and Install it if not present.

8.2.1 Microsoft System Information Utility
8.2.1.1 Using MSINFO32.EXE

This tool is used to collect information about Windows settings, configuration and software installed.
For information about MSINFO32.exe see
http://support.microsoft.com/kb/308549

1) To start Microsoft System Information, use either of the following methods:

a. Click the Start button. In the search box, type System Information, and then, in
the list of results, click System Information.

b. Click Start, click Run, type msinfo32.exe in the Open box, and then click OK:

Visual Studio 2012

Cisco Jabber

OH

P Doc ts
[/ T“J Internet Explorer e

Pictures
Cisco IP Communicator
DBEJCLO on

| Remote Desktop Connection WDLSCGS0721HW

Control Panel
Qt Creator (Community)

Default Programs

Calculator

Help and Support
Mexus Persenal Security Client

C
G Google Chrome

LS% Snipping Tool

» Al Programs

29 August 2016 Page 21 of 23


http://support.microsoft.com/kb/308549

Q

euroclear

EUROCLEAR WEB CLIENT

INSTALLATION GUIDE

T Run

===

=

Open:

Type the name of a program, folder, document, or Internet
resaurce, and Windows will open it for you.

msinfo32 A

‘\‘g‘ This task will be created with administrative privileges,

[ ok |[ cance |[ Browse..

2) After System Information have started, press the “File”, then select “Save”.

(- Software Environment

Other O3 Description
QOS Manufacturer
System Mame
System Manufacturer
System Model
System Type
Processor

BIOS Version/Date
SMEIOS Version
Windows Directory
System Directory

B System Information =B
File Edit View Help
Item Walue I
Hardware Resources 0S Name Microsoft Windows 7 Enterprise
Version 6.1.7601 Service Pack 1 Build 7601

Mot Available
Microsoft Corporation
WDLSCG50721HW
Hewlett-Packard —
HP EliteBook 840 G1

x64-based PC

Intel(R) Core(TM] i5-4210U CPU @ 1.70GH:
Hewlett-Packard L71 Ver. 01.30, 12/9/2014
27

CAWindows

ChAWindows\systemn32 2

m

| n

J v

Find what:

[" search selected category anly

["5earch category names only

Find Close Find

B System Information

Edit View Help
Open... cl+0 |
Close
Save... Ctrl+S
Export...
Print... Ctrl+P
Exit

3) In the next menu, type the filename you wish to use and press the “Save” button. The

system will collect your information and store it in a file:

System Information

Refreshing System Information. ..
Conflicts/Sharing

4) Send the file to the Euroclear communication helpdesk.
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